The Future of U.S.-South Korea Defense Industry
Cooperation on Al and Cybersecurity

By Eun-ho Kang

The war between Russia and Ukraine, which dramatically intensified following Russia’s full-
scale invasion of Ukraine in February 2022, has demonstrated to the world that the paradigm of
modern warfare has fundamentally changed. So-called “multi-domain, high-technology hybrid
war,” in which conventional warfare, cyber warfare, information warfare, electronic warfare (EW),
and space warfare unfold simultaneously on a single integrated battlespace, is no longer a
conceptual abstraction but a concrete reality on the battlefield.! The war in Ukraine carries
direct implications for South Korean security as well. Externally, North Korea has deployed its
special operations unit, the Storm Corps, to the Ukrainian front, where it is rapidly accumulating
real combat experience with advanced technologies such as drones and EW.2 Internally, South
Korea faces demographic constraints that will inevitably reduce its standing forces to below
350,000 troops.? At the same time, the United States is demanding not only increased defense
burden-sharing but also voluntary roles and contributions from its allies.*

Addressing these complex challenges requires solving two tasks simultaneously. The first is a
fundamental transformation of South Korea’s force structure to match the requirements of future
battlefields. The second is the qualitative advancement of U.S.-South Korea defense industry
cooperation, taking into account the evolving role of the U.S.-South Korea alliance, which is the
cornerstone of South Korean security. In particular, Al, Physical Al, and cybersecurity represent
critical domains that apply to both imperatives—force buildup and the enhancement of bilateral
defense cooperation.

This paper aims to present a new direction for future U.S.-South Korea defense industry
cooperation by connecting and analyzing these two tasks. To this end, it examines South Korea’s
force buildup by analyzing recent patterns of warfare, reviewing the history of U.S.-South Korea
defense industry cooperation to identify principles and directions for future collaboration, and
establishing specific plans for cooperation in Al, Physical Al, and cybersecurity—applying these
to the defense shipbuilding sector to provide concrete policy recommendations.

Dr. Eun-ho Kang is Chair of the Department of Advanced Defense Industry Studies and Director
of the Defense Industry Research Institute at Jeonbuk National University (JBNU). He concluded
his public service as Commissioner of the Defense Acquisition Program Administration (DAPA)
in late June 2022. The primary purpose of this article is to present practical and immediately
applicable directions for advancing U.S.-South Korea defense industry cooperation, drawing
on the author’s experience of over thirty-one years in roles related to fostering South Korea’s
defense industry and strengthening U.S.-South Korea cooperation. Most materials used in
preparing this article reference the latest non-public documents of the South Korean Ministry
of National Defense and DAPA.
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Analysis of Recent Patterns of Warfare

The wars between Russia and Ukraine, Israel and Hamas, and U.S.-Israel and Iran have
empirically demonstrated three structural changes on the modern battlefield.®

Firstis the multi-domain expansion of the battlefield. As land, sea, and air domains are integrated
with space, cyber, and EW into a single battlespace, inferiority in any one domain translates
directly into total operational paralysis.

Second is the collapse of the boundary between peacetime and wartime. Hybrid warfare
integrates conventional warfare, irregular warfare, cyber warfare, information warfare, and
economic coercion, normalizing sub-threshold pressure and measures that make it difficult for
the adversary to escalate to full-scale war.®

Third is the shifting balance of warfare toward wars of attrition. Extreme cost asymmetry has
become routine: First-person view suicide drones costing tens of thousands of dollars destroy
tanks worth hundreds of thousands, and interceptor missiles costing tens of millions must be
deployed to defend against them.

The Drone Revolution and Civil-Military Technology Convergence

Drones have placed the battlefield under constant twenty-four-hour surveillance, fundamentally
undermining traditional tactical concepts centered on concealment and maneuver—to the point
of drone supremacism. However, observers such as General Sir Nick Carter, former UK Chief
of the General Staff, have argued that drones themselves do not transform warfare; rather, it is
the doctrine and operational concepts governing their employment that shape their strategic
impact.’

Moreover, the war in Ukraine has demonstrated the decisive military role of civilian advanced
technologies: SpaceX’s Starlink, GIS Arta’s artillery fire coordination application based on
Uber’s technology, and Clearview Al’s facial recognition system are but a few potent examples.
General John Jay Raymond, then Chief of Space Operations of the U.S. Space Force, described
the Ukraine war as “the first war where commercial space capabilities have really played a
significant role.”®

Electronic and Cyber Warfare as Battlefield Prerequisites

EW is no longer merely a support function; it has become a prerequisite for combat. GPS
jamming, communication disruption, and data-link interference simultaneously neutralize
drones, precision-guided munitions, and command-and-control systems. A force that fails to
dominate the electromagnetic spectrum is effectively a blind force.

Cyber warfare, in particular, functions as a prelude to military operations. Immediately before
its full-scale invasion in February 2022, Russia launched cyberattacks against major Ukrainian
institutions to sow social chaos. Even more threatening from South Korea’s perspective is
software supply chain contamination. A “digital Trojan horse,” activated at the outset of hostilities
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and capable of turning friendly weapon systems into bricks, can collapse defense capabilities
before a single shot is fired—even if physical forces remain 100 percent intact.®

Al-Based Command Decision-Making and Multi-Layered Defense Challenges

Al is emerging as a key tool for compressing the time from detection to decision to strike.
Al-based command decision-making systems that dramatically increase decision speed and
accuracy are becoming decisive factors in warfare.”

On the defensive side, the cost asymmetry dilemma is acute. Responding to low-cost drones
and rockets with high-cost interceptor missiles is unsustainable in a prolonged conflict. The
air defense experiences of Saudi Arabia and the United Arab Emirates against Iranian missile
and drone attacks, along with Israel’s operation of the Iron Dome, illustrate this clearly Air
defense must be redesigned as a multi-layered, composite defense system combining missiles,
EW, lasers, interceptor drones, and anti-aircraft guns, and adequate stockpiles of air defense
missiles and other munitions must be secured.

Direction of South Korea’s Force Buildup

South Korea faces core threats along two axes. Externally, North Korea’s threat is qualitatively
evolving as the regime adds battle-tested conventional forces, real-world experience, and new
technologiestoits nuclearand missile capabilities. In Ukraine, Storm Corpsis rapidly accumulating
modern combat experience, including in drone operations and EW countermeasures, risking a
deepening asymmetry between the North Korean military and a South Korean military that lacks
combat experience?

Internally, South Korea faces a rapid decline in military manpower. Assuming a standing force of
approximately 350,000, it is impossible to conduct theater-level operations under the existing
manpower-centric, platform-centric force structure.”® Furthermore, the U.S.-South Korea alliance
isnolonger a safety net guaranteeing automatic U.S. intervention. The alliance is being redefined
as a structure in which each country maintains a certain level of independent deterrence and
response capability and operates in a complementary manner. The moment for South Korea to
secure a minimum level of independent deterrence is now absolutely critical.

As such, there are several future capabilities critical for South Korean forces to properly
develop to address the evolving threat theater. First, building a South Korean Al-integrated
joint all-domain command and control (JADC2)—the Korea Integrated Command and Control
(KICC)—that is interoperable with the U.S. JADC2 is the top priority.® The focus must shift away
from systems dependent on individual weapon system capabilities and instead concentrate on
building an integrated command-and-control system that connects land, sea, and air weapon
systems with space (satellites), sensors, and command communications—enabling real-time (or
near-real-time) detect-decide-strike operations.

Second, unless a cyber kill chain that can detect, isolate, and patch cyberattacks in real time at
machine speed (milliseconds) without human intervention and trace attacks back to their origin
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is established, key weapon systems such as missiles and satellites cannot function normally
within the allied network.®

Furthermore, deterrence itself cannot be established without a system that guarantees anti-
jamming, anti-spoofing-based positioning, navigation, and timing (PNT) integrity to ensure
accurate spatiotemporal information even under extreme jamming conditions. South Korea’s
Hyunmoo missiles, F-35s, Aegis destroyers, and virtually all precision-strike and command-and-
control assets currently depend on PNT and network time synchronization.

Third, in response to an era of troop reductions already underway, South Korean forces must
be reorganized around unmanned systems by broadly applying physical Al technologies across
weapon systems, enabling manned-unmanned teaming, autonomous operation, and robotic/
Al pilots.

Lastly, South Korea should establish a multi-layered defense system to counter North Korea’s
long-range artillery and drone threats.” This includes fielding tactical/operational suicide drones
(unmanned aerial vehicles, unmanned surface vessels, and unmanned underwater vehicles),
small precision-guided munitions, and cost-effective force packages incorporating decoys. On
the defensive side, a system that combines soft-kill, hard-kill, directed energy, and anti-aircraft
guns to neutralize swarm targets at low cost must be fielded rapidly.

Stages of Development and Future Direction of U.S.-South Korea Defense
Industry Cooperation

U.S.-South Korea defense industry cooperation can be analyzed in five generations since the
1950s.®

Generation one (1950s-1980s) established the foundation of defense industry cooperation
between the two countries. During and immediately after the Korean War, South Korea had
virtually no defense industrial base. As such, the allies formed a thoroughly asymmetric structure
in which the United States provided technology and funding while South Korea absorbed it.
This dependency gradually improved after the South Korean government established the
Agency for Defense Development (ADD) in August 1970 and began fostering a domestic
defense industry. As U.S. technical assistance continued, South Korea’s defense technology
capabilities slowly grew. The joint development of the K1tank (ROKIT) by Chrysler Defense and
ADD/Hyundai Precision can be cited as the first official case of cooperation between the two
countries’ defense industries.

During generation two (1990-2006), the development of South Korea’s defense industry—
particularly its defense technology—was driven primarily by technology transfer obtained through
offset trade. The 1990s were the most adventurous period for technological development in
South Korea’s defense industry; this was the era in which many of today’s acclaimed weapon
systems—the K9 self-propelled howitzer, the K2 main battle tank, the Cheongung-2 air
defense system, various naval vessels, and the domestic fighter development program—were
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developed. The most representative example of technology acquisition through offset trade is
the T-50 trainer aircraft development project between Lockheed Martin and Korea Aerospace
Industries (KAI), which was part of the F-16 purchase offset agreement. This was South Korea’s
first systematic acquisition of advanced aircraft technology, which has since become the
technological foundation for the independent development of the KF-21 fighter aircraft.

The two allies began cooperating on defense production during generation three (2006—
2019). In 2006, the South Korean government launched the Defense Acquisition Program
Administration (DAPA) to strengthen the domestic defense technology base and secure
international competitiveness. South Korea’s defense industry subsequently experienced
remarkable growth and began actively expanding into international markets. The most
important issue that arose between the United States and South Korea during this process
was how to protect the core technologies embedded in weapon systems. The U.S. side had a
keen interest in ensuring core technologies transferred through offset trade and other means
could be safely protected during the defense export process. In response, the South Korean
government enacted the Defense Technology Protection Act in 2015, with advice from the U.S.
Department of Defense, legally mandating equal protection for both independently developed
core technologies and key technologies transferred from the United States. Additionally, the
U.S. Naval Research Laboratory and South Korea’s ADD/LIG Nex1 attempted to jointly develop
the Lightweight Optical Guided Rocket Interceptor (LOGIR), which can be considered the first
case in which both countries participated as equal technology partners.

Generation four (2019-2025) consisted of market expansion and supply chain cooperation.
Triggered by major contracts, such as the K9 self-propelled howitzer deal with Australia in 2021
and the K2, K9, and FA-50 deals with Poland in 2022, South Korea emerged as a global defense
supplier. The international community began to pay close attention to South Korea’s defense
industry, coining the term “K-Defense.”™ During this leap forward, the U.S. side supported South
Korea by granting export license (EL) approvals for key components of South Korea’s exported
weapon systems with virtually no denials—thereby indirectly supporting South Korea’s entry
into international defense markets. In addition, U.S.-South Korea supply chain cooperation in
the defense sector also strengthened, including the exclusion of Chinese-made components.?°

The current generation five (2025—Future) has thus far focused on growing cooperation on
advancedsupplychainsandhigh-technologydevelopment.?'InJune 2025, the newlyinaugurated
Lee Jae Myung administration outlined its policy objective of establishing the country’s defense
industry as a global arms exporter.?? As such, the Lee administration significantly increased
defense research and development (R&D) budgets and large-scale investment decisions in
new technologies such as physical Al and semiconductors.?® In addition, in line with the Donald
Trump administration’s national defense and security strategy, South Korea aims to increase its
defense budget to approximately 3.5 percent of GDP within the next decade.?* From the U.S.
perspective, given the increasingly heavy burden of the twin fiscal and trade deficits, China’s
rapid technological advancement and military buildup, Russia’s growing threat, and continued
instability in the Middle East, South Korea’s role in enhancing U.S.-South Korea defense
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cooperation will become even more important. In particular, as seen in the concrete progress
of U.S.-South Korea defense shipbuilding cooperation under the “MASGA” (Make American
Shipbuilding Great Again) initiative, an equal partnership that combines the strengths of both
countries is essential.?® For a genuine U.S.-South Korea defense partnership to function, the
allies must complete the establishment of a “production web,” JADC2 integration, and joint
technology and market development.?®

Future Direction of Generation Five Cooperation

Fifth-generation defense cooperation is grounded in the historical experience and shared
values of the U.S.-South Korea alliance, built over the past seventy-plus years. This goodwill
must be accompanied by concrete expressions of trust, a genuine willingness to understand
and seek solutions to both countries’ technological and industrial challenges, and continued
logistical support and operational capability enhancement even after contracts are signed.

The United States’ strengths lie in Al algorithm and software design, systems architecture,
advanced R&D, and access to global defense markets.?” Meanwhile, South Korea’s strengths
include world-class manufacturing competitiveness, rapid weapons production and delivery
speed, world-class industries such as shipbuilding, electronics, and semiconductors, and
extensive experience with win-win localization cooperation.?® The allies can combine these two
strengths in a division-of-labor model in which the United States handles Al and systems design
while South Korea handles platform manufacturing and production. This can be conceptualized
as a production web— the construction of a global defense production cooperation network
that organically integrates the industrial capabilities of both countries.

Al and cybersecurity represent the most fruitful and promising areas of fifth-generation
cooperation. In the military domain, physical Al is realized in various forms, such as autonomous
drones, unmanned ground vehicles, unmanned surface vessels, and autonomous combat
robots.?° Physical Al is developed to operate in real battlefield environments through Digital Twin
environments and Sim-to-Real learning.2° This will become the core foundational technology for
manned-unmanned teaming in future military operations.® Physical Al development requires
large-scale data, high-performance semiconductors, software technology, and the ability to
integrate with actual weapon systems. It is difficult for a single country to pursue all of this
independently—technological cooperation between allies is not a choice but a necessity.

South Korea’s core strength lies in its world-class semiconductor technology and manufacturing
industry. Combining U.S. Al algorithm and systems design capabilities with South Korea’s
semiconductor and manufacturing platform production capabilities would enable the
construction of a powerful physical Al ecosystem that would surpass China’s large-scale
manufacturing base.

U.S.-South Korea physical Al cooperation can be advanced in the following manners: building
a joint R&D platform that combines U.S. Al algorithm research capabilities with South Korea’s
hardware and platform production capabilities; mutually sharing joint training data, simulation
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environments, and real-world operational data to improve the performance and reliability of Al
models; building a cooperative model that combines U.S. systems design with South Korean
platform manufacturing in areas such as drones, unmanned combat vehicles, and autonomous
naval platforms; and establishing a cooperative channel for the architectural design stage to
secure complete interoperability between the U.S. JADC2 and South Korean KICC. These
cooperative structures are strategically significant as a new model of defense cooperation
that combines U.S. Al technology with South Korea’s manufacturing base, strengthening the
technological and industrial competitiveness of both countries.

Cybersecurity represents the second growth area, as most of the data assets held by defense
firms consist of sensitive defense-related information, including defense secrets, defense
technologies, and national core technologies.*?

Modern weapon systems are structured as a complex system of systems, integrating sensors,
data links, software, and Al technology. While this enhances combat efficiency, it simultaneously
increases vulnerability to cyberattacks. The F-35 program involves approximately 1,400
suppliers, and major South Korean shipbuilders have cooperative networks of approximately
1,300 to 2,400 partner firms; a single vulnerable link in the supply chain can threaten the entire
system. Furthermore, the increase in international interest and demand for K-defense has led
to a surge in cyber-hacking attempts, and the urgent development and application of anti-
tampering technology to protect core technologies for exported weapon systems is critical.®

The United States has introduced the Cybersecurity Maturity Model Certification (CMMC)
program to strengthen cybersecurity requirements for defense industrial base contractors
and protect sensitive unclassified information in the defense supply chain. In parallel, the
Department of Defense has adopted a Zero Trust cybersecurity strategy based on a “never
trust, always verify” approach.3* South Korean companies must meet the same standards—this
is an essential condition for Stage 5 U.S.-South Korea defense cooperation.

U.S.-South Korea cybersecurity cooperation should be advanced in the following three-stage
structure. Stage one consists of aligning cybersecurity standards by establishing a K-CMMC
system aligned with CMMC, achieving mutual recognition of CMMC certifications, and integrating
defense company security evaluation standards. DAPA should establish a Korean-style defense
industry technology cybersecurity certification system in line with the phased implementation
of CMMC in 2025 and implement a program to support the employment of information security
professionals at small and medium-sized defense enterprises (covering up to 50 percent of
standard salaries for three years).?® Stage two should focus on building a joint cyber threat
response system. This includes joint cyber threat information sharing, the establishment of a
joint center to respond to cyberattacks on the defense industry, and the construction of a joint
supply chain security monitoring system. The U.S.-South Korea Defense Technology Protection
Council should be elevated to a more substantive and regular consultation channel.*® During the
third and final stage, joint R&D of cybersecurity technologies tailored to future battlefields must
be undertaken, including security for Al weapon systems, swarm drone security, autonomous
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weapons system security, space and satellite system security, and military cloud security.
Furthermore, the construction of an integrated defense cloud system, which would overcome
the limitations of network separation and serve as infrastructure enabling joint U.S.-South
Korea R&D, must be pursued through a cloud-service-provider-based defense collaboration
platform.®’

A Concrete Model for Defense Shipbuilding Cooperation

The shipbuilding industry is the optimal showcase for U.S.-South Korea defense cooperation—
one that simultaneously demands collaboration in physical Al and cybersecurity. The U.S.
shipbuilding industry has experienced a sustained decline since World War Il. The number
of U.S. shipyards has declined sharply, and the United States now accounts for only about 0.1
percent of the global commercial shipbuilding market.*®

This hollowing out of the U.S. shipbuilding industrial base is creating delays in U.S. Navy ship
construction: DDG-51destroyer maintenance has often taken longer than planned, while the lead
FFG-62 frigate is forecasted to be delivered approximately thirty-six months later than initially
planned. In addition, the U.S. Government Accountability Office (GAO) found that thirty-eight of
fifty-one aircraft carrier and submarine maintenance periods, or 75 percent, were completed
late from FY2015 to FY2019.3° By contrast, China holds approximately 53 percent of global ship
order volume, posing a direct challenge to the U.S. strategy of maintaining maritime supremacy.
South Korea, meanwhile, possesses the world’s second-largest shipbuilding industry, featuring
a highly efficient production system centered on large shipyards and an extensive supply chain
network. These South Korean strengths will serve as irreplaceable tools in rebuilding the U.S.
shipbuilding industry.

The United States is pursuing maintenance and repair cooperation utilizing allied shipyards
through its Regional Sustainment Framework (RSF) policy. Under this policy, South Korean
shipyards are performing maintenance, repair, and overhaul (MRO) projects for vessels
operated by the U.S. Military Sealift Command (MSC). Publicly reported examples include
Hanwha Ocean’s work on the USNS Wally Schirra, USNS Yukon, and USNS Charles Drew; HD
Hyundai Heavy Industries’ work on the USNS Alan Shepard and USNS Cesar Chavez; and HJ
Shipbuilding & Construction’s work on the USNS Amelia Earhart.*° Based on these existing
partnerships, the U.S. Navy is expected to expand cooperation with South Korea in vessel MRO
and ship construction, and South Korean companies are pursuing U.S. shipyard investment and
cooperation projects with this in mind.

However, the construction and maintenance of naval vessels involves the exchange of extremely
sensitive information: hull design data, combat system software, communications and network
system code, sensor and weapons system operational data, and maintenance history data.
Because such data is directly linked to military operational capabilities, it becomes a prime
target for cyberattacks.* During naval vessel MRO processes, persistent security risks exist:
leakage of warship design data, hacking of combat system software, infiltration of maintenance
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networks, and cyberattacks through the supply chain. As the SolarWinds hacking incident
demonstrated, supply-chain-based cyberattacks can have a direct impact on national security.*?

A Three-Stage Integrated Framework

Al-based ship construction and maintenance can serve as a concrete application of U.S.-South
Korea physical Al cooperation. By combining U.S. Al systems design capabilities with South
Korea’s shipbuilding manufacturing capabilities, it is possible to advance digital twin-based
ship design and construction, Al-based predictive maintenance, and the joint development of
autonomous surface vessels and unmanned maritime systems.*?

Additionally, the two countries should establish a cybersecurity certification system across the
entire network of approximately 1,300 to 2,400 partner firms of major South Korean shipbuilders.
Specifically, this requires establishing a defense supply chain security certification system
(based on CMMC), introducing a partner firm cybersecurity evaluation system, and building a
cyber threat information-sharing system.

Such efforts would be further strengthened by establishing an MRO security framework that
encompasses warship maintenance network segmentation, an encrypted data exchange
system, and a joint cybersecurity certification system. Furthermore, the United States and South
Korea should set up a joint Defense Cybersecurity Cooperation Center and advance joint cyber
threat response systems and cybersecurity R&D.

Strategic Implications of Defense Shipbuilding Cooperation

Defense shipbuilding cooperation goes beyond simple industrial cooperation; it serves as a
powerful model of security cooperation that embeds alliance trust in industry and technology.
The characteristics of the shipbuilding industry—complex global supply chain structures,
production systems based on advanced digital technology, and direct linkage to military
operational capabilities—make it an ideal test bed for physical Al and cybersecurity cooperation
models. Successful cooperation in this sector is expected to rapidly spread to other areas, such
as aviation and ground weapons, elevating U.S.-South Korea defense industry cooperation to
a new dimension.

Conclusion

The United States and South Korea should elevate defense industry cooperation beyond
weapon-systems collaboration to a technology partnership, with physical Al and cybersecurity
as its twin pillars. To achieve this, the following policy recommendations are presented.

First, there is a need to establish a joint research platform that combines U.S. Al capabilities with
South Korea’s manufacturing platform and semiconductor technology. Through this, manned-
unmanned teaming systems, autonomous drones, unmanned maritime systems, and other
physical Al-based weapon systems can be jointly developed, and an ecosystem for developing
advanced new technologies can be built.
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Second, a South Korean-style defense industry technology cybersecurity certification system
(K-CMMC) must be built to a level where mutual recognition with the U.S. CMMC is possible, and
a U.S.-South Korea Defense Cyber Cooperation Center participated in by both governments
and companies must be established. Expanding the program supporting the employment of
information security professionals for small and medium-sized defense enterprises, and building
an integrated defense cloud platform, should be pursued in parallel.

Third, the two countries should cooperate from the architecture-design stage to ensure
interoperability between KICC and JADC2, while pursuing joint R&D on cyber kill chains and
PNT integrity systems to strengthen shared deterrence.

Fourth, a global defense production cooperation network (production web) that integrates the
industrial capabilities of both countries must be built in phases. In the defense shipbuilding
sector, MRO cooperation should be expanded to encompass combat vessel construction, and
this should be further developed into Al-based digital-twin ship design and joint development
of unmanned maritime systems. In this process, applying the three-stage cybersecurity
cooperation framework creates a virtuous cycle of security and cooperation.

Fifth, the two countries should focus on strengthening the defense technology protection system
and developing human resources. In proportion to the expansion of K-defense exports, attempts
at defense technology theft are also increasing. South Korea must pay particular attention to this
area. Drawing on U.S. experience and know-how, the cybersecurity monitoring system covering
the entire supply chain of defense companies must be expanded, and bold investment must be
made in anti-tampering technology development—for which U.S. cooperation is indispensable.*
Furthermore, to rapidly develop cyber professionals, a specialized cybersecurity training
program encompassing operational technology (OT) cybersecurity, weapons-system software,
and supply-chain security modules must be established. The establishment of a defense
technology security system, including cybersecurity, must be proactively led by the South
Korean side, and this is a prerequisite for enhancing fifth-generation cooperation, including
U.S.-South Korea defense shipbuilding cooperation.

Additionally, the United States and South Korea should pursue the early conclusion of an RDP-A
as an institutional mechanism to facilitate broader defense industrial cooperation, including
shipbuilding, MRO, supply-chain resilience, and emerging technology collaboration.*® Through
this, South Korean companies will secure Buy American Act (BAA) exemptions in the U.S.
defense market, and U.S. companies will be able to participate directly in major South Korean
R&D projects.*® In this process, the development of advanced new technologies and personnel
exchanges will be activated, and U.S.-South Korea defense cooperation can unlock the full
potential of fifth-generation cooperation.

The future of U.S.-South Korea defense industry cooperation hinges on a bold transition—
from a mere transactional relationship to a genuine technology partnership. Cooperation that
prioritizes physical Al and cybersecurity is not simply a matter of technological cooperation; it
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will serve as the core axis of a new industrial and technological foundation for the U.S.-South
Korea alliance.
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