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Preface
The Korea Economic Institute of America (KEI) is pleased to issue Vol. 4, Issue 1 of its new flagship 
journal, Korea Policy. Our new online journal carries forward the objective and spirit of KEI’s previous 
publications, the Academic Paper Series’ (APS) On Korea publication, and the Joint U.S.-Korea Academic 
Studies publication. Like our previous publications, Korea Policy identifies and explores the array of 
security, economic and political issues and policy trends related to Korea and the U.S.-Korea alliance. 
The journal offers academically rigorous and policy-relevant research.  

Korea Policy papers are written by academic scholars and policy experts from the United States, South 
Korea, and around the globe. The objective is to provide opportunities for recognized specialists and new 
voices to present fresh research and innovative thinking on Korea, the region, and related international 
issues. Each issue covers a broad, unifying theme and is arranged into two sections of articles. Before 
publication, working papers of these articles are presented as part of our Korea Policy series at KEI’s 
office in Washington, DC.  

The papers in Vol. 4, Issue 1 exemplify the breadth and depth of policy issues relevant to Korea and the 
U.S.-Korea alliance. They are original pieces written exclusively for this issue over the last six months. 
KEI distributes the final publication to individuals in governments, the private sector, policy institutes, 
and educational communities around the world, and features the digital publication on the KEI website 
for the broader public.  

Contributions in this issue fall under the theme: The U.S.-South Korea Joint Fact Sheet: A Roadmap for 
the Future of the Alliance. The first section explores U.S.-South Korea alliance modernization in new 
strategic frontiers by examining key issues in the U.S.-South Korea Joint Fact Sheet, such as alliance 
deterrence posture and transition of wartime operational control, and bilateral cooperation in the 
defense industry, nuclear-powered submarines, and the cyber domain. The second section focuses 
on alliance adaptation to an era of transformation. It revisits past and present issues in the alliance and 
proposes innovative ideas for South Korea’s future economic development, the U.S.-South Korea civil 
nuclear partnership, and export controls on AI infrastructure.     
 
For over 40 years, KEI has produced objective and informative analyses and highlighted important 
policy research on Korea. I hope you find this volume of Korea Policy to be a useful contribution.

Scott Snyder
President and CEO

Korea Economic Institute of America
June 2026
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About KEI
The Korea Economic Institute of America (KEI) is a U.S. policy institute and public outreach organization 
dedicated to helping Americans understand the breadth and importance of the relationship with 
the Republic of Korea. Through publications, media, events, and outreach programs, KEI advances 
scholarship and understanding of Korea that informs policymakers and the American public about the 
security, economic, and political implications of U.S. ties to the Korean Peninsula.

For over 40 years, KEI has promoted dialogue and understanding between the United States and South 
Korea through in-depth analysis and conversation. KEI draws on the expertise of resident staff, provides 
a platform for leading voices from the United States, South Korea, and beyond, commissions original 
research and analysis, and hosts discussions among policymakers and opinion leaders. 

KEI maintains strong ties with U.S. think tanks and academic institutions, generating cutting-edge 
research on the Korean Peninsula that reaches experts, students, and the broader public. 

In today’s digital age, KEI reaches a global audience by livestreaming events and providing online 
commentary, data, and scholastic research through its “Inside the Investment” video series, “Eye on 
Korea” podcast, and livestreamed and recorded programming. 

The U.S.-Korea partnership is built on shared values, but it requires continued effort to sustain. KEI is 
proud to help uphold this relationship and ensure a safer and more prosperous world.
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How the U.S.-South Korea Joint Fact Sheet Lays the 
Future of the Alliance
By Gilbert Rozman

This issue of Korea Policy details recommendations for implementing the policy goals set forth 
in the U.S.-South Korea Joint Fact Sheet reaffirming the Korea Strategic Trade and Investment 
Deal approved at the summit between U.S. President Donald Trump and South Korean 
President Lee Jae Myung on October 29, 2025. There are two key sections: 1) new frontiers of 
cooperation between the two countries to include modernization of the security relationship, 
defense industrial cooperation, nuclear submarines, and cybersecurity; and 2) adapting the 
alliance amid global transformation on South Korea’s economic development strategy, civil 
nuclear cooperation, and AI export controls. For compelling reasons explained in the seven 
articles, the state of the alliance hinges on the successful implementation of these policy goals. 

Why is 2026 likely to go down as an unusually significant test of the U.S.-South Korea alliance? 
At least four reasons deserve close attention. First, it is well-known that South Korea stands on 
the front line of an increasingly bipolar Northeast Asia, with tensions exacerbated since 2022 
as international peace and stability are being shaken. The issues raised in this issue reflect this 
deteriorating environment. Second, technological change has come to the fore as never before 
since the advent of nuclear weapons. One article after another cites the urgency of responding 
to these challenges. Third, the Trump factor must not be overlooked, given his penchant for 
unilateral action and pressure. Authors do not shy away from mentioning it. Finally, South Korea 
has emerged as a vital powerhouse for U.S. security and economic transformation. Its critical 
role emerges repeatedly in the recommendations for alliance transformation for the sake of 
both states and of the world.

Modernizing the U.S.-South Korea Alliance for New Strategic Frontiers 

The four articles on new frontiers of cooperation highlight growing opportunities and risks for the 
U.S.-South Korea alliance. Reviewing past negotiations and agreements, they point to unfinished 
business and rapidly changing circumstances. Further delay would pose unprecedented risks. 

Section One’s articles clarify South Korean thinking at this critical juncture in the alliance. 
Together, they identify new opportunities resulting from the Joint Fact Sheet and warn of 
accelerating risks if agenda items are not implemented. The first article calls for deepening U.S.-
South Korea coordination on crisis-management mechanisms, political and diplomatic signaling, 
and China policy to modernize the alliance and contribute to a more sustainable deterrence 
posture. The second article argues that multi-domain, high-technology hybrid war demands a 

Gilbert Rozman is Emeritus Musgrave Professor of Sociology at Princeton University and the 
editor-in-chief of The Asan Forum, a bi-monthly, on-line journal on international relations in the 
Indo-Pacific region.
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qualitative change in U.S.-South Korea defense industry cooperation. The third article explores 
how South Korea can strengthen its position when requesting the future development of more 
advanced nuclear-powered submarines (SSNs) by becoming a reliable U.S. partner in submarine 
maintenance, logistics support, infrastructure hosting, repair planning, and lifecycle services. 
The fourth article proposes a South Korean national cybersecurity strategy that aligns with U.S. 
priorities and serves as an anchor for alliance cooperation, reinforcing U.S. commitments to 
South Korea’s defense and leveraging both countries’ resources to strengthen private-sector 
investment in cybersecurity and foster cyber policy innovation.

In “The Path Forward for Alliance Modernization and Redesigning the U.S.-South Korea 
Alliance,” In Hyo Seol warns that despite talk of alliance modernization, neither government 
has articulated an official definition, implementation plan, or transition roadmap. It notes that 
the Iran war is acting as a powerful catalyst for accelerating changes to the alliance posture 
and force deployment in the Indo-Pacific, elevating the discourse on alliance restructuring from 
an abstract strategic discussion to a concrete, lived reality for expert communities and the 
broader publics of both nations. Yet, modernizing the alliance entails formidable challenges. 
Unlike past iterations of burden-sharing discussions, which implied a negotiated redistribution 
of costs within a broadly unchanged framework, the Trump administration’s new interpretation 
of burden-shifting entails a structural reallocation of responsibility. Allies are expected not 
merely to pay more but to assume fundamentally different roles—as primary defenders of their 
own territory, while the United States repositions itself as an enabler and backstop rather than 
a frontline protector. 

The new division of labor portends changes to virtually every dimension of the combined 
defense posture. Successful modernization would serve as proof of concept for the broader U.S. 
global alliance restructuring strategy. Conversely, if South Korea—the most capable and best-
prepared ally—fails to navigate modernization successfully, the signal sent to other U.S. allies 
would be deeply damaging. Failure to fundamentally update the alliance would be perilous, 
warns Seol. 

Seol’s chapter addresses the need to respond to the systematic application of “America First” 
principles to alliance restructuring. Strategic flexibility demands a fundamentally different kind 
of alliance management—based on joint planning and institutional preparation rather than post-
hoc diplomatic accommodation. Structural changes could lead to a narrative of retreat, as the 
public in both countries loses confidence in the alliance and leaders face pressure to hedge 
against its decline. Among the risks are the coercive negotiating style characteristic of the Trump 
administration, given that South Korean public opinion on the alliance—while broadly positive—
is sensitive to perceptions of unequal treatment and can rapidly shift when the alliance appears 
to impose costs without corresponding benefits. Also at risk is the prospect that adjustments to 
United States Forces Korea (USFK) and its physical presence on the Korean Peninsula will be 
misread as a weakening of extended deterrence. To minimize such risks, Seol calls for expert-
level consultations.
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In “The Future of U.S.-South Korea Defense Industry Cooperation on AI and Cybersecurity,”   
Eun-ho Kang emphasizes that “multi-domain, high-technology hybrid war,” in which conventional 
warfare, cyber warfare, information warfare, electronic warfare, and space warfare unfold 
simultaneously on a single integrated battlespace, is now a concrete reality on the battlefield. 
North Korea is rapidly accumulating real combat experience with advanced technologies 
such as drones and electronic warfare. Meanwhile, South Korea faces internal demographic 
constraints, and externally, the United States is demanding not only increased defense burden-
sharing but also voluntary contributions from its allies. Kang’s article offers recommendations 
for U.S.-South Korea cooperation in physical AI and cybersecurity—applying these domains to 
defense shipbuilding.

Multi-domain, high-technology hybrid warfare demands a fundamental shift in South Korea’s 
force buildup and a qualitative change in U.S.-South Korea defense industry cooperation. The 
allies need a model of cooperation that combines U.S. advanced AI design capabilities with 
South Korea’s world-class manufacturing base—and the two countries should apply this model 
to the defense shipbuilding sector. As land, sea, and air domains are integrated with space, 
cyber, and electronic warfare into a single battlespace, inferiority in any one domain translates 
into paralysis of the entire operation. The boundary between peacetime and wartime has 
collapsed. Hybrid warfare integrates conventional warfare, irregular warfare, cyber warfare, 
information warfare, and economic coercion. Warfare has become a war of attrition. In addition, 
software supply-chain contamination is a major threat, as is North Korea’s evolving conventional 
forces and real-world experience. 

The alliance is being redefined as a structure in which each country maintains a certain level 
of independent deterrence and response capability and operates in a complementary manner, 
building an integrated command-and-control system that connects land, sea, and air weapon 
systems with space, sensors, and command communications. The South Korean armed forces 
should reorganize around unmanned systems by applying physical AI technology and enabling 
manned-unmanned teaming, autonomous operation, and robotic/AI pilots. South Korea’s role 
in enhancing U.S.-South Korea defense cooperation will thus become more important moving 
forward. 

Kang highlights that the shipbuilding industry is the optimal showcase for the future of U.S.-
South Korea defense cooperation—one that simultaneously demands collaboration in physical 
AI and cybersecurity. South Korea’s strengths make partnering with it an irreplaceable option 
in rebuilding the U.S. shipbuilding industry. Defense shipbuilding cooperation goes beyond 
simple industrial cooperation; it serves as a powerful model of security cooperation that embeds 
alliance trust in industry and technology. Successful cooperation in this sector is expected to 
rapidly spread to other areas, such as aviation and ground weapons.

In “Pathways to Cooperation for South Korea’s Successful Nuclear-Powered Submarine 
Acquisition,” Jihoon Yu identifies the legal, political, and technological barriers to South Korea’s 
successful acquisition of nuclear submarines. Failure in this endeavor, launched through 
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Trump’s October 2025 approval, could deepen distrust in Washington, raise concerns regarding 
proliferation, and damage bilateral relations. Nonproliferation commitments, export control 
rules, alliance equity concerns, and the strain on the U.S. submarine-industrial base all weigh 
heavily on the issue. Yu recommends a phased strategy, grounded in a clear alliance-centered 
rationale, a legally sound, nonproliferation-centric framework, an industrial and human-capital 
compact that also benefits the United States, a gradual and transparent approach to sustainment 
and fuel cycle issues, and a broader diplomatic narrative that presents a South Korean SSN as 
a stabilizing and defensive contribution to regional maritime security. A disciplined approach 
will be far more credible than one that appears designed to maximize fuel cycle freedom. The 
more Seoul presents itself as the ally pursuing the most nonproliferation-compatible route, the 
easier it becomes to justify engagement.

Yu, however, worries that South Korea may not handle the SSN negotiations well, which could 
deepen mistrust in Washington, raise nonproliferation concerns, and leave U.S. officials with 
the impression that Seoul is asking for the most sensitive form of support before demonstrating 
the political discipline and institutional preparation such support would require. Thus, the most 
promising path is gradual, alliance-centered, and institutionally serious. Seoul should begin 
the process by demonstrating restraint, nonproliferation responsibility, industrial usefulness, 
workforce commitment, and diplomatic maturity. Yu urges South Korea to anchor the SSN debate 
in combined deterrence rather than prestige, maritime burden-sharing rather than autonomy 
theatrics, safeguards-compatible discipline rather than ambiguity, and long-term alliance trust 
rather than short-term political pressure. Succeeding in SSN acquisition will test the alliance, 
but successful implementation will expand alliance cooperation to a new frontier.

In “Enhancing Strategic Alignment in Cyberspace Within the U.S.-South Korea Alliance,” 
Sebastian Garcia observes that cybersecurity requires constant adaptation and agility to remain 
ahead of the latest threat capabilities. Technological disruptions, including the emergence of 
AI, and new geopolitical developments, such as the strengthening of North Korea-Russia ties, 
only shorten time horizons. Garcia’s article proposes a South Korean national cybersecurity 
strategy that aligns with U.S. priorities, serving as a new anchor of alliance cooperation and 
stability, reinforcing credible U.S. commitments to South Korea’s defense, and leveraging 
both countries’ resources to strengthen private-sector investment in cybersecurity and foster 
cyber policy innovation. South Korea should work with the United States to seek alternative 
means of fostering shared interests between the public and private sectors without enacting 
stringent regulations that the United States will not countenance. This means formulating a 
new cybersecurity agenda to foster the development of a robust cyber insurance market, 
expand talent recruitment pipelines for the cyber policy and legal workforces, and deepen 
South Korea-Europe defense industrial partnerships in AI-enabled cyber capability research 
and development.

Central to the alliance’s defense posture in cyberspace is deterring the North Korean cyber 
threat, which has grown bolder and more sophisticated over the past decade. Its use of cyber 
operations as a tool of intelligence gathering and irregular warfare poses significant security 



The U.S.-South Korea Joint Fact Sheet: A Roadmap for the Future of the Alliance | 13

threats. Garcia warns against moves that could undermine the U.S. strategic shift toward 
deregulation and recommends increasing public-private partnerships to maintain the U.S. 
technological advantage in cyberspace. The challenge is to demonstrate that South Korea is 
not a free rider in cyberspace but a proactive contributor to bolstering its own and other U.S. 
allies’ cyber capabilities. While divergent methods for shaping public-private cooperation and 
an increased U.S. demand for burden-sharing in cyber defense could be points of contention, 
this moment yields an opportunity for renewed alignment, including deterrence of a bolder, 
more sophisticated North Korean cyber threat.

Alliance Adaptation in an Era of Transformation 

The common theme across Section Two’s articles is the application and impact of advanced 
technology, which present new opportunities for coordination. However, challenges include 
an unsustainable South Korean approach to economic development; shifts in U.S. political 
and commercial thinking on spent fuel recycling and implications for South Korea; and risk 
management for high-performance AI systems through infrastructure governance and joint 
export controls. The authors address these urgent needs with bold proposals.

In “South Korea’s New External Economic Development Strategy,” Taeho Bark and Dongchul 
Kwak warn that given U.S. prioritization of domestic production over foreign investment and 
international trade, South Korea needs a new external economic development strategy. Bark 
and Kwak argue that the global trade environment has been uprooted; states are pursuing 
unilateral and discretionary industrial and trade policies aimed at maximizing or protecting 
national interests. Forced, along with others, to conclude agreements requiring large-scale 
investments in the United States, South Korea must recognize that expanded exports and high-
standard free trade agreements (FTAs) are insufficient. The authors call for leveraging overseas 
foreign direct investment (FDI) to enhance domestic industrial competitiveness, expand exports, 
create jobs, and minimize the risks of industrial hollowing-out. Optimism rests on the fact that 
South Korean firms possess world-class manufacturing capabilities in advanced technologies 
and core industries and that its large firms already have strong global competitiveness.

Bark and Kwak propose three pillars of South Korea’s new external economic development 
strategy: 1) Expand exports linked to overseas investment by firms; 2) Lead in research and 
development (R&D) of advanced technology while continuously developing new technologies, 
attracting world-class foreign firms; and 3) Strengthen the international competitiveness of small 
and medium-sized enterprises (SMEs). In doing so, South Korea can overcome the challenges 
of the global trade environment and advance toward a more mature and resilient advanced 
economy.

For the first pillar, South Korea should transition from primarily producing final goods to becoming 
a global hub for exporting intermediate goods in advanced manufacturing, thereby supporting 
national strategic industries. Committed to investing USD 20 billion annually in the United States 
over the next decade, along with a USD 100 billion investment in U.S. shipbuilding, the South 
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Korean government should consult closely with South Korean firms and communicate with the 
U.S. government to ensure these investments serve mutual interests. 

For the second pillar, R&D should be clearly defined as enhancing capabilities to develop 
new technologies, manufacturing products based on those technologies, and assessing their 
commercial viability. Systems must ensure a seamless transition from laboratory research to 
pilot testing, initial production, and eventually, mass production. South Korea should establish 
R&D-manufacturing clusters in strategic industries and attract leading foreign firms to establish 
R&D bases domestically by offering world-class standards in research autonomy, compensation, 
long-term visa options, and family settlement.

The third pillar would capitalize on the relocation of foreign firms from China to ASEAN countries 
and India, while prioritizing the mitigation of barriers faced by South Korean SMEs, such as 
information gaps, financial constraints, and weak overseas networks. The government should 
provide structured education and training programs for SME employees covering macro-
level changes in the global trade environment, geopolitical risks, the AI-driven technological 
transition, and supply-chain disruptions, as well as practical knowledge related to overseas 
markets, international contracts, negotiations, and local management. SMEs should stop 
viewing overseas investment and exports as high risk.

In “Rethinking the U.S.-South Korea 123 Agreement in a New Strategic Era,” Kayla Orta cites 
geopolitical shifts in the global civil nuclear market, changing regional security dynamics, rising 
global energy demand driven by AI, next-generation technologies, and the increased market 
shares of Chinese and Russian firms as central motivations for capitalizing on the momentum 
in the United States and South Korea for new nuclear energy policies. Together, the two allies 
should respond by updating and expanding their 2015 123 Agreement, the author proposes. 
Near-term opportunities should focus on 1) AI-driven nuclear industry revitalization, 2) traditional 
and advanced nuclear fuel supplies, and 3) spent fuel management and long-term storage 
strategies. Industry leaders should not be left out in the planning for a revised framework. For 
both Washington and Seoul, nuclear energy policy is gaining new momentum; engagement 
presents a critical opportunity to expand the presence of both countries in global markets while 
also reinforcing high standards for nuclear safety, security, and nonproliferation. 

Orta’s article points to a rising sense of urgency in South Korea that the cooperation framework is 
not currently meeting its intended goals, and that the U.S.-South Korea civil nuclear relationship 
remains locked in a cycle of frustration. Points of national security interest—including nuclear 
fuel import dependencies and limitations in spent fuel waste storage—have strained U.S.-South 
Korea civil nuclear cooperation. The prolonged hiatus of the High-Level Bilateral Commission 
has remained a source of frustration for the South Korean government. Another source of 
concern is that Chinese and Russian state-backed firms have captured significant market 
shares through competitive financing and rapid-deployment nuclear export packages. The 123 
framework needs to be quickly updated.
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In “Redefining National Security Governance Through Access and Compute: U.S.-South Korea 
Export Controls on AI Infrastructure,” ChangHee Kim explores how the rules for AI chip exports 
are in flux. In March 2026, the U.S. Department of Commerce drafted rules that would require 
licenses for virtually all AI chip exports, potentially conditioning transfers of more than 200,000 
chips on recipient countries agreeing to build AI data centers in the United States. In South 
Korea, the AI Basic Act entered into force on January 22, 2026, establishing risk-management 
obligations for high-performance AI systems, with phased enforcement beginning in 2027. The 
government also began distributing the first tranche of a ten-thousand-unit national graphics 
processing unit (GPU) pool in March 2026. 

Parallel policy imperatives—U.S. efforts to maintain technological leadership and South Korea’s 
ambitions to secure AI infrastructure capacity—create both opportunities for alignment and 
governance gaps. Given that AI infrastructure is no longer transferred primarily through the 
movement of hardware, export control regimes need to move beyond a perspective centered 
on physical equipment and technical documentation and consider computation and access 
as core units of control. What is needed is coordination on new AI infrastructure governance, 
redefining AI data centers as “borderless strategic assets” controlled through access rights—an 
alliance‑based governance model built on compute quotas, Zero Trust, and real‑time access 
control systems. 

In place of export control systems structured around the cross‑border movement of tangible items 
and technical documents, technology transfer in a borderless AI infrastructure environment is 
determined by who can access which compute resources and data, and with what entitlements. 
Specifically, Kim 1) shows that technology transfer in AI data centers is shifting from physical 
movement to access entitlement structures; 2) identifies a growing misalignment between data 
protection law, which has already codified access‑based transfer concepts, and export control 
law, which remains physical and act‑based; 3) proposes compute quota as a new policy control 
concept; and 4) links functional weaponization of AI directly to export and access control 
debates.

The center of gravity of national security risk is shifting from “What has moved?” to “Who can 
access which compute resources?” As AI data centers become more sophisticated, Kim argues 
that export control systems should be redesigned so that access entitlement structures, rather 
than physical borders, become the core unit of control. Compute quota—the combination of 
usage time, number of devices used in parallel, and intensity of workloads that yields functional 
capability—should become the object of control. U.S.-South Korea joint export control is 
emerging as a realistic alternative. This is not simply a matter of tightening existing rules, but of 
redesigning alliance‑based national security governance by introducing access and compute 
as new units of control.
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Conclusion

In the spring of 2026, a whirlwind of diplomacy centered on China and Iran diverted attention 
from the U.S.-South Korea alliance. Chinese President Xi Jinping hosted President Trump 
and Russian President Vladimir Putin before traveling to Pyongyang for a summit with North 
Korean leader Kim Jong Un. Trump’s statements and posts took all the oxygen out of the room, 
leaving little room to focus on the alliance. Still, with little fanfare, the United States and South 
Korea continued exploring new frontiers of cooperation and adaptation for the alliance. The 
AI revolution accelerated these discussions, especially as its application to warfare, as seen in 
Ukraine and Iran, grew more compelling.

For the issues raised in this volume, a series of questions come to the forefront. 1) Would the 
“constructive strategic stability” Trump and Xi touted at their summit impact U.S. policy toward 
South Korea? 2) Would Xi’s closer embrace of Kim reverberate in actions that would impact the 
U.S.-South Korea alliance? 3) Would the way the Iran war appeared to end with a memorandum of 
understanding affect Trump’s foreign policy agenda? and 4) Would the United States pivot back 
to alliance-building in East Asia at a time when its alliance system was suffering unprecedented 
disruption? Answers are unlikely to come before the new rounds of diplomacy planned for the 
fall of 2026. Uncertainty clouds the initiatives discussed in what follows.



Section 1

Modernizing the U.S.-South Korea 
Alliance for New Strategic Frontiers



18 | Korea Policy 2026

The Path Forward for Alliance Modernization and 
Redesigning the U.S.-South Korea Alliance
By In Hyo Seol

Since the inauguration of U.S. President Donald Trump’s second term in January 2025, the 
restructuring of U.S. alliance relationships has accelerated on a global scale. Within NATO, the 
June 2025 Hague Summit Declaration committed allies to spend an unprecedented 5 percent 
of GDP on defense and defense-related investment by 2035. In the Indo-Pacific, the Trump 
administration has intensified pressure on allies to assume greater security responsibilities 
while signaling a willingness to recalibrate U.S. force posture. Within the U.S.-South Korea 
alliance, “alliance modernization” has emerged as the central concept encapsulating this 
transformation. The publication of the National Security Strategy (NSS) in November 2025 and 
the National Defense Strategy (NDS) in January 2026 has sharpened the strategic direction of 
the new U.S. alliance posture.1

As of yet, neither’ the United States nor South Korea has formally defined the specific contents of 
alliance modernization. Given President Trump’s negotiating style, which deliberately leverages 
ambiguity as a bargaining tool, it is likely to remain a fluid concept without a fixed definition.2 
Nevertheless, the broad strategic direction is already discernible. While the term “alliance 
modernization” has appeared intermittently in the past—most notably in the May 2003 U.S.-
South Korea joint statement, in which the two countries agreed to “modernize” the alliance—its 
meaning under the second Trump administration is qualitatively different.3 It represents the 
systematic application of America-First principles to alliance restructuring, an effort refined by 
a cohort of strategists since Trump’s first term that reflects, in part, the deepening of U.S.-China 
strategic competition and the shifting military balance in the Indo-Pacific.4

In the U.S.-South Korea context, the concept gained official traction through a series of signals 
in 2025. That June, U.S. Chargé d’Affaires to South Korea Joseph Yun publicly expressed a 
desire to “modernize the alliance.” In August, the U.S. Department of Defense characterized 
alliance modernization as ensuring “credible deterrence for the peninsula and beyond.”5 
Most significantly, the November Security Consultative Meeting (SCM) communiqué pledged 
to “modernize the alliance in a future-oriented and mutually beneficial manner.”6 Yet as of 
early 2026, neither government has articulated an official definition, implementation plan, or 
transition roadmap.7

What is particularly noteworthy is that the Iran war, which erupted in late February 2026, 
is now acting as a powerful catalyst for accelerating changes to the United States’ alliance  

Dr. In Hyo Seol is Associate Professor in the Department of Strategic Studies at Korea National 
Defense University (KNDU). He also serves as Director of the New Security Research Center at 
KNDU’s Research Institute for National Security Affairs.
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posture and force deployment in the Indo-Pacific. The crisis has elevated the discourse on 
alliance restructuring from an abstract strategic discussion to a concrete, lived reality for expert 
communities and the broader public in both nations.

Alliance modernization entails formidable challenges. It implies fundamental changes to the way 
an alliance and the combined defense posture that has endured for decades actually operates. 
These matters have long remained hidden from public view for two reasons. First, many of the 
operational details have been classified. Second, there has been a persistent concern that 
open discussion of fundamental changes to the alliance could itself erode trust and credibility 
between the allies. Yet in a rapidly shifting security environment and evolving regional military 
balance, proceeding with such far-reaching changes without sufficient deliberation among 
experts from both countries risks generating unnecessary misunderstanding, controversy, and 
mutual distrust—an outcome that serves neither country’s interests.

This article does not intend to advocate a particular national strategy for either country. Rather, 
it seeks to provide an analytical foundation upon which experts from both nations can build a 
shared understanding of the challenges and opportunities ahead. The article proceeds in four 
parts. The first section analyzes the strategic logic of alliance modernization as articulated in 
the NSS and NDS, examining its three constituent layers: political-security motivation, defense-
strategic prioritization, and military-operational adaptation. The second section examines 
how the Iran war has transformed alliance modernization from an abstract concept into an 
urgent operational reality. The third section provides a balanced assessment of the risks and 
opportunities of pursuing alliance modernization, with particular attention to the structural 
convergence of military interests between the two countries. The article concludes with 
recommendations for the path forward, emphasizing the critical role of expert-level dialogue in 
ensuring a stable transition.

Alliance Modernization and Trump’s Second-Term Alliance Strategy

The Essence of Alliance Modernization

The alliance restructuring agenda articulated during Trump’s first term—expressed primarily 
through burden-sharing pressure and the conditionalization of security commitments—has 
evolved into a far more systematic program in the second term. Whereas the first term focused 
overwhelmingly on financial contributions, demanding exponential increases in South Korea’s 
annual payment under the Special Measures Agreement and threatening to withdraw forces as 
leverage, the second term integrates theater-level operational concepts, force posture logic, 
and military deployment architecture into a comprehensive, redesigned framework.8

The two foundational strategy documents of the second term—the 2025 NSS and 2026 NDS—
differ markedly from their predecessors in both form and substance. They are notably shorter 
and less systematically structured than the strategy documents of previous administrations, 
which aimed to provide overarching guidance to the vast national security apparatus and 
present a new vision of international order to allies and partners. The current documents are 
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more directly polemical, criticizing past strategies while making the case for a new direction 
to the American public. In exchange for this reduced scope, they articulate U.S. positions and 
demands with unusual directness and clarity.9

This evolution matters because it signals that alliance modernization under Trump’s second 
term is not merely a rhetorical shift but a structural project backed by institutional momentum. 
The appointment of Elbridge Colby as U.S. Under Secretary of Defense for Policy—the same 
strategist who authored The Strategy of Denial and served as the lead architect of the 2018 
NDS—ensures that the intellectual framework underpinning burden-shifting and denial-based 
deterrence is now embedded at the highest operational level of the Pentagon. Similarly, U.S. 
Deputy Assistant Secretary of Defense for East Asia John Noh has publicly called on Indo-
Pacific allies to “dramatically” increase defense spending, prioritize capabilities that deny 
China’s military objectives, and take greater responsibility for actively defending “critical terrain, 
sea lanes and infrastructure within their regions.”10 The pattern suggests an emerging logic 
increasingly translated into policy pressure and bureaucratic guidance, rather than a fully 
institutionalized doctrine.

Prioritization, Burden-Shifting, and Limited Support

The overarching principle animating both documents is prioritization. The NSS declares that 
the United States will no longer attempt to defend everything but will concentrate on its most 
vital interests. Homeland defense and the Western Hemisphere receive the highest priority, 
while secondary threats are to be addressed primarily through allies and partners. Past 
strategies are criticized as grandiose, while the new approach is characterized as “flexible 
realism.”11 This framing represents a significant departure from the expansive ambitions of 
previous administrations, which sought to maintain credible deterrence across all theaters 
simultaneously.12

More consequentially, the strategy documents move beyond the familiar language of burden-
sharing to articulate what amounts to burden-shifting. The new formula assigns allies a “primary 
responsibility” for their own defense and for regional collective defense, while the United States 
commits to providing “critical but more limited support.” The NDS explicitly states that “decades 
of the United States subsidizing their defense” have led allies to chronically underinvest in their 
own security—a condition it frames as both strategically unsustainable and economically unjust 
to U.S. taxpayers.13 The implications are far-reaching. Unlike burden-sharing, which implies 
a negotiated redistribution of costs within a broadly unchanged framework, burden-shifting 
entails a structural reallocation of responsibility. Allies are expected not merely to pay more 
but to assume fundamentally different roles, becoming the primary defenders of their territory. 
At the same time, the United States repositions itself as an enabler and backstop rather than a 
frontline protector. For the U.S.-South Korea alliance, this distinction is not semantic; it portends 
changes to virtually every dimension of the combined defense posture, from command authority 
and operational planning to force structure and crisis management procedures.
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The NDS offers a strikingly different diagnosis of the simultaneity problem—the challenge of 
multiple conflicts erupting concurrently across different theaters. The Joe Biden administration 
treated simultaneity as an inevitable byproduct of U.S.-China competition and responded with 
a policy of “integrated deterrence,” which sought to leverage all instruments of national power 
in coordination with allies.14 The 2026 NDS, by contrast, identifies the root cause not in the 
structural dynamics of great power competition but in allied free-riding. Its logic is straightforward: 
if allies were adequately fulfilling their defense responsibilities, regional conflicts would be 
deterred or contained locally, and U.S. intervention capacity would not be stretched across 
multiple theaters.15 This diagnosis leads directly to the prescription: allies must assume primary 
responsibility for their own security, freeing U.S. resources for the highest-priority challenges.

To incentivize compliance rather than resistance, the NSS introduces a differentiated system of 
incentives and pressure. Allies that demonstrate exemplary commitment to burden-sharing may 
receive preferential treatment in trade, technology transfer, and arms sales, while those deemed 
insufficiently committed may face greater pressure or reduced priority.16 The intent is to create 
competitive dynamics among allies, encouraging proactive role expansion. The United States 
also maintains its commitment to providing critical—if more limited—support, recognizing that 
its own interests are served by preserving allied sovereignty. However, if allies lack sufficient 
deterrence capability, they may abandon resistance and instead accommodate—or bandwagon 
with—potential adversaries, a prospect that would severely damage U.S. strategic interests.17

From Overwhelming Force to Denial: A Shift in Deterrence Posture

At the military-strategic level, alliance modernization is driven by the growing sophistication 
of China’s anti-access/area denial (A2/AD) capabilities. These capabilities have turned large, 
fixed, and high-value targets near the first island chain—major bases, ports, command-and-
control nodes, and logistics hubs—into increasingly vulnerable assets subject to long-range 
precision strikes.18 This creates what might be called the “paradox of forward deployment”: the 
same forward presence that provides deterrence through proximity and rapid response also 
creates vulnerability to preemptive attack and catastrophic paralysis.19

The envisioned response involves redistributing forces within the first island chain to positions 
along the second island chain, with an emphasis on survivability, mobility, and resilience. 
Simultaneously, the United States intends to support capacity building for allies within the first 
island chain so they can sustain deterrence with a reduced U.S. forward presence, while the 
United States maintains the ability to rapidly deploy forces when required.

This constitutes a fundamental shift in the deterrence paradigm—from deterrence by 
overwhelming force to deterrence by denial. Overwhelming deterrence, predicated on the 
forward deployment of massive forces capable of suppressing any crisis from the outset, 
risks giving adversaries the dangerous perception that a swift fait accompli is achievable by 
destroying concentrated forward forces in a preemptive strike. The concentration of high-
value assets at a small number of known locations creates what strategists call a “target-rich 
environment” that rewards aggression—precisely the opposite of what deterrence is meant 
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to achieve. Deterrence by denial, by contrast, demonstrates that even after an initial strike, 
sufficient forces will survive, reconstitute, and frustrate the adversary’s objectives, making 
aggression a losing proposition regardless of initial tactical success.20

From this perspective, alliance modernization could contribute to a more sustainable deterrence 
posture, but only if it is paired with credible crisis-management mechanisms, careful signaling, 
and close U.S.-South Korea coordination on China policy. Without such political and diplomatic 
management, a distributed and resilient posture could just as easily be perceived by Beijing 
as a more durable containment architecture rather than a path toward a “decent peace.”21 The 
critical caveat is that successful implementation remains uncertain. Force posture adjustments 
risk being perceived as a weakening of U.S. security commitments, and the inherent instability 
of the transition process could itself undermine existing deterrence arrangements before new 
ones are firmly in place.

The Iran War and the Acceleration of Alliance Modernization

Direct Impact on the Korean Peninsula

On February 28, 2026, the United States and Israel launched large-scale military strikes against 
Iran, initiating what has become the most significant U.S. military operation in the Middle East 
since the 2003 operation against Iraq. Responding to the ensuing Iranian retaliation—missile 
strikes against U.S. bases in the Persian Gulf, drone attacks across the region, and the closure of 
the Strait of Hormuz—has required an enormous concentration of U.S. military assets, including 
carrier strike groups, air defense systems, strategic bombers, and ground forces.22

The consequences for the Korean Peninsula have been direct and immediate. In March 2026, 
unusually frequent flights of Boeing C-17 Globemaster III and Lockheed C-5 Galaxy were 
observed at Osan Air Base—aircraft typically used to transport Patriot and THAAD missile 
defense components. U.S. media reports confirmed that components of the THAAD system 
were being relocated from South Korea to the Middle East and that Patriot interceptor missiles 
from the Indo-Pacific were being deployed to counter Iranian threats.23

South Korean President Lee Jae Myung acknowledged the situation at a cabinet meeting, 
stating, “USFK may dispatch some air defense systems abroad in accordance with its own 
military needs. While we have expressed opposition, the reality is that we cannot fully push 
through our position.” He added that South Korea’s own defenses were sufficient to deter 
North Korea. This redeployment was not without precedent: in 2025, the U.S. Air Defense 
Artillery Regiment returned to the Korean Peninsula after being deployed to the Middle East for 
approximately six months, confirming a pattern of treating peninsula-based assets as globally 
fungible reserves.24

The concept of “strategic flexibility”—the use of U.S. forces stationed in South Korea for off-
peninsular operations—has been a point of contention in the alliance since at least the George 
W. Bush administration, when the United States declared it would withdraw forces from South 
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Korea for redeployment to Iraq. At that time, then South Korean President Roh Moo-hyun insisted 
that South Korea “will not be embroiled in any conflict in Northeast Asia against our will,” and 
the allies papered over their differences with carefully worded mutual acknowledgments.25 
The Iran war demonstrates that strategic flexibility is no longer a diplomatic abstraction to be 
managed through creative language; it is an operational reality implemented unilaterally, in 
real time, and during live military conflict. This reality demands a fundamentally different kind 
of alliance management—one based on joint planning and institutional preparation rather than 
post-hoc diplomatic accommodation.

What the Iran War Reveals

The Iran crisis has highlighted several dynamics central to the logic of alliance modernization 
and with profound implications for the U.S.-South Korea alliance.

First, the redeployment of key U.S. assets from the Korean Peninsula to another theater is 
no longer a theoretical possibility but an operational reality. What had been discussed as an 
abstract contingency—the prospect of U.S. forces and critical defense systems being redirected 
from the peninsula during an external conflict—is now unfolding in real time. This constitutes a 
scaled-down preview of what could occur during a future U.S.-China confrontation or a Taiwan 
contingency, when the demands on U.S. military resources would be vastly greater than those 
imposed by the war in Iran.

Second, the war has demonstrated the vulnerability of forward-deployed, fixed assets. Reports 
that a low-cost Iranian drone destroyed a high-value THAAD radar in Jordan—valued at 
hundreds of millions of dollars—underscore the risks inherent in static forward deployment.26 
In the Indo-Pacific context, where China’s A2/AD capabilities are far more sophisticated than 
those of Iran, the vulnerability of fixed assets within the first island chain would be exponentially 
greater. Additionally, the Center for Strategic and International Studies assessed that the United 
States expended a substantial number of THAAD interceptors during the Iran conflict, raising 
serious questions about the sustainability and replaceability of expensive air defense systems 
in high-intensity engagements.27

Third, the possibility of a simultaneity problem has only intensified. As the Middle East conflict 
consumes strategic resources, including high-demand, low-density air defense assets critical 
to Indo-Pacific deterrence, the tools available for the Indo-Pacific are further constrained. 
This dynamic may create opportunities for provocation by North Korea, which has historically 
exploited periods of U.S. strategic distraction.28

Fourth, and most fundamentally, the Iran war demands that both sides of the alliance confront 
the changed reality with open eyes. The question is whether Washington and Seoul will continue 
to grapple with the resulting uncertainty without joint deliberation or develop a shared vision 
and institutionalize a roadmap for managing the ongoing transformation. How this transition 
is framed—whether as a U.S. retreat from its security commitments or as the construction of a 
more survivable and sustainable deterrence architecture—will be decisive for public confidence 
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and alliance stability on both sides of the Pacific. The framing challenge is not merely a matter 
of public relations; it reflects a genuine analytical choice about how to interpret the structural 
changes underway. If the narrative of retreat dominates, it will become self-fulfilling, as the 
public in both countries loses confidence in the alliance and political leaders face pressures 
to hedge against its decline. If, however, the narrative of adaptation and resilience gains 
traction, supported by concrete evidence of continued deterrence capability, the transition can 
strengthen rather than weaken the alliance.

The Underdeveloped State of Alliance Modernization and Potential Risks

The Underdeveloped State of Alliance Modernization and Its Potential Risks

As of early 2026, the alliance modernization agenda remains underdeveloped. The strategic 
direction has been articulated through the NSS and NDS, but neither a concrete implementation 
plan nor a transition roadmap exists. Crucially, there has been insufficient deliberation among 
mainstream security experts in either country about the operational details of what modernization 
would actually entail. If wartime operational control (OPCON) transfer—which the fifty-seventh 
SCM affirmed would proceed through Full Operational Capability verification—moves forward 
in conjunction with alliance modernization, the combined scope and pace of change will be 
unprecedented, encompassing command structures, operational plans, force allocation, rules 
of engagement, and extended deterrence arrangements.29 U.S. Secretary of Defense Pete 
Hegseth has publicly endorsed South Korea’s pursuit of OPCON transfer as a “great” endeavor 
reflecting South Korea’s growing military capability, while Under Secretary Colby has advocated 
reviewing the conditions for transfer, potentially lowering the bar for compliance.30 This creates 
a situation in which political momentum toward rapid change may outpace the institutional 
preparation needed to ensure a stable transition.

Several specific risks demand careful attention. The first concerns the Trump administration’s 
coercive negotiating style. The use of tariffs, economic pressure, and deliberate strategic 
uncertainty as bargaining leverage may yield short-term concessions, but risks eroding the 
predictability and trust that undergird alliance cohesion. Alliance theorists have long observed 
that the deliberate cultivation of uncertainty intensifies both abandonment and entrapment 
anxieties, creating a volatile dynamic in which rational expectations become difficult to sustain, 
and misperception becomes more likely.31 In the U.S.-South Korea context, this dynamic is 
particularly dangerous because South Korean public opinion on the alliance—while broadly 
positive—is sensitive to perceptions of unequal treatment and can shift rapidly when the alliance 
appears to impose costs without corresponding benefits.32

The second risk lies in the insufficiently explored nature of the issues at stake. Force posture 
restructuring, changes to command arrangements, adjustments to extended deterrence 
operations, and revisions to crisis management protocols are complex, sensitive matters that 
demand intensive expert engagement. The problem is not that alliance modernization is moving 
too fast, but that the expert-level deliberation needed to support it has not yet begun in earnest. 
They must be launched immediately and proceed in parallel with the political and institutional 
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process. Without such concurrent deliberation, the risk is not that change happens too quickly, but 
that it happens without the shared understanding needed to prevent confusion, misperception, 
and a decline in mutual confidence. The history of alliance management demonstrates that the 
most dangerous moments are not disagreements over policy, but misunderstandings about 
intentions—precisely the condition that the absence of substantive expert dialogue creates.33

Third, adjustments to U.S. force posture risk being interpreted as a contraction of the U.S. 
defense commitment. In South Korea, the historical memory of the Acheson Line—U.S. 
Secretary of State Dean Acheson’s January 1950 speech defining the U.S. defense perimeter 
in a way that excluded the Korean Peninsula, widely regarded as having contributed to North 
Korea’s miscalculation in starting the Korean War—remains a powerful frame of reference.34 
Any perceived U.S. withdrawal or pullback is likely to trigger significant public anxiety in South 
Korea. These concerns were heightened when the November 2025 SCM communiqué notably 
omitted previous U.S. pledges to maintain U.S. Forces Korea (USFK) at current force levels and 
removed language stating that any North Korean nuclear attack would lead to the end of the 
North Korean regime.35

Fourth, there is the risk that adjustments to USFK’s physical presence will be misread as a 
weakening of U.S. extended deterrence. USFK has long been perceived as the tangible guarantor 
of the U.S. nuclear umbrella: “the physical manifestation of the U.S. ironclad commitment to the 
U.S.-ROK mutual defense treaty,” as the USFK commander himself has characterized it.36 If 
its presence is reduced, concerns may arise that this signals a gradual withdrawal, ultimately 
eroding the U.S. nuclear assurance. The perception that the United States might weaken 
extended deterrence to reduce its military burden could fundamentally undermine deterrence 
against North Korea’s nuclear threat, with cascading consequences for regional stability.

Structural Opportunities: Why Alliance Modernization Can Succeed

Alliance modernization also presents significant opportunities for both countries—opportunities 
that expert communities must work to identify, articulate, and maximize. A failure to recognize 
these opportunities risks ceding the narrative entirely to the risks, producing a self-fulfilling 
prophecy of alliance deterioration.

South Korea stands as one of the strongest candidates for a “model ally” in U.S. alliance 
restructuring, provided that Seoul can sustain a bipartisan commitment to deterrence, defense 
responsibility, and strategic coordination with Washington despite changes in domestic political 
leadership. It has invested in self-reliant defense capabilities more consistently and for a longer 
period than virtually any other U.S. ally. With one of the largest and most capable conventional 
forces among U.S. allies, an annual defense expenditure that ranks eleventh in the world, a 
defense spending ratio among the highest of U.S. allies relative to GDP at approximately 2.6 
percent, and a defense industrial base ranked in the global top ten, South Korea possesses a 
strong foundation for assuming greater defense responsibility.37 A successful modernization 
of the U.S.-South Korea alliance would serve as a proof of concept for the broader U.S. global 
alliance restructuring strategy, lending credibility to the entire enterprise. Conversely, if the 
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most capable and best-prepared ally fails to navigate modernization successfully, the signal 
sent to other U.S. allies would be deeply damaging.

Moreover, South Korea is structurally indispensable to the United States in its long-term 
competition with China. Its advanced semiconductor industry, world-class shipbuilding 
capacity, and growing role in global defense exports provide the United States with critical 
supply-chain resilience and industrial depth essential for sustained strategic competition. South 
Korea’s defense industry has emerged as a major global exporter, with contracts spanning 
Europe, the Middle East, and Southeast Asia, demonstrating precisely the kind of allied 
capability development that the NDS’s burden-shifting framework envisions.38 This structural 
interdependence transcends any single transactional exchange and constitutes a durable basis 
for building modernized alliance arrangements. For both countries, the modernization process 
offers an opportunity to deepen cooperation in precisely those technological and industrial 
domains—semiconductors, advanced manufacturing, AI-enabled defense systems, and naval 
construction—that will determine the outcome of long-term great-power competition.

The Double Contingency Logic: Convergence of Military Interests

Perhaps the most consequential structural opportunity lies in the convergence of national 
security interests created by the double contingency problem. The global simultaneity 
challenge increasingly raises the probability of multiple crises erupting concurrently within the 
Indo-Pacific itself. At the regional level, the risk of a dual contingency—a Taiwan Strait crisis 
and a Korean Peninsula crisis occurring simultaneously or in close succession—has grown 
substantially.39 Political-military tabletop exercises conducted by the Atlantic Council’s Indo-
Pacific Security Initiative have demonstrated that the region’s security structure increasingly 
generates conditions in which simultaneous crises become plausible, and that these scenarios 
present extraordinarily complex challenges for U.S. decision-makers.40

The strategic implications are profound. Maintaining deterrence on the Korean Peninsula is 
essential to achieving the highest-priority U.S. strategic objective in the Indo-Pacific—preventing 
a Chinese fait accompli against Taiwan. If deterrence on the peninsula fails, the United States 
would be forced to contend with two simultaneous fronts, drastically complicating its ability 
to concentrate on the Taiwan contingency. North Korea, for its part, has a structural incentive 
to exploit a Taiwan crisis: Pyongyang could calculate that with U.S. attention and resources 
diverted to the Taiwan Strait, the window for coercive action on the peninsula would be wider 
than at any other time. The possibility of episodic coordination or opportunistic alignment 
among revisionist states—often captured in the CRINK framework—could further elevate this 
risk, although the Iran war also revealed limits to their ability or willingness to act in a tightly 
coordinated manner.41

Given these risks, it follows that if South Korea assumes primary responsibility for peninsular 
defense and the United States provides “critical but more limited support,” then the United States 
retains a powerful structural incentive to ensure that this support is genuinely forthcoming. 
If the peninsula becomes unstable because U.S. support proves hollow, the entire Indo-
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Pacific deterrence architecture unravels. This means that even under the new burden-shifting 
framework, the United States has compelling self-interested reasons—not merely altruistic or 
treaty-based ones—to invest in the success of Korean Peninsula deterrence. The logic also runs 
in the other direction: South Korea’s demonstrated capability to maintain peninsular stability 
with reduced direct U.S. involvement frees U.S. resources for the Taiwan contingency, making 
the United States a more effective great power competitor and, paradoxically, a more reliable 
ally.

In other words, alliance modernization need not signify a contraction of the U.S. security 
commitment. Rather, it can be understood as a redistribution of roles on a foundation of 
converging military interests. The new division of labor, in which South Korea leads peninsular 
defense while the United States concentrates on the broader Indo-Pacific challenge, creates 
a structure in which both sides have strong incentives to fulfill their respective commitments, 
because the failure of either would undermine the security of both. This is a fundamentally 
different dynamic from a simple withdrawal or abandonment scenario, and it is essential that 
expert communities on both sides articulate this distinction clearly.

The Double Nuclear Contingency: Why Extended Deterrence Must Endure

The convergence of interests deepens further—and becomes even more urgent—when 
considering the nuclear dimension. In a simultaneous crisis involving the Taiwan Strait and 
the Korean Peninsula, both China and North Korea could employ the threat of tactical nuclear 
weapons—as Russia has done during its war in Ukraine—to deter U.S. intervention. Russia has 
demonstrated that nuclear threats, even when not carried out, can significantly constrain the 
scope and tempo of Western responses and create political paralysis among allied publics.42 
The war in Ukraine has, in effect, provided a real-world laboratory for the coercive use of nuclear 
threats below the threshold of actual employment. China and North Korea may well internalize 
this lesson and seek to replicate this dynamic in a future Indo-Pacific crisis, calculating that 
nuclear brinkmanship can deter or delay U.S. military response at the most critical moments.

North Korea’s nuclear arsenal is particularly relevant in this context. Pyongyang has developed 
and tested a range of tactical nuclear delivery systems—including short-range ballistic missiles, 
submarine-launched ballistic missiles, and cruise missiles—and explicitly incorporated the use 
of tactical nuclear weapons into its declared military doctrine.43 In a dual-contingency scenario, 
North Korea could threaten or carry out a limited nuclear strike against military targets in South 
Korea or Japan, calculating that even small-scale nuclear use would fundamentally alter the 
strategic calculus for the United States and its allies across the Indo-Pacific theater.

The Atlantic Council’s Guardian Tiger tabletop exercises found that participants consistently 
judged that failure of deterrence on the Korean Peninsula in a dual-contingency scenario 
significantly complicated U.S. options for defending Taiwan.44 Should nuclear deterrence fail on 
the Korean Peninsula, even limited North Korean nuclear use would lower the global threshold 
for nuclear employment. This would place the United States in an extraordinarily difficult position: 
attempting to defend Taiwan under Chinese nuclear coercion at a moment when the nuclear 
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taboo has already been breached in the same theater. The cascading effect on U.S. credibility, 
allied confidence, and the global nuclear nonproliferation order would be devastating.

The implication for alliance modernization is unambiguous. Maintaining credible extended 
deterrence on the Korean Peninsula is not merely a South Korean interest; it is integral to the 
viability of U.S. strategy for defending Taiwan and, more broadly, to the preservation of the global 
nuclear order. This structural logic demonstrates that in the course of alliance modernization, 
extended deterrence should not be weakened but rather institutionalized with greater 
precision and sophistication. The mechanisms for nuclear consultation, crisis communication, 
and escalation management between Washington and Seoul should be strengthened, not 
attenuated, as part of the modernization process.

The Taiwan Contingency and the Role of the Korean Peninsula

The Iran war has brought to the surface one of the most sensitive challenges embedded in 
alliance modernization: the question of entrapment and the alliance’s out-of-theater role. If 
the conditions under which peninsula-based assets may be redirected to other contingencies 
are not addressed through the modernization process, this issue risks becoming a persistent 
source of friction that corrodes cooperation from within. The Taiwan contingency represents 
the most consequential version of this challenge. Any military confrontation over Taiwan would 
be fundamentally shaped by the fact that both the United States and China possess nuclear 
arsenals and have compelling reasons to prevent nuclear escalation. With Camp Humphreys 
located in close proximity to Beijing, the direct involvement of peninsula-based U.S. forces 
in offensive operations against China would risk transforming a Taiwan Strait conflict into a 
qualitatively different kind of confrontation—one that dramatically raises the threshold of 
nuclear escalation. It is reasonable to expect that both Washington and Beijing would have 
strong incentives to limit the Korean Peninsula’s direct role in such a crisis, particularly at levels 
below a full-scale general war.

In practical terms, the most likely role for the Korean Peninsula in a Taiwan scenario would not 
be as a staging ground for offensive operations against China but as a theater where deterrence 
against North Korean opportunism must be firmly maintained. Ensuring that Pyongyang does 
not exploit a Taiwan crisis is a shared interest of the highest order. This logic reinforces the 
case for an alliance posture in which South Korea assumes primary responsibility for peninsular 
deterrence, the United States maintains enabler presence and rapiddeployment capabilities 
for credible support, and forces that would substantively contribute to Taiwan’s deterrence are 
positioned at more dispersed and survivable locations along the second island chain.

Such a reconfiguration must proceed gradually, with the continued presence of USFK serving 
as the visible anchor of alliance credibility throughout the transition. Even as force composition 
evolves, the allies should jointly invest in strengthening missile defenses, integrating unmanned 
and autonomous systems, and incorporating other elements of future warfare that enhance 
deterrence while reducing the vulnerability of fixed installations. These efforts would alleviate 
public concerns by demonstrating that the alliance is not contracting but adapting and becoming 
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more resilient and operationally effective. Over the long term, the Korean Peninsula’s strategic 
significance extends well beyond the current threat environment; as the Arctic emerges as 
a domain of great-power competition, the peninsula’s geographic position will become even 
more valuable, reinforcing the case for a sustained, if transformed, U.S. commitment.45

Conclusion

Trust is the most valuable asset of any alliance. Over more than seven decades, the U.S.-South 
Korea alliance has accumulated a rich repository of experience and institutional mechanisms for 
aligning national interests that have not always been naturally convergent. The task of alliance 
modernization is to leverage this accumulated capital to expand future interest convergence, 
not to squander it through hasty or poorly considered changes.

Altering the institutional and conceptual foundations that the allies have maintained for decades 
is an inherently difficult undertaking for both countries. The existing body of preparatory 
research among expert communities on both sides is insufficient for the scope of change 
now being contemplated. If sweeping changes are driven primarily by political pressure in the 
absence of adequate deliberation, this may result in unnecessary friction, misunderstanding, 
and wasteful controversy that damages the bilateral relationship—precisely when the evolving 
strategic environment demands close coordination.

Expert dialogue cannot by itself reverse the political logic of the Trump administration or 
eliminate coercive bargaining. Its more realistic function is to reduce misperception, identify 
areas of practical convergence, and provide institutional guardrails against avoidable alliance 
friction. The double-contingency and double-nuclear-contingency analyses presented in this 
article illustrate one point of convergence: maintaining deterrence on the Korean Peninsula is 
closely tied to the viability of the broader U.S. regional strategy. Demonstrating the existence 
of such structural linkages—through rigorous and sustained expert engagement—is essential 
for instilling confidence among the publics of both nations that the alliance rests on a durable 
foundation of shared interests, one that endures beyond the fluctuations of any single 
administration.

For alliance modernization to proceed on stable footing, several concrete steps are needed. 
First, the specific content and operational conditions of OPCON transfer and “critical but 
more limited support” must be concretized, institutionalized, and empirically demonstrated 
through combined exercises, tabletop simulations, and other visible means. What does “critical 
but more limited support” look like in practice? What assets will the United States commit to 
providing, under what conditions, and through what mechanisms? These questions cannot be 
left to ad-hoc negotiation during a crisis; they must be answered in advance through rigorous 
joint planning. Second, extended deterrence consultation mechanisms, including the bilateral 
Nuclear Consultative Group (NCG), should be strengthened and expanded to address the 
new scenarios created by alliance modernization. Third, both countries should invest in joint 
research programs that bring together military, academic, and policy experts to develop shared 
analytical frameworks for understanding the transformed alliance. Such institutionalization and 
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publicization serve as the most persuasive mechanisms for assuring both countries’ public 
that the alliance remains credible, capable, and robust—even as its operational architecture 
undergoes significant transformation.
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The Future of U.S.-South Korea Defense Industry 
Cooperation on AI and Cybersecurity
By Eun-ho Kang

The war between Russia and Ukraine, which dramatically intensified following Russia’s full-
scale invasion of Ukraine in February 2022, has demonstrated to the world that the paradigm of 
modern warfare has fundamentally changed. So-called “multi-domain, high-technology hybrid 
war,” in which conventional warfare, cyber warfare, information warfare, electronic warfare (EW), 
and space warfare unfold simultaneously on a single integrated battlespace, is no longer a 
conceptual abstraction but a concrete reality on the battlefield.1 The war in Ukraine carries 
direct implications for South Korean security as well. Externally, North Korea has deployed its 
special operations unit, the Storm Corps, to the Ukrainian front, where it is rapidly accumulating 
real combat experience with advanced technologies such as drones and EW.2 Internally, South 
Korea faces demographic constraints that will inevitably reduce its standing forces to below 
350,000 troops.3 At the same time, the United States is demanding not only increased defense 
burden-sharing but also voluntary roles and contributions from its allies.4

Addressing these complex challenges requires solving two tasks simultaneously. The first is a 
fundamental transformation of South Korea’s force structure to match the requirements of future 
battlefields. The second is the qualitative advancement of U.S.-South Korea defense industry 
cooperation, taking into account the evolving role of the U.S.-South Korea alliance, which is the 
cornerstone of South Korean security. In particular, AI, Physical AI, and cybersecurity represent 
critical domains that apply to both imperatives—force buildup and the enhancement of bilateral 
defense cooperation.

This paper aims to present a new direction for future U.S.-South Korea defense industry 
cooperation by connecting and analyzing these two tasks. To this end, it examines South Korea’s 
force buildup by analyzing recent patterns of warfare, reviewing the history of U.S.-South Korea 
defense industry cooperation to identify principles and directions for future collaboration, and 
establishing specific plans for cooperation in AI, Physical AI, and cybersecurity—applying these 
to the defense shipbuilding sector to provide concrete policy recommendations.

Dr. Eun-ho Kang is Chair of the Department of Advanced Defense Industry Studies and Director 
of the Defense Industry Research Institute at Jeonbuk National University (JBNU). He concluded 
his public service as Commissioner of the Defense Acquisition Program Administration (DAPA) 
in late June 2022. The primary purpose of this article is to present practical and immediately 
applicable directions for advancing U.S.-South Korea defense industry cooperation, drawing 
on the author’s experience of over thirty-one years in roles related to fostering South Korea’s 
defense industry and strengthening U.S.-South Korea cooperation. Most materials used in 
preparing this article reference the latest non-public documents of the South Korean Ministry 
of National Defense and DAPA.
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Analysis of Recent Patterns of Warfare

The wars between Russia and Ukraine, Israel and Hamas, and U.S.-Israel and Iran have 
empirically demonstrated three structural changes on the modern battlefield.5 

First is the multi-domain expansion of the battlefield. As land, sea, and air domains are integrated 
with space, cyber, and EW into a single battlespace, inferiority in any one domain translates 
directly into total operational paralysis.

Second is the collapse of the boundary between peacetime and wartime. Hybrid warfare 
integrates conventional warfare, irregular warfare, cyber warfare, information warfare, and 
economic coercion, normalizing sub-threshold pressure and measures that make it difficult for 
the adversary to escalate to full-scale war.6

Third is the shifting balance of warfare toward wars of attrition. Extreme cost asymmetry has 
become routine: First-person view suicide drones costing tens of thousands of dollars destroy 
tanks worth hundreds of thousands, and interceptor missiles costing tens of millions must be 
deployed to defend against them.

The Drone Revolution and Civil-Military Technology Convergence

Drones have placed the battlefield under constant twenty-four-hour surveillance, fundamentally 
undermining traditional tactical concepts centered on concealment and maneuver—to the point 
of drone supremacism. However, observers such as General Sir Nick Carter, former UK Chief 
of the General Staff, have argued that drones themselves do not transform warfare; rather, it is 
the doctrine and operational concepts governing their employment that shape their strategic 
impact.7

Moreover, the war in Ukraine has demonstrated the decisive military role of civilian advanced 
technologies: SpaceX’s Starlink, GIS Arta’s artillery fire coordination application based on 
Uber’s technology, and Clearview AI’s facial recognition system are but a few potent examples. 
General John Jay Raymond, then Chief of Space Operations of the U.S. Space Force, described 
the Ukraine war as “the first war where commercial space capabilities have really played a 
significant role.”8

Electronic and Cyber Warfare as Battlefield Prerequisites

EW is no longer merely a support function; it has become a prerequisite for combat. GPS 
jamming, communication disruption, and data-link interference simultaneously neutralize 
drones, precision-guided munitions, and command-and-control systems. A force that fails to 
dominate the electromagnetic spectrum is effectively a blind force.

Cyber warfare, in particular, functions as a prelude to military operations. Immediately before 
its full-scale invasion in February 2022, Russia launched cyberattacks against major Ukrainian 
institutions to sow social chaos. Even more threatening from South Korea’s perspective is 
software supply chain contamination. A “digital Trojan horse,” activated at the outset of hostilities 
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and capable of turning friendly weapon systems into bricks, can collapse defense capabilities 
before a single shot is fired—even if physical forces remain 100 percent intact.9

AI-Based Command Decision-Making and Multi-Layered Defense Challenges

AI is emerging as a key tool for compressing the time from detection to decision to strike. 
AI-based command decision-making systems that dramatically increase decision speed and 
accuracy are becoming decisive factors in warfare.10

On the defensive side, the cost asymmetry dilemma is acute. Responding to low-cost drones 
and rockets with high-cost interceptor missiles is unsustainable in a prolonged conflict. The 
air defense experiences of Saudi Arabia and the United Arab Emirates against Iranian missile 
and drone attacks, along with Israel’s operation of the Iron Dome, illustrate this clearly.11 Air 
defense must be redesigned as a multi-layered, composite defense system combining missiles, 
EW, lasers, interceptor drones, and anti-aircraft guns, and adequate stockpiles of air defense 
missiles and other munitions must be secured.

Direction of South Korea’s Force Buildup

South Korea faces core threats along two axes. Externally, North Korea’s threat is qualitatively 
evolving as the regime adds battle-tested conventional forces, real-world experience, and new 
technologies to its nuclear and missile capabilities. In Ukraine, Storm Corps is rapidly accumulating 
modern combat experience, including in drone operations and EW countermeasures, risking a 
deepening asymmetry between the North Korean military and a South Korean military that lacks 
combat experience.12

Internally, South Korea faces a rapid decline in military manpower. Assuming a standing force of 
approximately 350,000, it is impossible to conduct theater-level operations under the existing 
manpower-centric, platform-centric force structure.13 Furthermore, the U.S.-South Korea alliance 
is no longer a safety net guaranteeing automatic U.S. intervention. The alliance is being redefined 
as a structure in which each country maintains a certain level of independent deterrence and 
response capability and operates in a complementary manner. The moment for South Korea to 
secure a minimum level of independent deterrence is now absolutely critical.

As such, there are several future capabilities critical for South Korean forces to properly 
develop  to address the evolving threat theater. First, building a South Korean AI-integrated 
joint all-domain command and control (JADC2)—the Korea Integrated Command and Control 
(KICC)—that is interoperable with the U.S. JADC2 is the top priority.14 The focus must shift away 
from systems dependent on individual weapon system capabilities and instead concentrate on 
building an integrated command-and-control system that connects land, sea, and air weapon 
systems with space (satellites), sensors, and command communications—enabling real-time (or 
near-real-time) detect-decide-strike operations.

Second, unless a cyber kill chain that can detect, isolate, and patch cyberattacks in real time at 
machine speed (milliseconds) without human intervention and trace attacks back to their origin 
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is established, key weapon systems such as missiles and satellites cannot function normally 
within the allied network.15

Furthermore, deterrence itself cannot be established without a system that guarantees anti-
jamming, anti-spoofing-based positioning, navigation, and timing (PNT) integrity to ensure 
accurate spatiotemporal information even under extreme jamming conditions.16 South Korea’s 
Hyunmoo missiles, F-35s, Aegis destroyers, and virtually all precision-strike and command-and-
control assets currently depend on PNT and network time synchronization.

Third,  in response to an era of troop reductions already underway, South Korean forces must 
be reorganized around unmanned systems by broadly applying physical AI technologies across 
weapon systems, enabling manned-unmanned teaming, autonomous operation, and robotic/
AI pilots.

Lastly, South Korea should establish a multi-layered defense system to counter North Korea’s 
long-range artillery and drone threats.17 This includes fielding tactical/operational suicide drones 
(unmanned aerial vehicles, unmanned surface vessels, and unmanned underwater vehicles), 
small precision-guided munitions, and cost-effective force packages incorporating decoys. On 
the defensive side, a system that combines soft-kill, hard-kill, directed energy, and anti-aircraft 
guns to neutralize swarm targets at low cost must be fielded rapidly.

Stages of Development and Future Direction of U.S.-South Korea Defense 
Industry Cooperation

U.S.-South Korea defense industry cooperation can be analyzed in five generations since the 
1950s.18

Generation one (1950s–1980s) established the foundation of defense industry cooperation 
between the two countries. During and immediately after the Korean War, South Korea had 
virtually no defense industrial base. As such, the allies formed a thoroughly asymmetric structure 
in which the United States provided technology and funding while South Korea absorbed it. 
This dependency gradually improved after the South Korean government established the 
Agency for Defense Development (ADD) in August 1970 and began fostering a domestic 
defense industry. As U.S. technical assistance continued, South Korea’s defense technology 
capabilities slowly grew. The joint development of the K1 tank (ROKIT) by Chrysler Defense and 
ADD/Hyundai Precision can be cited as the first official case of cooperation between the two 
countries’ defense industries.

During generation two (1990–2006), the development of South Korea’s defense industry—
particularly its defense technology—was driven primarily by technology transfer obtained through 
offset trade. The 1990s were the most adventurous period for technological development in 
South Korea’s defense industry; this was the era in which many of today’s acclaimed weapon 
systems—the K9 self-propelled howitzer, the K2 main battle tank, the Cheongung-2 air 
defense system, various naval vessels, and the domestic fighter development program—were 
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developed. The most representative example of technology acquisition through offset trade is 
the T-50 trainer aircraft development project between Lockheed Martin and Korea Aerospace 
Industries (KAI), which was part of the F-16 purchase offset agreement. This was South Korea’s 
first systematic acquisition of advanced aircraft technology, which has since become the 
technological foundation for the independent development of the KF-21 fighter aircraft.

The two allies began cooperating on defense production during generation three (2006–
2019). In 2006, the South Korean government launched the Defense Acquisition Program 
Administration (DAPA) to strengthen the domestic defense technology base and secure 
international competitiveness. South Korea’s defense industry subsequently experienced 
remarkable growth and began actively expanding into international markets. The most 
important issue that arose between the United States and South Korea during this process 
was how to protect the core technologies embedded in weapon systems. The U.S. side had a 
keen interest in ensuring core technologies transferred through offset trade and other means 
could be safely protected during the defense export process. In response, the South Korean 
government enacted the Defense Technology Protection Act in 2015, with advice from the U.S. 
Department of Defense, legally mandating equal protection for both independently developed 
core technologies and key technologies transferred from the United States. Additionally, the 
U.S. Naval Research Laboratory and South Korea’s ADD/LIG Nex1 attempted to jointly develop 
the Lightweight Optical Guided Rocket Interceptor (LOGIR), which can be considered the first 
case in which both countries participated as equal technology partners.

Generation four (2019–2025) consisted of market expansion and supply chain cooperation. 
Triggered by major contracts, such as the K9 self-propelled howitzer deal with Australia in 2021 
and the K2, K9, and FA-50 deals with Poland in 2022, South Korea emerged as a global defense 
supplier. The international community began to pay close attention to South Korea’s defense 
industry, coining the term “K-Defense.”19 During this leap forward, the U.S. side supported South 
Korea by granting export license (EL) approvals for key components of South Korea’s exported 
weapon systems with virtually no denials—thereby indirectly supporting South Korea’s entry 
into international defense markets. In addition, U.S.-South Korea supply chain cooperation in 
the defense sector also strengthened, including the exclusion of Chinese-made components.20

The current generation five (2025–Future) has thus far focused on growing cooperation on 
advanced supply chains and high-technology development.21 In June 2025, the newly inaugurated 
Lee Jae Myung administration outlined its policy objective of establishing the country’s defense 
industry as a global arms exporter.22 As such, the Lee administration significantly increased 
defense research and development (R&D) budgets and large-scale investment decisions in 
new technologies such as physical AI and semiconductors.23 In addition, in line with the Donald 
Trump administration’s national defense and security strategy, South Korea aims to increase its 
defense budget to approximately 3.5 percent of GDP within the next decade.24 From the U.S. 
perspective, given the increasingly heavy burden of the twin fiscal and trade deficits, China’s 
rapid technological advancement and military buildup, Russia’s growing threat, and continued 
instability in the Middle East, South Korea’s role in enhancing U.S.-South Korea defense 
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cooperation will become even more important. In particular, as seen in the concrete progress 
of U.S.-South Korea defense shipbuilding cooperation under the “MASGA” (Make American 
Shipbuilding Great Again) initiative, an equal partnership that combines the strengths of both 
countries is essential.25 For a genuine U.S.-South Korea defense partnership to function, the 
allies must complete the establishment of a “production web,” JADC2 integration, and joint 
technology and market development.26

Future Direction of Generation Five Cooperation

Fifth-generation defense cooperation is grounded in the historical experience and shared 
values of the U.S.-South Korea alliance, built over the past seventy-plus years. This goodwill 
must be accompanied by concrete expressions of trust, a genuine willingness to understand 
and seek solutions to both countries’ technological and industrial challenges, and continued 
logistical support and operational capability enhancement even after contracts are signed.

The United States’ strengths lie in AI algorithm and software design, systems architecture, 
advanced R&D, and access to global defense markets.27 Meanwhile, South Korea’s strengths 
include world-class manufacturing competitiveness, rapid weapons production and delivery 
speed, world-class industries such as shipbuilding, electronics, and semiconductors, and 
extensive experience with win-win localization cooperation.28 The allies can combine these two 
strengths in a division-of-labor model in which the United States handles AI and systems design 
while South Korea handles platform manufacturing and production. This can be conceptualized 
as a production web— the construction of a global defense production cooperation network 
that organically integrates the industrial capabilities of both countries.

AI and cybersecurity represent the most fruitful and promising areas of fifth-generation 
cooperation. In the military domain, physical AI is realized in various forms, such as autonomous 
drones, unmanned ground vehicles, unmanned surface vessels, and autonomous combat 
robots.29 Physical AI is developed to operate in real battlefield environments through Digital Twin 
environments and Sim-to-Real learning.30 This will become the core foundational technology for 
manned-unmanned teaming in future military operations.31 Physical AI development requires 
large-scale data, high-performance semiconductors, software technology, and the ability to 
integrate with actual weapon systems. It is difficult for a single country to pursue all of this 
independently—technological cooperation between allies is not a choice but a necessity.

South Korea’s core strength lies in its world-class semiconductor technology and manufacturing 
industry. Combining U.S. AI algorithm and systems design capabilities with South Korea’s 
semiconductor and manufacturing platform production capabilities would enable the 
construction of a powerful physical AI ecosystem that would surpass China’s large-scale 
manufacturing base.

U.S.-South Korea physical AI cooperation can be advanced in the following manners: building 
a joint R&D platform that combines U.S. AI algorithm research capabilities with South Korea’s 
hardware and platform production capabilities; mutually sharing joint training data, simulation 
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environments, and real-world operational data to improve the performance and reliability of AI 
models; building a cooperative model that combines U.S. systems design with South Korean 
platform manufacturing in areas such as drones, unmanned combat vehicles, and autonomous 
naval platforms; and establishing a cooperative channel for the architectural design stage to 
secure complete interoperability between the U.S. JADC2 and South Korean KICC. These 
cooperative structures are strategically significant as a new model of defense cooperation 
that combines U.S. AI technology with South Korea’s manufacturing base, strengthening the 
technological and industrial competitiveness of both countries.

Cybersecurity represents the second growth area, as most of the data assets held by defense 
firms consist of sensitive defense-related information, including defense secrets, defense 
technologies, and national core technologies.32

Modern weapon systems are structured as a complex system of systems, integrating sensors, 
data links, software, and AI technology. While this enhances combat efficiency, it simultaneously 
increases vulnerability to cyberattacks. The F-35 program involves approximately 1,400 
suppliers, and major South Korean shipbuilders have cooperative networks of approximately 
1,300 to 2,400 partner firms; a single vulnerable link in the supply chain can threaten the entire 
system. Furthermore, the increase in international interest and demand for K-defense has led 
to a surge in cyber-hacking attempts, and the urgent development and application of anti-
tampering technology to protect core technologies for exported weapon systems is critical.33

The United States has introduced the Cybersecurity Maturity Model Certification (CMMC) 
program to strengthen cybersecurity requirements for defense industrial base contractors 
and protect sensitive unclassified information in the defense supply chain. In parallel, the 
Department of Defense has adopted a Zero Trust cybersecurity strategy based on a “never 
trust, always verify” approach.34 South Korean companies must meet the same standards—this 
is an essential condition for Stage 5 U.S.-South Korea defense cooperation.

U.S.-South Korea cybersecurity cooperation should be advanced in the following three-stage 
structure. Stage one consists of aligning cybersecurity standards by establishing a K-CMMC 
system aligned with CMMC, achieving mutual recognition of CMMC certifications, and integrating 
defense company security evaluation standards. DAPA should establish a Korean-style defense 
industry technology cybersecurity certification system in line with the phased implementation 
of CMMC in 2025 and implement a program to support the employment of information security 
professionals at small and medium-sized defense enterprises (covering up to 50 percent of 
standard salaries for three years).35 Stage two should focus on building a joint cyber threat 
response system. This includes joint cyber threat information sharing, the establishment of a 
joint center to respond to cyberattacks on the defense industry, and the construction of a joint 
supply chain security monitoring system. The U.S.-South Korea Defense Technology Protection 
Council should be elevated to a more substantive and regular consultation channel.36 During the 
third and final stage, joint R&D of cybersecurity technologies tailored to future battlefields must 
be undertaken, including security for AI weapon systems, swarm drone security, autonomous 
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weapons system security, space and satellite system security, and military cloud security. 
Furthermore, the construction of an integrated defense cloud system, which would overcome 
the limitations of network separation and serve as infrastructure enabling joint U.S.-South 
Korea R&D, must be pursued through a cloud-service-provider-based defense collaboration 
platform.37

A Concrete Model for Defense Shipbuilding Cooperation

The shipbuilding industry is the optimal showcase for U.S.-South Korea defense cooperation—
one that simultaneously demands collaboration in physical AI and cybersecurity. The U.S. 
shipbuilding industry has experienced a sustained decline since World War II. The number 
of U.S. shipyards has declined sharply, and the United States now accounts for only about 0.1 
percent of the global commercial shipbuilding market.38

This hollowing out of the U.S. shipbuilding industrial base is creating delays in U.S. Navy ship 
construction: DDG-51 destroyer maintenance has often taken longer than planned, while the lead 
FFG-62 frigate is forecasted to be delivered approximately thirty-six months later than initially 
planned. In addition, the U.S. Government Accountability Office (GAO) found that thirty-eight of 
fifty-one aircraft carrier and submarine maintenance periods, or 75 percent, were completed 
late from FY2015 to FY2019.39 By contrast, China holds approximately 53 percent of global ship 
order volume, posing a direct challenge to the U.S. strategy of maintaining maritime supremacy. 
South Korea, meanwhile, possesses the world’s second-largest shipbuilding industry, featuring 
a highly efficient production system centered on large shipyards and an extensive supply chain 
network. These South Korean strengths will serve as irreplaceable tools in rebuilding the U.S. 
shipbuilding industry.

The United States is pursuing maintenance and repair cooperation utilizing allied shipyards 
through its Regional Sustainment Framework (RSF) policy. Under this policy, South Korean 
shipyards are performing maintenance, repair, and overhaul (MRO) projects for vessels 
operated by the U.S. Military Sealift Command (MSC). Publicly reported examples include 
Hanwha Ocean’s work on the USNS Wally Schirra, USNS Yukon, and USNS Charles Drew; HD 
Hyundai Heavy Industries’ work on the USNS Alan Shepard and USNS Cesar Chavez; and HJ 
Shipbuilding & Construction’s work on the USNS Amelia Earhart.40 Based on these existing 
partnerships, the U.S. Navy is expected to expand cooperation with South Korea in vessel MRO 
and ship construction, and South Korean companies are pursuing U.S. shipyard investment and 
cooperation projects with this in mind.

However, the construction and maintenance of naval vessels involves the exchange of extremely 
sensitive information: hull design data, combat system software, communications and network 
system code, sensor and weapons system operational data, and maintenance history data. 
Because such data is directly linked to military operational capabilities, it becomes a prime 
target for cyberattacks.41 During naval vessel MRO processes, persistent security risks exist: 
leakage of warship design data, hacking of combat system software, infiltration of maintenance 
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networks, and cyberattacks through the supply chain. As the SolarWinds hacking incident 
demonstrated, supply-chain-based cyberattacks can have a direct impact on national security.42

A Three-Stage Integrated Framework 

AI-based ship construction and maintenance can serve as a concrete application of U.S.-South 
Korea physical AI cooperation. By combining U.S. AI systems design capabilities with South 
Korea’s shipbuilding manufacturing capabilities, it is possible to advance digital twin-based 
ship design and construction, AI-based predictive maintenance, and the joint development of 
autonomous surface vessels and unmanned maritime systems.43

Additionally, the two countries should establish a cybersecurity certification system across the 
entire network of approximately 1,300 to 2,400 partner firms of major South Korean shipbuilders. 
Specifically, this requires establishing a defense supply chain security certification system 
(based on CMMC), introducing a partner firm cybersecurity evaluation system, and building a 
cyber threat information-sharing system.

Such efforts would be further strengthened by establishing an MRO security framework that 
encompasses warship maintenance network segmentation, an encrypted data exchange 
system, and a joint cybersecurity certification system. Furthermore, the United States and South 
Korea should set up a joint Defense Cybersecurity Cooperation Center and advance joint cyber 
threat response systems and cybersecurity R&D.

Strategic Implications of Defense Shipbuilding Cooperation

Defense shipbuilding cooperation goes beyond simple industrial cooperation; it serves as a 
powerful model of security cooperation that embeds alliance trust in industry and technology. 
The characteristics of the shipbuilding industry—complex global supply chain structures, 
production systems based on advanced digital technology, and direct linkage to military 
operational capabilities—make it an ideal test bed for physical AI and cybersecurity cooperation 
models. Successful cooperation in this sector is expected to rapidly spread to other areas, such 
as aviation and ground weapons, elevating U.S.-South Korea defense industry cooperation to 
a new dimension.

Conclusion

The United States and South Korea should elevate defense industry cooperation beyond 
weapon-systems collaboration to a technology partnership, with physical AI and cybersecurity 
as its twin pillars. To achieve this, the following policy recommendations are presented.

First, there is a need to establish a joint research platform that combines U.S. AI capabilities with 
South Korea’s manufacturing platform and semiconductor technology. Through this, manned-
unmanned teaming systems, autonomous drones, unmanned maritime systems, and other 
physical AI-based weapon systems can be jointly developed, and an ecosystem for developing 
advanced new technologies can be built.
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Second, a South Korean-style defense industry technology cybersecurity certification system 
(K-CMMC) must be built to a level where mutual recognition with the U.S. CMMC is possible, and 
a U.S.-South Korea Defense Cyber Cooperation Center participated in by both governments 
and companies must be established. Expanding the program supporting the employment of 
information security professionals for small and medium-sized defense enterprises, and building 
an integrated defense cloud platform, should be pursued in parallel.

Third, the two countries should cooperate from the architecture-design stage to ensure 
interoperability between KICC and JADC2, while pursuing joint R&D on cyber kill chains and 
PNT integrity systems to strengthen shared deterrence.

Fourth, a global defense production cooperation network (production web) that integrates the 
industrial capabilities of both countries must be built in phases. In the defense shipbuilding 
sector, MRO cooperation should be expanded to encompass combat vessel construction, and 
this should be further developed into AI-based digital-twin ship design and joint development 
of unmanned maritime systems. In this process, applying the three-stage cybersecurity 
cooperation framework creates a virtuous cycle of security and cooperation.

Fifth, the two countries should focus on strengthening the defense technology protection system 
and developing human resources. In proportion to the expansion of K-defense exports, attempts 
at defense technology theft are also increasing. South Korea must pay particular attention to this 
area. Drawing on U.S. experience and know-how, the cybersecurity monitoring system covering 
the entire supply chain of defense companies must be expanded, and bold investment must be 
made in anti-tampering technology development—for which U.S. cooperation is indispensable.44 
Furthermore, to rapidly develop cyber professionals, a specialized cybersecurity training 
program encompassing operational technology (OT) cybersecurity, weapons-system software, 
and supply-chain security modules must be established. The establishment of a defense 
technology security system, including cybersecurity, must be proactively led by the South 
Korean side, and this is a prerequisite for enhancing fifth-generation cooperation, including 
U.S.-South Korea defense shipbuilding cooperation.

Additionally, the United States and South Korea should pursue the early conclusion of an RDP-A 
as an institutional mechanism to facilitate broader defense industrial cooperation, including 
shipbuilding, MRO, supply-chain resilience, and emerging technology collaboration.45 Through 
this, South Korean companies will secure Buy American Act (BAA) exemptions in the U.S. 
defense market, and U.S. companies will be able to participate directly in major South Korean 
R&D projects.46 In this process, the development of advanced new technologies and personnel 
exchanges will be activated, and U.S.-South Korea defense cooperation can unlock the full 
potential of fifth-generation cooperation.

The future of U.S.-South Korea defense industry cooperation hinges on a bold transition—
from a mere transactional relationship to a genuine technology partnership. Cooperation that 
prioritizes physical AI and cybersecurity is not simply a matter of technological cooperation; it 
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will serve as the core axis of a new industrial and technological foundation for the U.S.-South 
Korea alliance.
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Pathways to Cooperation for South Korea’s 
Successful Nuclear-Powered Submarine Acquisition
By Jihoon Yu

South Korea’s interest in a conventionally armed, nuclear-powered attack submarine (SSN) is no 
longer a distant strategic aspiration. It has become a live policy issue. Recent U.S.-South Korea 
summit-level discussions have placed the question of nuclear-powered submarines within a 
broader alliance agenda that also includes civil nuclear cooperation, shipbuilding, and maritime 
industrial capacity.1 The U.S.-South Korea Joint Fact Sheet released by the White House after the 
summit meeting stated that the United States had “given approval for the ROK to build nuclear-
powered attack submarines” and would work with South Korea to advance requirements for 
the project, including fuel sourcing options.2

That language did not settle the issue. It did, however, move South Korea’s SSN debate from 
the realm of aspiration to the realm of alliance management and structured policy follow-up 
discussions. Since the summit, the Lee Jae Myung administration has established an interagency 
task force to support working-level talks with the Donald Trump administration on nuclear-
powered submarines, civil nuclear cooperation, and other related issues. U.S. and South Korean 
officials have also begun follow-up discussions on how to turn language in the Joint Fact Sheet 
into practical requirements. These developments do not make an SSN program inevitable, but 
they underscore that the issue has become concrete enough that both countries must decide 
how to manage it responsibly.

The more important question, then, is not whether South Korea can articulate a strategic case 
for nuclear-powered submarines. The harder question is whether the two countries can build a 
pathway that is politically credible, legally defensible, technologically manageable, industrially 
useful, and strategically stabilizing. A South Korean SSN capability would never be purely for its 
own national security. From the outset, it would be bound up with the U.S.-South Korea alliance, 
U.S. nonproliferation policy, export-control rules, congressional oversight, and the condition of 
the U.S. submarine industrial base.

From Washington’s perspective, this issue is not simply about whether Seoul wants a more 
capable submarine. It is about how a major U.S. ally can modernize its maritime capabilities 
without weakening global nonproliferation norms, straining the U.S. submarine industrial base, 
or creating new doubts about alliance cohesion. Just as importantly, U.S. policymakers will 
want to understand how a South Korean SSN capability could serve U.S. strategic interests, 
strengthening allied undersea deterrence, improving burden-sharing in the Indo-Pacific, 
relieving pressure on U.S. naval assets, and contributing to a more resilient maritime balance.

Dr. Jihoon Yu is Research Fellow at the Korea Institute for Defense Analyses (KIDA), where he 
previously served as a Director of External Cooperation. He served in the Republic of Korea 
Navy for 27 years as a submarine officer and strategic planning officer. 
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For Seoul, the lesson is equally important: strategic logic alone will not carry the case in 
Washington. South Korea will need to show not only why an SSN capability matters for its own 
security, but also how it can reinforce the alliance, support U.S. regional strategy, and remain 
compatible with nonproliferation norms. That is why the most promising course is not a demand 
for a submarine transfer or an immediate AUKUS-style exception. It should be a phased strategy 
built around an alliance-centered rationale, a nonproliferation-compatible framework, and 
industrial and human capital cooperation that also benefits the United States. In addition, South 
Korea should pursue a sustainment-first approach, with a disciplined, diplomatic narrative that 
presents a South Korean SSN as a stabilizing contribution to Indo-Pacific maritime security. Even 
if both governments can build that pathway, meaningful U.S. cooperation will still be difficult. 
But it will become more plausible over time.

Why South Korea Wants SSN Capabilities

South Korea operates in a demanding maritime environment, as North Korea continues to 
diversify its missile arsenal, deepen its undersea ambitions, and harden its military posture.3 
Beyond the peninsula, the Indo-Pacific maritime environment is growing more contested. 
Sea lines of communication (SLOC) are under greater pressure, undersea competition is 
intensifying, and the premium on survivable, persistent, and long-range undersea operations is 
only increasing.4

Advanced conventional submarines still matter, including those with air-independent propulsion. 
However, their limitations in endurance, speed, and sustained operational flexibility remain.5 An 
SSN offers a different set of advantages: faster deployment, longer submerged endurance, 
greater freedom of maneuver, more persistent intelligence and surveillance missions, and a 
stronger capacity to complicate an adversary’s targeting and operational planning.6 For South 
Korea, those advantages matter not only in a wartime scenario on the Korean Peninsula but 
also in alliance missions involving sea lane security, anti-submarine warfare, undersea domain 
awareness, and the defense of maritime approaches.

However, the case for a South Korean SSN cannot be built around prestige or slogans about 
autonomy. In Washington, that kind of framing would likely raise skepticism rather than build 
support. If SSNs are presented as symbols of status or as tools for reducing South Korea’s 
dependence on the alliance, suspicion may arise. The more persuasive case is an alliance case. 
A South Korean SSN capability would carry more weight in Washington if it is framed as a force 
multiplier for combined deterrence and maritime security, strengthening undersea surveillance 
near the peninsula, improving burden-sharing in Northeast Asia, supporting anti-submarine and 
anti-surface operations, and contributing to the defense of vital sea lanes in a more dangerous 
regional environment.

That framing matters because the United States has already shown a willingness to share 
extraordinary forms of naval nuclear propulsion technology under tightly controlled conditions. 
The 2023 AUKUS “optimal pathway” was not built around a quick transfer of boats. Rather, it 
was built around time, personnel integration, infrastructure development, rotational presence, 
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and eventually capability transfer.7 The takeaway for South Korea is that the United States 
cooperates on highly sensitive issues only when strategic trust is high, long-term political 
alignment is clear, and the project is structured to reinforce rather than weaken U.S. force 
posture and industrial resilience. Therefore, South Korea should highlight the benefits of its 
SSN capability for the alliance’s maritime strategy.

The First Pathway: Build an Alliance-Centered Strategic Narrative

Any serious South Korean effort should begin with narrative discipline. Too often, SSN debates 
drift toward maximalist language: strategic autonomy, prestige, latent nuclear status, or the 
idea that Seoul should possess what “advanced countries” possess.8 That language may have 
domestic appeal, but it is politically counterproductive in Washington. It quickly creates the 
impression that undersea capability is only part of the story, and that nuclear hedging may be 
the larger objective.9

The first pathway, then, is conceptual. South Korea should define the mission of a future SSN 
capability narrowly, carefully, and responsibly. The most persuasive missions are those that 
align with U.S.-South Korea alliance priorities and with regional stability: countering North 
Korean undersea and missile threats, protecting critical maritime approaches, supporting 
anti-submarine and intelligence missions, escorting naval task groups, and contributing to 
maritime commons security with allies.10 Therefore, a South Korean SSN should be described 
as conventionally armed, unrelated to nuclear weapons, and defensive in nature.

That matters because the United States will judge South Korea’s intentions as much as its 
technical competence. The basic question will be straightforward: is Seoul seeking a capability 
that fits within allied deterrence, or one that signals eventual strategic divergence? If South 
Korea wants U.S. cooperation, it needs to remove ambiguity on that point.

The alliance-centered narrative should also stress complementarity rather than duplication. 
South Korea does not need to mirror the global mission profile of the U.S. Navy. A smaller South 
Korean SSN force tailored to regional contingencies could instead free U.S. assets for broader 
missions while improving the resilience of allied undersea operations in Northeast Asia. The 
argument for South Korean SSNs should focus on the alliance needing a more capable and 
persistent division of labor in the undersea domain, rather than on the fact that major powers 
have them.

Related to this, Seoul should avoid fusing the SSN debate with arguments for indigenous 
nuclear weapons. Under the Nuclear Nonproliferation Treaty (NPT), non-nuclear-weapon states 
remain bound by safeguards obligations, and the International Atomic Energy Agency (IAEA) 
continues to treat safeguards as central to verifying the peaceful use of nuclear material.11 Once 
SSNs are rhetorically tied to nuclear armament, practical U.S. cooperation becomes harder to 
defend. Seoul’s message has to remain disciplined: this is about naval propulsion, maritime 
defense, and alliance burden-sharing, not nuclear weapons.
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The Second Pathway: Use the Existing Nuclear Cooperation Framework 
More Creatively

Law and politics matter just as much as strategy. The 2015 U.S.-South Korea Agreement for 
Peaceful Nuclear Cooperation renewed the bilateral “123 Agreement” framework for civil 
nuclear cooperation and created the High-Level Bilateral Commission as an institutional setting 
for senior-level dialogue on peaceful nuclear and strategic cooperation.12 That framework 
was not built for naval propulsion; still, it remains the most important political and institutional 
platform through which the two governments can begin structured discussions on issues that 
would eventually shape any SSN path.

For that reason, South Korea should not dismiss the 123 framework as irrelevant simply 
because it is civilian in nature. In practice, that existing structure can help build the habits of 
transparency, technical dialogue, regulatory confidence, and fuel cycle trust that Washington 
would want to see long before entertaining anything more sensitive.13 Seoul should use existing 
bilateral nuclear mechanisms to deepen cooperation on nuclear safety and safeguards, fuel-
cycle transparency, and export-control compliance. None of those steps would authorize a 
South Korean SSN, but together they would address one of Washington’s central anxieties: that 
Seoul wants the outcome without first building the trust architecture needed to support it.

There is also a wider nonproliferation issue. Naval nuclear propulsion occupies an unusually 
sensitive space because it intersects with safeguard obligations in ways that require special 
treatment. The IAEA has continued to engage states on safeguards questions related to naval 
propulsion, including Brazil’s proposal concerning special procedures for nuclear material used 
in naval propulsion.14 South Korea should study those developments carefully, not because 
Brazil offers a ready-made model, but because any future South Korean path will require early 
thinking about how to reconcile alliance cooperation, reactor fuel arrangements, and confidence 
in international verification.

That leads to a basic strategic principle: South Korea should default to a low-enriched uranium 
(LEU), transparency-first approach. LEU would not eliminate safeguards concerns because 
naval propulsion still involves nuclear material that may require special safeguards treatment. 
But it would be a more credible nonproliferation marker than highly enriched uranium (HEU) 
because LEU is not directly usable in nuclear weapons without further enrichment and would 
make Seoul’s program easier to present as proliferation-resistant, verifiable, and compatible 
with alliance oversight.15 Fuel choice and perceptions of safeguards will weigh heavily 
in determining whether the United States supports a South Korean SSN pathway. A visibly 
disciplined approach, anchored in verifiability, proliferation resistance, and alliance oversight, 
will be far more credible than one that appears designed to maximize fuel cycle freedom. The 
more Seoul presents itself as the ally pursuing the most nonproliferation-compatible route, the 
easier it becomes for U.S. officials and legislators to justify close nuclear partnership.



The U.S.-South Korea Joint Fact Sheet: A Roadmap for the Future of the Alliance | 59

The Third Pathway: Make South Korean SSN Cooperation a U.S. Industrial 
Base Opportunity

One of the most overlooked aspects of the SSN question is industrial politics. Washington’s 
immediate problem is not a lack of appreciation for alliance cooperation; it is capacity. The 
U.S. submarine and maritime industrial base is under serious strain, and U.S. officials have 
repeatedly pointed to workforce shortages, maintenance delays, and the difficulty of meeting 
ambitious shipbuilding and readiness goals as the root causes.16 The U.S. Navy’s messaging 
on the maritime industrial base has emphasized the need to use submarine-focused efforts as 
a springboard for broader maritime industrial integration, while public statements continue to 
highlight workforce bottlenecks and production constraints.17

That reality means South Korea should not approach the United States with a proposal that 
sounds like a zero-sum demand on scarce U.S. capacity. A better approach is to make South 
Korean SSN cooperation part of the answer to U.S. maritime industrial stress. South Korea 
remains one of the world’s leading shipbuilding powers. It has a large-scale shipyard capacity, 
advanced digital shipbuilding capabilities, a sophisticated supplier network, and experience in 
complex naval construction and maintenance.18 None of that automatically translates into naval 
nuclear propulsion competence, but it does mean Seoul has something tangible to bring to the 
alliance conversation.

The key is sequencing. Before requesting the most sensitive technology transfers, Seoul should 
expand bilateral industrial cooperation in areas useful to the U.S. Navy and politically easier to 
support in Washington. Initial focus should be on less sensitive domains where South Korea 
can add immediate value: non-nuclear maintenance and repair, digital shipyard and workforce 
cooperation, and supply-chain resilience for key maritime components. Such cooperation would 
build a practical, credible track record of contribution before Seoul seeks deeper cooperation 
in more sensitive areas.

Such cooperation would do at least three things. First, it would show that South Korea is investing 
in allied industrial resilience. Second, it would build practical relationships among South Korean 
firms, U.S. shipyards, and naval program offices. Third, it would gradually socialize the South 
Korean industry into the disciplines that any future SSN-related work would demand: rigorous 
quality assurance, cybersecurity, security compliance, and a culture aligned with the exacting 
standards of nuclear programs.19

This is where Seoul should draw the right lesson from AUKUS. Australia did not begin by asking 
for finished boats but after years of integrating people, infrastructure, and industrial planning.20 
The United States, the United Kingdom, and Australia also moved to reduce barriers to defense 
trade through export control reform; in 2024, Washington implemented new International Traffic 
in Arms Regulations (ITAR) exemptions and related measures to facilitate deeper defense trade 
integration with Australia and the United Kingdom.21 South Korea should not expect identical 
treatment anytime soon. Yet, it should seek a South Korean version of defense-industrial 
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streamlining in less sensitive areas to build a record that could eventually justify tailored 
treatment in more sensitive domains.

The message to the United States should be clear and practical: helping South Korea prepare 
for an eventual SSN capability can reinforce the U.S. maritime industrial ecosystem rather than 
drain it.

The Fourth Pathway: Invest in People Before Platforms

No country acquires an SSN capability simply by purchasing reactors or drawing up hull 
designs. It does so by building a generational ecosystem of trained operators, technical experts, 
regulators, and industrial personnel who can meet the demanding standards of naval nuclear 
propulsion over decades.

This is where South Korea should move fastest, as human capital cooperation is strategically 
valuable and politically more feasible than early platform transfers. A serious U.S.-South Korea 
pathway should begin with personnel embedding, education, and long-term training. Again, 
AUKUS offers a useful precedent: it places heavy emphasis on embedding Australian military 
and civilian personnel within the U.S. Navy and the Royal Navy, as well as supporting industrial 
bases.22

For South Korea, a parallel effort could take several forms. Washington and Seoul could build 
on existing patterns of naval training and industrial education cooperation by expanding 
educational and observational exchanges in areas such as submarine operations, shipyard 
management, quality assurance, and lifecycle sustainment. Recent bilateral naval exercises 
have already included in-port academics, liaison officer exchanges, and anti-submarine warfare 
training, while the two countries have also begun shipbuilding education initiatives that could 
provide a foundation for broader workforce cooperation.23

Over time, those exchanges could expand into more specialized training for South Korean 
officers, engineers, regulators, and industrial personnel in nuclear safety culture, systems 
engineering, maintenance planning, and oversight. South Korean shipyards could also develop 
joint workforce programs with U.S. counterparts focused on demanding naval standards. More 
ambitiously, the alliance could establish a dedicated U.S.-South Korea maritime nuclear talent 
initiative under a broader defense-industrial cooperation framework.

This matters for two reasons. First, it addresses the most basic truth about SSNs: the real 
bottleneck is often trust in people and institutions, not money or steel. Second, it provides an 
early-success model. Even if platform-level cooperation remains politically difficult for some 
time, training and personnel cooperation can still move the alliance forward while strengthening 
the long-term foundation for an SSN pathway.

South Korea should also build its own domestic institutional architecture in parallel. An SSN 
capability cannot depend solely on naval enthusiasm; it requires interagency alignment across 
defense, foreign affairs, industry, energy, export controls, nuclear regulation, and legislative 
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oversight for maximum efficacy. Washington will want to see that Seoul has moved beyond 
conceptual ambition and is building the bureaucratic foundation needed for a program of 
exceptional sensitivity.

The Fifth Pathway: Pursue a Sustainment-First Model

A sustainment-first model deserves separate attention because sustainment is not simply 
another form of industrial cooperation. It is where operational trust is tested over time. Building 
a submarine is one challenge; keeping it deployable, safe, secure, and integrated into allied 
operations over decades is another. For a capability as sensitive as naval nuclear propulsion, 
Washington will care not only about whether Seoul can eventually acquire platforms but also 
about whether South Korean institutions can sustain the long-term disciplines of maintenance 
planning, configuration control, safety oversight, security compliance, and lifecycle accountability.

This is why South Korea should avoid defining success too narrowly as indigenous construction 
from the outset. A more realistic path would begin with sustainment roles that are politically 
easier to support and operationally useful to the alliance. These could include non-nuclear 
maintenance support, dockside infrastructure cooperation, spare-parts resilience, digital 
sustainment tools, and selected lifecycle support functions for allied maritime forces. Such 
activities would not resolve the most sensitive propulsion questions, but they would help South 
Korea demonstrate reliability in the daily work that makes undersea operations viable.

The value of this approach is cumulative. Sustainment cooperation would allow South Korean 
shipyards, naval personnel, and regulators to build habits of precision, documentation, 
security, and schedule discipline in practical settings. It would also give U.S. officials a record of 
performance to evaluate before considering more sensitive forms of cooperation. In Washington, 
confidence is rarely built through abstract assurances alone. It is built through repeated evidence 
that a partner can meet demanding standards under real operational conditions.

A sustainment-first model, therefore, creates a ladder of credibility. It shifts the question from 
whether the United States should make an immediate exception for South Korea to whether 
South Korea has already become a dependable contributor to allied maritime readiness. Over 
time, that record could make deeper SSN-related cooperation appear less like a speculative 
political favor and more like the next step in an established alliance practice. Sustainment, in 
this sense, is not a lesser goal. It is the practical foundation on which any more ambitious SSN 
pathway would have to rest.

The Sixth Pathway: Keep the Program Conventionally Armed and 
Strategically Bounded

Washington’s concerns are not solely legal or technical—they are also geopolitical. U.S. officials 
may worry about how China interprets South Korea’s SSN path, how other allies react, and 
whether a South Korean SSN sets precedents that complicate U.S. nonproliferation diplomacy 
elsewhere.24 More specifically, they will want reassurance that South Korea’s SSN effort does 
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not blur the line between allied naval modernization and a broader regional conversation about 
nuclear latency or strategic autonomy. Seoul cannot remove all of those concerns, but it can 
reduce them through consistent signaling and careful policy design.

The most important step is self-limitation. South Korea should repeatedly affirm that any future 
SSN capability would be conventionally armed and tightly bounded in mission, force structure, 
and doctrine. It should reject any narrative that presents an SSN as a stepping stone to nuclear 
weapons, a shortcut to latent nuclear status, or an instrument of independent strategic coercion. 
Instead, Seoul should emphasize deterrence, defense, maritime surveillance, anti-submarine 
warfare, protection of critical SLOC, and support for the maritime commons in coordination with 
allies. The narrower and more disciplined the stated mission, the easier it will be to present the 
program as stabilizing rather than escalatory.

This message is not just for Washington but for the wider region as well. South Korea should 
clarify that an SSN capability would not be designed for power projection detached from 
alliance obligations, let alone to change the regional nuclear order. It should be explained as a 
defensive maritime capability shaped by a demanding strategic environment, not as a prestige 
platform or a symbol of geopolitical ambition. That distinction will affect how much diplomatic 
friction the program creates over time.

The more Seoul frames the program as a disciplined, alliance-based contribution to stability, 
under strong safeguards and close alliance coordination, the more manageable the diplomatic 
environment becomes. Strategic restraint in this instance is not a concession but a condition 
for political feasibility.

The Seventh Pathway: Build Political Support in Washington Before 
Seeking Policy Breakthroughs

No South Korean SSN pathway will succeed if Seoul focuses only on the executive branch. 
The U.S. Congress matters, as evidenced by the defense trade reforms linked to AUKUS.25 
Legislative authorities, export controls, budget politics, and industrial oversight all shape what 
Washington can and cannot do.26 South Korea, therefore, needs a long game in Washington 
that extends beyond the White House to Congress, think tanks, naval communities, industrial 
stakeholders, former defense officials, and the broader nonproliferation policy world. Without 
that wider political groundwork, even a strategically sensible proposal could stall.

This means patient coalition-building. Seoul should engage not only those already inclined toward 
stronger alliance burden-sharing, but also skeptics concerned about precedent, proliferation, 
industrial strain, or regional escalation. The goal should be to normalize serious discussion 
of a future pathway as legitimate, strategically rational, and compatible with nonproliferation 
instead of securing an immediate endorsement of a South Korean SSN. In Washington, major 
new ideas usually have to become discussable before they become possible.
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That requires answering hard questions directly and repeatedly. Why is an SSN necessary as 
opposed to advanced conventional submarines? How would safeguards concerns be handled? 
How would Seoul avoid burdening U.S. industry? How would the program strengthen rather 
than dilute U.S. deterrence? How would it be sequenced? What guardrails should be in place to 
prevent mission creep or political misinterpretation? These are the questions that South Korea 
must answer if it wants serious support.

The more specific and restrained South Korea’s answers are, the more persuasive they will 
be. Ambition without sequencing will fail, and sequencing without political outreach will fail. 
A steady campaign of explanation in Washington does not guarantee success, but it would 
gradually lower the barriers to future cooperation. In alliance politics, breakthroughs are usually 
prepared long before they are announced.

What South Korea Should Not Do

A practical pathway also requires clarity about what to avoid. In a project as politically sensitive 
as naval nuclear propulsion, poor framing can be as damaging as poor policy. South Korea 
should develop both a positive roadmap and a clear sense of what arguments and tactics are 
most likely to backfire in Washington.

First, Seoul should not publicly demand immediate access to the AUKUS model. Australia’s 
pathway rests on a unique trilateral structure, decades of nuclear stewardship trust with the 
United States and the United Kingdom, and a very specific political setting. Treating AUKUS 
as an entitlement benchmark would likely provoke backlash in Washington and reinforce the 
impression that Seoul is seeking shortcuts on a highly sensitive issue. The better course is 
to study AUKUS carefully and adapt the parts of it that matter most: personnel embedding, 
industrial integration, long timelines, and strict alliance framing.

Second, South Korea should not allow domestic debates to blur the line between SSNs and 
nuclear weapons. The more those two issues are fused in public rhetoric, the harder it becomes 
for U.S. officials to defend even exploratory cooperation. Once SSNs are folded into a broader 
argument about nuclear sovereignty or armament, the political cost of supporting South Korea 
rises sharply.

Third, Seoul should not present the program as an abrupt sovereign leap. The United States 
will be much more receptive to a phased pathway than to a symbolic declaration unsupported 
by institutional preparation. Large strategic announcements may work in domestic politics, but 
in Washington, they often raise doubts about seriousness and sequencing.

Fourth, South Korea should not underestimate the compliance burden that comes with sensitive 
defense cooperation. Even modest growth in defense trade integration would require Seoul to 
demonstrate that it can protect classified information, manage controlled technologies, and 
operate within U.S. export-control rules. For Washington, political will alone will not be enough. 
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Confidence will depend on whether South Korean institutions and firms can meet exacting 
standards consistently over time.

Finally, Seoul should not assume that strategic logic alone will carry the argument. Even if the 
military case for a South Korean SSN strengthens, U.S. support will still depend on whether 
South Korea appears politically disciplined, nonproliferation-responsible, and industrially useful. 
In alliance politics, legitimacy has to be built as carefully as capability.27

A Realistic Roadmap

If South Korea wants a successful long-term outcome, the roadmap should be sequential. The 
point is not to force an immediate breakthrough on the most sensitive issue but to structure the 
pathway in stages so that each step strengthens the political and institutional basis for the next. 
The success of that strategy will depend on the alliance’s ability to gradually build trust, habits 
of cooperation, and concrete evidence of South Korea’s seriousness.

In the near term, Seoul should focus on narrative discipline, mission definition, and political 
engagement in Washington. It should make clear that a future South Korean SSN capability 
would be conventionally armed, alliance-centered, strategically bounded, and nonproliferation-
responsible. At the same time, it should expand maritime industrial cooperation in non-nuclear 
domains and invest heavily in human capital, nuclear governance preparation, export control 
trust, and submarine sustainment cooperation. Quiet but technical consultations on safeguards, 
fuel cycle perceptions, and regulatory requirements should begin early, even if they remain 
largely out of public view. The near-term objective is not to force a decision but to make South 
Korea look disciplined, useful, and credible.

In the medium term, South Korea should seek a more formalized U.S.-South Korea maritime 
strategic cooperation track centered on undersea deterrence, industrial integration, workforce 
development, and alliance resilience. That could include embedded personnel, expanded 
submarine education and observation programs, more ambitious MRO cooperation, joint 
workforce initiatives, and limited but meaningful technical exchanges. At this stage, Seoul’s 
goal should be to make itself indispensable to allied maritime resilience in Northeast Asia. 
The more South Korea is seen as helping solve operational and industrial problems, the more 
plausible SSN-related cooperation will become.

Only in the long term, after years of trust-building and demonstrated performance, should Seoul 
seek decisions on the most sensitive dimensions of SSN cooperation: reactor arrangements, 
fuel pathways, deeper technology access, and possible construction or acquisition models. By 
then, the question in Washington should focus on responsibly structuring the next step. 
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Table 1. A Phased Roadmap for U.S.-South Korea SSN Cooperation

Phase Main Objective Priority Actions Strategic Effect
Near Term Build credibility 

before asking for 
sensitive concessions

Clarify mission 
definition; maintain 
conventionally 
armed framing; 
expand Washington 
outreach; begin 
safeguards, fuel-
cycle, and regulatory 
consultations; 
deepen non-nuclear 
maritime industrial 
cooperation.

Makes South 
Korea appear 
disciplined, useful, 
and nonproliferation-
responsible.

Medium Term Make South Korea 
indispensable to 
allied maritime 
resilience

Formalize a U.S.-
South Korea maritime 
cooperation track; 
expand personnel 
embedding; develop 
submarine education 
programs; broaden 
MRO and workforce 
cooperation; 
strengthen export-
control and industrial-
security trust.

Builds practical 
performance records 
and lowers political 
resistance to deeper 
cooperation.

Long Term Structure sensitive 
SSN cooperation 
responsibly

Consider reactor 
arrangements, fuel 
pathways, deeper 
technology access, 
and construction or 
acquisition models 
only after years 
of demonstrated 
performance and 
institutional trust.

Turns a politically 
difficult request 
into the next step 
in a proven alliance 
relationship.
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A realistic roadmap is not gradual for the sake of caution alone. It is gradual because the issue 
itself is unusually sensitive. Naval nuclear propulsion sits at the intersection of alliance politics, 
nonproliferation, industrial capacity, legal authority, and regional strategy. Any effort to accelerate 
every dimension simultaneously would likely provoke resistance. A phased approach lowers 
that risk by ensuring that political support, institutional preparation, industrial cooperation, and 
diplomatic messaging evolve together rather than at cross-purposes. In this sense, sequencing 
is what makes an otherwise implausible objective strategically imaginable.

Conclusion

If South Korea ever acquires an SSN capability, it will not be because of a single dramatic 
negotiation or a bold political decision: it will be the result of patient alliance statecraft. The 
decisive question is not whether Seoul can make a strategic case for nuclear-powered 
submarines, but whether South Korea can persuade the United States that helping it move in 
that direction would strengthen the alliance, reinforce nonproliferation discipline, ease maritime 
industrial strain, and contribute to Indo-Pacific stability.

That is why the most promising path is gradual, alliance-centered, and institutionally serious. 
Seoul should begin by demonstrating restraint, nonproliferation responsibility, and a credible 
record of practical contribution to the alliance. It should anchor the SSN debate in combined 
deterrence rather than prestige, in maritime burden-sharing rather than autonomy theatrics, in 
safeguards-compatible discipline rather than ambiguity, and in long-term alliance trust rather 
than short-term political pressure.

Even if South Korea follows that course, U.S. cooperation will not be easy. However, it will 
become thinkable. And in alliance politics, that is often where major change begins.



The U.S.-South Korea Joint Fact Sheet: A Roadmap for the Future of the Alliance | 67

Endnotes
1 Jihoon Yu, “Game Changer: Trump Approves South Korea’s Nuclear Submarine Ambition,” The Diplomat, 
October 31, 2025, https://thediplomat.com/2025/10/game-changer-trump-approves-south-koreas-nuclear-
submarine-ambition/.

2 The White House, “Joint Fact Sheet on President Donald J. Trump’s Meeting with President Lee Jae Myung,” 
November 13, 2025, https://www.whitehouse.gov/fact-sheets/2025/11/joint-fact-sheet-on-president-donald-j-
trumps-meeting-with-president-lee-jae-myung/.

3 “North Korea Submarine Capabilities,” Nuclear Threat Initiative, August 19, 2024, https://www.nti.org/analysis/
articles/north-korea-submarine-capabilities/.

4 “Navigating Security Dilemmas in Indo-Pacific Waters,” Stockholm International Peace Research Institute, June 
2024, https://www.sipri.org/sites/default/files/2024-06/indo_pacific.pdf.

5 Karen Elphick, “The Deterrence Advantage of Nuclear-Powered Submarines,” Australian Parliamentary Library, 
March 4, 2025, https://www.aph.gov.au/About_Parliament/Parliamentary_departments/Parliamentary_Library/
Research/Research_Papers/2024-25/The_deterrence_advantage_of_nuclear_powered_submarines.  

6 Jihoon Yu, “South Korea Should Lean into Nuclear-Powered Submarines,” War on the Rocks, February 17, 2025, 
https://warontherocks.com/south-korea-should-lean-into-nuclear-powered-submarines/.

7 Government of the United Kingdom, “Fact Sheet: Trilateral Australia-UK-US Partnership on Nuclear-Powered 
Submarines,” March 13, 2023, https://www.gov.uk/government/publications/joint-leaders-statement-on-aukus-13-
march-2023/fact-sheet-trilateral-australia-uk-us-partnership-on-nuclear-powered-submarines.

8 Tom Corben, “AUKUS versus ROKUS: Lessons for South Korea from Australia’s Experience,” Korea On Point, 
December 10, 2025, https://koreaonpoint.org/articles/article_detail.php?idx=512.

9 Lami Kim, “South Korea’s Nuclear Latency Dilemma,” War on the Rocks, September 19, 2024, https://
warontherocks.com/south-koreas-nuclear-latency-dilemma.

10 Jihoon Yu and Erik French, “The U.S.-ROK Alliance as an Indo-Pacific Maritime Partnership,” U.S. Naval Institute, 
May 2022, https://www.usni.org/magazines/proceedings/2022/may/us-rok-alliance-indo-pacific-maritime-
partnership.

11 International Atomic Energy Agency, Legal Framework for IAEA Safeguards (2013), https://www.iaea.org/
publications/10388/legal-framework-for-iaea-safeguards.

12 U.S. Department of State, “Joint Statement of the 2016 United States-Republic of Korea Foreign and Defense 
Ministers’ Meeting,” October 19, 2016, https://2009-2017.state.gov/r/pa/prs/ps/2016/10/263340.htm.



68 | Korea Policy 2026

13 “Agreement for Cooperation Between the Government of the Republic of Korea and the Government of the 
United States of America Concerning Peaceful Uses of Nuclear Energy,” June 15, 2015, https://fissilematerials.
org/library/kr123.pdf. 

14 International Atomic Energy Agency, “Naval Nuclear Propulsion: Brazil,” November 12, 2025, https://www.iaea.
org/sites/default/files/govinf2025-13.pdf.

15 James M. Acton, “Why the AUKUS Submarine Deal Is Bad for Nonproliferation—And What to Do About 
It,” Carnegie Endowment for International Peace, September 21, 2021, https://carnegieendowment.org/
posts/2021/09/why-the-aukus-submarine-deal-is-bad-for-nonproliferationand-what-to-do-about-it.

16 “Navy Columbia (SSBN-826) Class Ballistic Missile Submarine Program: Background and Issues for Congress,” 
Congressional Research Service, December 4, 2025, https://www.congress.gov/crs-product/R41129.

17 Eric J. Labs, “Testimony on The Navy’s 2025 Shipbuilding Plan and Its Implications for the Shipbuilding 
Industrial Base,” Congressional Budget Office, March 11, 2025, https://www.cbo.gov/publication/61240.

18 Namyeon Kwon, “Don’t Miss the Boat: Considerations for U.S.-South Korea Maritime Cooperation,” Center for 
Strategic and International Studies, June 12, 2025, https://www.csis.org/analysis/dont-miss-boat-considerations-
us-south-korea-maritime-cooperation.

19 The AUKUS Nuclear-Powered Submarine Pathway: A Partnership for the Future (Australian Department of 
Defence, March 2023), https://www.asa.gov.au/sites/default/files/documents/2024-10/00.%20Public%20Report.
pdf.

20 Australian Submarine Agency, “Submarine Rotational Force-West,” https://www.asa.gov.au/aukus/submarine-
rotational-force-west.

21 U.S. Department of State, “International Traffic in Arms Regulations: Exemption for Defense Trade and 
Cooperation Among Australia, the United Kingdom, and the United States,” Federal Register 89, no. 85 (May 
1, 2024), https://www.federalregister.gov/documents/2024/05/01/2024-08829/international-traffic-in-arms-
regulations-exemption-for-defense-trade-and-cooperation-among.

22 “Fact Sheet: Trilateral Australia-UK-US Partnership on Nuclear-Powered Submarines,” The American 
Presidency Project, March 13, 2023, https://www.presidency.ucsb.edu/documents/fact-sheet-trilateral-australia-
uk-us-partnership-nuclear-powered-submarines.

23 Victor Murkowski, “U.S., Republic of Korea Conduct Maritime Counter Special Operations Forces Exercise,” 
United States Navy, November 21, 2025, https://www.navy.mil/Press-Office/News-Stories/display-news/
Article/4339775/us-republic-of-korea-conduct-maritime-counter-special-operations-forces-exercise.

24 Ariel (Eli) Levite and Toby Dalton, “How the United States Can Use AUKUS to Strengthen Nuclear 
Nonproliferation,” Carnegie Endowment for International Peace, December 16, 2021, https://carnegieendowment.
org/research/2021/12/how-the-united-states-can-use-aukus-to-strengthen-nuclear-nonproliferation.



The U.S.-South Korea Joint Fact Sheet: A Roadmap for the Future of the Alliance | 69

25 Paul K. Kerr, “U.S. Arms Transfer Restrictions and AUKUS Cooperation,” Congressional Research Service, 
August 9, 2024, https://www.congress.gov/crs-product/IF12483.

26 Philip Johnson et al, “Export Control Changes for the AUKUS Partnership,” U.S. Department of Commerce, 
March 18, 2025, https://www.bis.gov/media/documents/aukus.pdf.

27 Osman Sabri Kiratli, “The Politics of Alliance Cohesion: Experimental Evidence on American Attitudes Toward 
Corrective Measures in Security Partnerships,” Perspectives on Politics (October 2025): 1–16.



70 | Korea Policy 2026

Enhancing Strategic Alignment in Cyberspace 
Within the U.S.-South Korea Alliance
By Sebastian Garcia

The United States and South Korea both began 2026 with announcements that the respective 
governments would soon release new, comprehensive national cybersecurity strategies. 
Following a year of rising cyberattacks against both public and private entities and changes in 
political leadership, the two countries have recognized the need to update their cyberspace 
policies to better reflect the changing geopolitical security environment and domestic political 
priorities. With the release of the U.S. national cybersecurity strategy in March 2026, the Donald 
Trump administration aligned its cyberspace posture with the same “America First” principles 
that guided the formulation of its 2025 National Security Strategy and 2026 National Defense 
Strategy. This new strategy’s emphasis on enhancing offensive capabilities, deregulating 
cybersecurity compliance to foster innovation, and ensuring fair cost distributions with allies 
may give some trepidation to South Korea as it continues to formulate a strategy that seeks to 
bolster cybersecurity regulations for the private sector and deepen its intelligence-sharing and 
cyber capacity-building initiatives with the United States. 

At the same time, opportunities arise from the seeming alignment between the allies on strategic 
priorities, such as building talent pipelines and sustaining technological superiority in AI and 
other emerging technologies. A South Korean national cybersecurity strategy that actively aligns 
with U.S. priorities can serve as a new anchor for alliance cooperation and stability, reinforcing 
credible U.S. commitments to South Korea’s defense and leveraging both countries’ resources 
to strengthen private investments in cybersecurity and foster cyber policy innovation.

Considering these significant shifts in cyber policy at a time of proliferating cyber threats and 
heightened geopolitical tensions, the United States and South Korea should more proactively 
align their cybersecurity strategies to avoid points of friction, bolster the alliance’s combined 
cyber defense posture, and maintain their technological advantage in cyber warfare. This 
paper begins by outlining the nature of the threat posed to critical infrastructure and private 
enterprises by North Korea and other critical cyber threats. The following section assesses the 
strategic shifts in the cybersecurity policies of the Trump and Lee Jae Myung administrations, 
noting where the allies diverge and where they may find common ground. Based on these 
shared priorities, the paper makes three recommendations for strengthening U.S.-South Korea 
strategic alignment. Allied cooperation in building a framework that measures cost and impact 
to better induce private-sector cybersecurity investment and in developing a talent pipeline 
for the cyber workforce are two means by which the United States and South Korea can jointly 
increase cyber resilience and maintain their technical advantage in cyberspace. Meanwhile, 
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expanding South Korea’s multilateral cyber cooperation with other allied nations can demonstrate 
both its leadership efforts and commitment to sharing the cybersecurity burden. The paper 
concludes with a brief discussion of the need for vigilance and a high degree of flexibility in 
allied cybersecurity strategy, given the rapidly evolving cyber-threat landscape.

North Korean Cyber Capabilities and Proliferating Cyber Threats

Rather than being an ancillary issue in the array of security challenges facing the U.S.-South 
Korea alliance, North Korea’s cyber capabilities are increasingly becoming a primary threat 
to the alliance given their centrality to North Korea’s asymmetric warfare strategy and role as 
revenue generators for the regime’s ballistic missile and weapons of mass destruction (WMD) 
programs. Outmatched in conventional military capabilities and under heavy international 
sanctions, North Korea has invested in cyber warfare and cybercrime capabilities to pursue its 
strategic objectives through asymmetric means for decades, opening its first institute dedicated 
to the training of “cyber warriors” as early as 1984.1 Year over year, the pace and scope of North 
Korean cyberattacks continues to increase, with the vectors of attack diversifying from hacking 
vulnerable software and critical infrastructure to sophisticated fraud schemes where North 
Koreans gain employment as remote IT workers for foreign firms, generating revenue for the 
regime (a reliable stream of around USD 250 million to USD 600 million per year) and stealing 
sensitive corporate information from the inside.2 These efforts continue to intensify at a time 
when multilateral commitments to monitor and report on North Korea’s illicit cyber activities 
and other aspects of international sanctions regime compliance have faltered. Most recently, 
in March 2024, Russia vetoed the extension of the mandate of the UN Panel of Experts, the 
primary multilateral investigative body at the UN Security Council responsible for monitoring 
North Korea’s violations of international sanctions—including its illicit cyber operations.3

In the absence of the UN Panel of Experts, the United States and South Korea have collaborated 
closely within a new framework of the eleven-member Multilateral Sanctions Monitoring Team 
(MSMT) to continue tracking and reporting on North Korea’s sanctions violations and criminal 
activities in cyberspace.4 The MSMT’s first report on North Korea’s cyber operations, released 
on October 22, 2025, details the systematic nature of North Korea’s sanctions evasion through 
cybercriminal activities like cryptocurrency theft and laundering. These attacks are conducted 
by a cyber force described as “a full-spectrum, national program operating at a sophistication 
approaching the cyber programs of China and Russia.”5 North Korea has invested heavily in 
training its cyber force to generate revenue for the regime since the early 2010s, in the face of a 
floundering domestic economy and stringent international sanctions. These cyber capabilities 
serve as a means of asymmetric warfare, allowing the country to impose high costs on the 
United States and South Korea using relatively cheap, elusive tools. 

Emerging technologies such as cryptocurrencies and other digital assets are particularly 
vulnerable to exploitation by adaptive North Korean hacker groups. The total value of 
cryptocurrency that North Korea has stolen in digital heists rose from USD 1.19 billion in 2024—
already a 50 percent increase from 2023—to USD 1.65 billion between January and September 
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2025 alone, including the USD 1.4 billion Bybit crypto exchange hack, the largest cryptocurrency 
heist in history.6 Some attacks are devastating enough to force cryptocurrency exchanges to 
liquidate their assets and cease operations, as the firm WazirX was forced to do after 45 percent 
of its users’ digital assets were stolen.7 North Korean officials then use laundered cryptocurrency 
assets, including less volatile stablecoins and fiat currency exchanged for cryptocurrency by 
foreign facilitators, to procure military equipment and raw materials such as copper, in violation 
of international sanctions law. The final UN Panel of Experts report in 2024 estimated that around 
40 percent of North Korea’s ballistic missile and WMD program was funded through illicit cyber-
theft operations, emphasizing the importance of decreasing North Korean cryptocurrency and 
ransomware heists for U.S.-South Korea deterrence and nonproliferation strategy.8

In addition to financing the development of kinetic weapons systems, North Korea’s use of 
cyber operations as a tool of intelligence gathering and irregular warfare in and of itself poses 
significant security threats to the United States and South Korea. Through social engineering and 
malware, North Korean hackers continue to infiltrate critical infrastructure like information and 
communications technology (ICT) firms, steal sensitive data from South Korean defense firms to 
reverse engineer South Korean missile and missile defense capabilities, and leak thousands of 
files of personal data from public entities, including the South Korean Supreme Court.9 Likewise, 
U.S. entities and digital infrastructure are under constant threat, with the latest North Korean 
cyberattack targeting Axios—a program that connects apps and web services and has over 100 
million weekly downloads. In March 2026, North Korean hacker group UNC1069 gained access 
to an Axios software developer’s work account for three hours and uploaded malware capable 
of infecting Windows, macOS, and Linux devices, sparking a scramble across thousands of U.S. 
companies in industries ranging from healthcare to finance to identify compromised devices.10

The rapid integration of AI-enabled tools into North Korean cyber operations fits squarely with 
North Korea’s strategy of pursuing asymmetric capabilities that can deliver devastating impacts 
at relatively low cost. Analysis from the Stimson Center’s 38 North program details how North 
Korean hacker groups have used AI to formulate new tactics for advanced persistent threat (APT) 
operations, including efforts to stealthily gain access to secure networks and go undetected 
for long periods.11 The report highlights that AI tools are thus a significant force multiplier for 
North Korea’s cyber operations, requiring concerted allied efforts to research AI cyber-defense 
applications and devise coordination mechanisms that enable agile, highly adaptable defense 
and deterrence strategies. Multifaceted and often hard to detect, North Korea’s irregular 
warfare strategy poses challenges to the U.S.-South Korea alliance in strengthening its cyber-
defense capabilities and devising a proportional retaliatory posture to attacks that fall short of 
the conventional international definition of an act of armed aggression.12

North Korea is not the only actor advancing its cyber capabilities to threaten critical U.S. and 
South Korean interests. Other state adversaries have shown the capacity to penetrate the 
allies’ cyber defenses, as recently evidenced by the Iranian hacker group Handala’s attack 
on the U.S.-based medical device manufacturer Stryker.13 The growing cyber cooperation 
between North Korea and Russia, evidenced by reports that North Korean and Russian cyber-
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espionage groups are sharing malware developed in both countries, creates a unified cyber-
threat landscape among U.S. allies in Europe and the Indo-Pacific, especially as Russian APT 
operations expand beyond Ukraine to target NATO member states as part of the country’s 
hybrid warfare strategy.14

Besides state-sponsored cyberattacks, sector-specific cyber-resilience gaps have become a 
critical vulnerability for South Korea. In the past year, telephone carriers, credit card companies, 
and the online retail giant Coupang have all suffered significant data breaches at the hands of 
non-state cybercriminals, prompting authorities to investigate lax sectoral cyber-management 
practices and structural weaknesses in South Korea’s data governance framework.15 Although 
North Korea is the looming threat to the U.S.-South Korea alliance, it is these other country-
specific vulnerabilities that have informed recent shifts in both countries’ strategic thinking.

Evolution in U.S. and South Korean Cybersecurity Strategy

U.S. cybersecurity strategy began as piecemeal cyber-policy reforms, including presidential 
directives to secure critical infrastructure and legislation mandating security plans for all online 
federal systems. However, major cybersecurity incidents and non-cyber national security 
incidents, such as the September 11 attacks, prompted the George W. Bush administration 
to publish the first comprehensive U.S. National Strategy to Secure Cyberspace in 2003.16 
Focused on priority areas such as protecting critical infrastructure and government systems, 
promoting cyber training and awareness, and increasing cooperation with the private sector 
and international partners, the fundamental pillars of U.S. cybersecurity strategy outlined in the 
Bush administration’s document remained largely unchanged over the following two decades, 
regardless of who occupied the White House. In that vein, the National Cybersecurity Strategy 
released by the Joe Biden administration in 2023 maintained continuity with prior cybersecurity 
strategies and with defense strategies’ “defend forward” approach to proactively identifying 
and neutralizing threat actors, while expanding the scope of core U.S. cybersecurity interests 
to include allied cyber defense and non-traditional security concerns such as “secur[ing] our 
clean energy future.”17

By contrast, President Trump’s Cyber Strategy for America takes a far narrower view of national 
security priorities in cyberspace, as evidenced by its far shorter length (the Trump administration’s 
strategy document amounts to five pages, compared to the Biden administration’s thirty-eight 
pages). What the new strategy does not mention is just as notable as what it does, as there is no 
description of state actors that pose significant cyber threats to U.S. interests in the document, 
including North Korea. However, the strategy makes clear that the United States maintains a 
robust offensive posture in cyberspace to identify and shut down threats from cybercriminals 
and other adversaries. Ancillary priorities in support of this central goal include modernizing 
and securing networks and critical infrastructure, unleashing private-sector innovation in 
cybersecurity and emerging technologies, and constructing a robust U.S. cyber workforce 
through new talent pipelines.18
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The Lee administration is still finalizing its new national cybersecurity strategy, scheduled 
for release within the year.19 Compared to the United States, South Korea was a latecomer in 
developing a whole-of-government cyber policy, with the Moon Jae-in administration publishing 
the first National Cybersecurity Strategy in 2019.20 Following a decade of proliferating cyber 
threats and increased cyberattacks on vulnerable South Korean infrastructure, the 2019 strategy 
prioritized enhancing defensive cyber-response capabilities and improved cyber-policy 
guidance through a governance framework headed by the National Security Office.21 However, 
this original strategy was reactive in its overall policy stance, catching up with years of neglect 
in the cyber-policy space, and it did not identify international and state-sponsored hacking 
as major national security risks, perhaps due to the sensitive nature of ongoing diplomatic 
engagements with North Korea. 

Under the framework of the Yoon Suk Yeol administration’s 2024 National Cybersecurity 
Strategy, South Korean policy shifted toward pursuing offensive cyber capabilities to detect 
and neutralize North Korean threats, emulating the U.S. “defend forward” approach.22 Such 
efforts aligned with the Yoon administration’s more hawkish posture toward North Korea, and 
the 2024 strategy for the first time explicitly named North Korea as the greatest cyber threat to 
South Korea. 

Whether the Lee administration’s cybersecurity strategy continues this trend or follows the U.S. 
example of scaling back its naming and shaming of North Korea remains to be seen. However, 
it is clear that President Lee seeks to expand South Korea’s strategic thinking to encompass 
his ambitious agenda of establishing South Korea as an “AI Powerhouse” in the cyber domain 
and tightening private-sector regulations.23 To protect consumer data and assets and ensure 
greater information-sharing and proactive cyber defense by the private sector, the new South 
Korean cybersecurity strategy will feature proposals to expand the government’s investigative 
authority, mandate the disclosure of information regarding cyberattacks, and heavily penalize 
failures to report hacking incidents.24 It is this final pillar of Lee’s cyber agenda that most 
directly contravenes the U.S. strategic shift toward deregulation and increased public-private 
partnerships to maintain a technological advantage in cyberspace.

Opportunities and Vulnerabilities

The simultaneous review and reiteration of national cyber-strategy frameworks in the United 
States and South Korea present several opportunities and potential pitfalls for alliance 
cooperation. Whether the Lee administration’s cybersecurity strategy follows the U.S. example 
of scaling back its identification of North Korea as a major cyber threat remains to be seen. But 
given both leaders’ preference for a reconciliatory approach to engaging North Korea, it is likely 
that the allies’ new cybersecurity postures will align in placing less focus on directly challenging 
state adversaries. While this eases tensions within the alliance, both countries deprioritize state-
sponsored cyber threats at their own peril, as the deleterious impact of cyber warfare in the 
cases of the wars in Ukraine and Iran demonstrates.
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The scope of U.S. cyber activity also factors into the potential alignment of U.S.-South Korea 
cybersecurity strategy. For South Korea, North Korea is its primary and most persistent cyber 
threat. In 2023, 80 percent of cyberattacks against South Korean public networks were 
attributed to North Korea, totaling 1.3 million attacks a day.25 The United States, on the other 
hand, faces a much wider scope and scale of cyber threats. According to cybersecurity firm 
CloudSEK, the United States was the most targeted country in 2025 due to its vast digital 
infrastructure.26 Cyberattacks against the United States stem from a wide array of state and 
non-state actors, and while North Korea is responsible for a number of state-sponsored 
cyberattacks disproportionate to its size, it remains outpaced by the activities of other 
significant U.S. adversaries such as China, Iran, and Russia.27 In addition to maintaining robust 
defensive cyber operations against this multifarious cyber-threat landscape, U.S. cyber-
warfare personnel have been called upon to conduct offensive cyber operations in support 
of multi-domain military campaigns that require significant coordination with other warfighting 
domains, such as the January 2026 intervention in Venezuela where U.S. Cyber Command 
carried out attacks to shut down electricity in the city of Caracas and disable Venezuela’s air 
defense radars.28 These constraints on finite U.S. cyber talent and resources, combined with 
the aforementioned omission of North Korea from the Cyber Strategy for America, mean that 
South Korea will have to make an active effort to keep U.S. attention on the North Korean 
cyber threat and justify the use of U.S. cyber capabilities to deter North Korea. South Korea 
must also approach this issue carefully, given the new U.S. cybersecurity strategy’s emphasis 
on renegotiating alliance burden-sharing and calling on allies to take on a fairer share of the 
cost and responsibility for their cyber defense.29

While the U.S. focus on burden-sharing has raised concerns about vulnerabilities within the U.S.-
South Korea alliance, burden-sharing in cyberspace offers opportunities for mutually beneficial 
strategic alignment that can help alleviate these frictions. South Korea has made significant 
advancements in diversifying its arms exports as it aims to achieve USD 20 billion worth of 
defense exports and become the world’s fourth-largest defense industrial exporter by 2030.30 

Increasingly, the Lee administration has also pledged significant investments into domestic AI 
startup firms to develop new AI-based security products to defend against next-generation 
cyber threats, with the Korea Internet & Security Agency (KISA) recently announcing a KRW 
12 billion (USD 8.31 million) package to support eighteen projects for new security products 
and services.31 South Korea’s initiatives to increase defense exports and develop the latest AI-
enabled cyber countermeasures thus create an opportunity to show the United States how it 
is making major contributions to its own cyber defense, as well as how it can further improve 
burden-sharing across the U.S. alliance network through high-technology defense exports to 
other key allies.

Though Washington’s strategy places primacy on unleashing cyber innovation through the 
private sector with government support, scholars doubt whether reliance on public-private 
partnerships as a cornerstone of cybersecurity strategy actually produces effective policy 
and security outcomes.32 Private firms are often more reticent to take on national security 
responsibilities than policymakers realize, and the government’s agenda of providing 
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cybersecurity for the public good does not always align with the cost-benefit calculus of entities 
operating under market conditions. The success of public-private partnerships, therefore, 
depends on the formation of shared interests or the delineation of clear rules, roles, and 
liabilities between the public and private sectors.33 South Korea may take the latter rule-setting 
approach to reorganize its domestic cyber governance, but to reach strategic alignment within 
the U.S.-South Korea alliance, it must work with the United States to seek alternative methods 
of creating shared interests between the public and private sectors without enacting stringent 
regulations that the United States will not countenance.

Recommendations for Enhancing U.S.-South Korea Cybersecurity 
Cooperation

Quantifying Risk, Cost, and Policy Efficacy

Professor VA Greiman of Boston University notes that cybersecurity policies must balance 
sharing the government’s more advanced intelligence-gathering capacity with the private 
sector “in a manner that permits enhanced protection while protecting the government’s 
sources and methods.”34 In that vein, the United States and South Korea should collaborate 
to construct a framework that demonstrates the negative externalities imposed by North 
Korean and other threat actors’ cybercrime on private-sector profits to align the private sector’s 
priorities with those of national security-oriented governments. The U.S. national cybersecurity 
strategy makes it clear that the Trump administration will not pursue this alignment by imposing 
mandatory minimum cybersecurity regulations that it views as “burdensome” and a drag on 
firms’ innovative capacity.35 

Scholars have argued that overreliance on minimum-standard checklists is ineffective, as they 
quickly become outdated, only incentivize compliance rather than innovation and security, and 
can price out smaller firms that lack the resources to comply with the standards.36 While South 
Korea’s initiatives to more clearly define liability for cyber incidents and to enforce greater 
compliance with incident reporting are understandable, given recent trends in large-firm data 
breaches, its strategic approach to working with the United States to strengthen public-private 
cybersecurity cooperation should align with the U.S. preference for a non-regulatory approach.

Harvard University’s “Cybersecurity Strategy Scorecard” report recommends that states 
follow Singapore’s Cyber Risk Management (CyRiM) project to facilitate private investment 
in cybersecurity by quantifying cyber risks and the costs of cyberattacks.37 CyRiM was the 
product of a collaboration between Nanyang Technological University, the Monetary Authority 
of Singapore, and other industry and academic partners to estimate the costs of cyberattacks 
and subsequently build a pricing tool to calculate cybersecurity insurance premiums.38 Not only 
would measurable cyber risk demonstrate whether specific government regulations and cyber 
defense tools are effective or not, the formulation of a baseline insurance premium calculation 
backed by U.S. and South Korean expertise would also facilitate explosive growth in the 
cybersecurity insurance market, which has historically experienced slow growth and equally 
slow adoption—only around 47 percent of eligible firms globally have a cyber insurance policy in 
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place.39 Regularizing the expected scope of coverage and services provided by cyber insurance 
companies and the average cost of incidents such as ransomware attacks can help close the 
cyber insurance gap. This model, which uses public, private, and academic resources in both 
countries to develop risk and cost calculation tools, creates new incentives for firms to adopt 
cybersecurity best practices. It also allows U.S. and South Korean firms to continue competing 
and conducting business freely without having to navigate differences in the two countries’ 
regulatory frameworks. Insurance markets also provide protection for small and medium-sized 
enterprises with limited means to independently manage their cyber defense, enabling them 
to withstand losses from ransomware payments, server downtime, or reputational costs at 
relatively affordable premium rates.

The advantage of prioritizing joint research into quantifying risk, costs, and regulatory impact 
as part of U.S.-South Korea cybersecurity collaboration, besides the wealth of technical and 
academic expertise latent within each nation, stems from the ease of generalizing the cost 
examples across the United States and South Korea, given their shared threat actors and 
geopolitical contexts.40 The allies are intimately aware of North Korean cyber capabilities and 
the extent of damage North Korean cyberattacks have wreaked in the recent past; creating a 
shared calculated risk model that can accurately reflect the impact of a ransomware attack on 
a hospital in Seoul as easily as one in New York City, for instance, would come relatively easily 
for the allies. Generalized cost examples can also apply across differences in infrastructure, 
allowing firms in both countries to participate in the insurance market without having to disclose 
sensitive data about their current cybersecurity practices and prior cyberattack losses.

Developing the Nontechnical Cyber Workforce

Both the U.S. and South Korean cybersecurity strategies have historically outlined talent-building 
initiatives to expand the technical cybersecurity workforce. Less emphasized, however, is the 
need for new generations of cybersecurity policy and cyberlaw talent who understand the 
rapidly advancing corpus of domestic cybersecurity laws and international policy debates. This 
gap in legal and policy expertise risks long-term “regulatory gaps, ineffective policies, legal 
vulnerabilities, inefficient cross-sector collaboration, and missed opportunities in international 
cyber diplomacy.”41 Ensuring a strong nontechnical cybersecurity workforce will be integral to 
advancing cyber norms agreed upon by the United States and South Korea. North Korea takes 
advantage of the gray area in international law over whether cyberattacks meet the threshold 
for acts of war to act aggressively in the cyber domain. In multilateral forums such as the United 
Nations, South Korea has worked to advance its position and that of the United States, principally 
that international law applies to cyberspace, striving to build a consensus for establishing the 
cyber norms of warfare, self-defense, and humanitarian law.42 Closing the gap in international 
cyber norms and laws restricts North Korea’s ability to conduct offensive cyber operations, as 
doing so risks exposure to legally sanctioned retributive attacks with limited diplomatic cover, 
reasserting deterrence by denial in cyberspace.
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U.S. and South Korean initiatives to encourage new technical cybersecurity talent pipelines 
highlight how both states are prioritizing the expansion of the nontechnical cyber labor pool in 
their cybersecurity strategies. The Trump administration’s strategy outlines the broad strokes 
of “reconciling and taking advantage of existing avenues within academia, vocational and 
technical schools, corporations, and venture capital opportunities” and “eliminat[ing] roadblocks 
that prevent industry, academia, government, and the military from aligning incentives and 
building a highly skilled cyber workforce” that apply in equal measure to the development of 
technical and nontechnical cyber experts.43 Cybersecurity competitions and gaming initiatives, 
such as those sponsored by private cybersecurity firms and the U.S. National Institute of 
Standards and Technology (NIST), are effective tools for engaging prospective cyber-policy 
experts across educational levels. High school, college, and professional programs can bring 
together interested individuals to participate in interactive, competitive cyberattack scenarios 
to develop their skills in threat analysis, threat response, and defense policy formulation.44 By 
sponsoring these competitions, government agencies and private firms alike can identify talent 
early on, and participants gain the opportunity to develop hard policy skills through hands-on 
experience, as well as the softer skills of leadership and translating technical subjects into 
business and policy terms.

The United States and South Korea can also collaborate to foster educational and public-
private partnerships that rapidly upskill workers and share talent across different spheres of the 
cyber-policy environment. Financial firms seeking to invest in future cybersecurity talent often 
support career programs in academia, including JPMorgan Chase’s support for the University 
of South Florida’s Florida Center for Cybersecurity and Capital One’s grants to community 
colleges establishing cybersecurity programs.45 U.S. and South Korean firms can facilitate 
similar transnational educational partnerships and exchanges to mutually develop exceptional 
nontechnical cybersecurity talent, with the potential for support from the U.S. and South Korean 
governments, depending on the Trump administration’s appetite for resuming international 
cybersecurity aid. Improved opportunities for rotations between U.S. cyber defense agencies 
and private-sector legal and compliance departments, or temporary assignments of private 
cybersecurity experts to cyber defense agencies, could also increase the efficacy of public-
private cybersecurity partnerships in both countries. As cybersecurity experts become more 
familiar with the role of the public and private sectors, they can help mend the trust deficit, 
enhance the speed of threat intelligence-sharing, and inform the government about the latest 
private-sector innovations and best practices.46 

Integrating South Korea into Multilateral Cybersecurity Networks

The Lee administration’s multilateral diplomacy prioritizes deepening collaboration in cyber 
defense and AI-enabled resilience with partners in NATO and the Indo-Pacific. From a 
December 2025 visit to Seoul by a NATO Parliamentary Assembly delegation to bilateral and 
trilateral U.S.-South Korea-Japan meetings on the sidelines of the Cyber Champions Summit in 
Czechia in March 2026, South Korea has engaged numerous partners to expand the scope of 
its threat assessment and defense technology cooperation efforts, closely collaborating with 
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private South Korean stakeholders in the defense industry for these meetings.47 South Korea’s 
cybersecurity strategy should continue to prioritize expanding cyber-defense cooperation with 
like-minded liberal democracies, especially as its ambitions to become a significant developer of 
advanced dual-use and AI-enabled weapons systems can expand the country’s market share in 
the European defense industry.48 Deepening these ties also demonstrates to the United States 
that South Korea is not a free rider on U.S. security guarantees in cyberspace but a proactive 
contributor to bolstering its own cyber capabilities and those of other U.S. allies. An exchange 
of lessons learned between NATO’s experience providing cybersecurity assistance to Ukraine 
amid Russian cyberwarfare attacks and South Korea’s cyber defense posture against persistent 
North Korean cyberattacks would also contribute to both sides’ understanding of the latest threat 
actors and capabilities of common adversaries. Such an exchange is increasingly necessary as 
North Korea continues to lend military assistance to Russia in its war effort against Ukraine, and 
the two nations likely share and jointly develop their asymmetric cyber capabilities.49

South Korea has already made progress in joining multilateral policy dialogues and military 
exercises related to cyber defense: South Korea’s Cyber Operations Command first participated 
in the NATO Locked Shields cyber defense exercise in 2021, the multinational U.S.-led Cyber 
Flag exercise in 2022, and jointly launched the first trilateral U.S.-South Korea-Japan Freedom 
Edge cyber exercises in 2024.50 The South Korean ambassador for international cyber affairs 
and the NATO assistant secretary general for cyber and digital transformation have regularly met 
for high-level cybersecurity dialogues since 2023.51 The next step for South Korea is to translate 
these dialogues and engagement into concrete agreements and defense industrial investment 
deals to establish new South Korean research and development (R&D) centers in NATO member 
countries and jointly pursue the development of new AI-driven battle management systems, 
including counter-cyber capabilities to thwart large-scale cyberattacks and APT infiltrations.52 
Chung Min Lee of the Carnegie Endowment for International Peace points to the success of 
the co-development of new synthetic aperture radar satellites by European aerospace firm 
Thales Alenia Space and South Korea’s Agency for Defense Development, Korea Aerospace 
Industries, and Hanwha Systems as an example of the potential for NATO-South Korea defense 
industrial cooperation.53 He also points to initiatives such as the Security Action for Europe 
(SAFE) program as avenues for South Korea to increase its joint R&D and defense exports 
to European partners. South Korea should also push to integrate into NATO’s cybersecurity 
intelligence-sharing infrastructure and regularize the exchange of South Korea’s cyber-threat 
assessments of North Korea and NATO’s analyses of Russian cyber threats.

The United States has stated that “the distribution of cost and responsibility must be fair across 
the U.S. and allies who share our democratic values.”54 South Korea stepping up to fill critical 
gaps in European cyber and AI warfare defenses and develop broader cyber-threat intelligence-
sharing between U.S. allies will cement its status as a model ally committed to burden-sharing 
and collective defense. Pursuing stronger NATO and Indo-Pacific cyber-defense ties advances 
the strategic alignment of the U.S. and South Korean cybersecurity strategies and fulfills 
President Lee’s goal of making South Korea the world’s fourth-largest defense exporter by 
2030.55
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Conclusion

The Trump and Lee administrations are simultaneously undertaking considerable changes to 
their respective cybersecurity strategies. While divergent approaches to shaping public-private 
cooperation and an increased U.S. demand for fair burden-sharing in cyber defense could emerge 
as points of contention in allied cybersecurity strategy, this moment also offers an opportunity 
for renewed strategic alignment in the U.S.-South Korea alliance’s cyber-defense posture. A 
joint initiative to quantify cyber risk and costs can form the basis of a combined cyber insurance 
market that creates shared interests between the public and private sectors in investing in 
adequate cybersecurity and innovating new solutions to advanced cyber threats. Transnational 
partnerships and competitions to foster the next generation of nontechnical cybersecurity 
talent will ensure that, over the long term, the U.S.-South Korea alliance will continue to hold 
the advantage in proliferating advantageous cybersecurity norms and harmonizing compliance 
and information-sharing standards across both countries. South Korea can also address the 
U.S. desire for greater burden-sharing by deepening its integration with the cyber-defense 
cooperation frameworks of both NATO and Indo-Pacific partners, providing intelligence and 
R&D investments in cutting-edge AI-enabled cyber-defense capabilities to defend U.S. allies 
and grow the South Korean defense industry.

Cybersecurity is a field that requires constant adaptation and agility to remain ahead of the 
latest threat capabilities; tools and strategies considered industry standards and top-of-the-line 
can become outdated liabilities within the year. Technological disruptions like the emergence of 
AI and quantum computing, and new geopolitical developments like the strengthening of North 
Korea-Russia ties, only shorten these time horizons and add to the uncertainty of whether a given 
cybersecurity strategy is working. However, the U.S.-South Korea alliance has proven resilient 
and highly adaptive over more than seven decades of geopolitical upheaval and breakthroughs 
in military capabilities and technology. So long as the allies maintain institutionalized, regularized 
coordination on cyber policy and cyber defense and accept that their cybersecurity strategies 
will need to remain flexible frameworks rather than rigid plans, they can successfully safeguard 
their cyber domains from North Korean and other cyber adversaries.
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South Korea’s New External Economic 
Development Strategy
By Taeho Bark and Dongchul Kwak

The global trade environment has been undergoing a significant transformation since the 
establishment of the General Agreement on Tariffs and Trade (GATT) system, driven primarily 
by the United States’ shift in policy stance from a focus on free trade to prioritizing domestic 
production over foreign imports and global supply chains. Particularly since the inauguration of 
the first Donald Trump administration, the U.S. government has implemented various policies 
to promote domestic industries based on the belief that overseas investment by U.S. firms 
and imports from foreign countries deprive domestic workers of jobs and exacerbate income 
inequality.1 These policies directly contradict international trade theory, which is grounded in 
productivity and efficiency.

Under the second Trump administration, the United States has gone so far as to completely 
disregard the most-favored-nation (MFN) principle it has upheld for decades, instead adopting 
discretionary tariff policies that discriminate against foreign countries under various U.S. trade 
laws.2 Since the April 2 announcement of “Liberation Day” tariffs, the United States has begun 
using tariffs as a policy instrument to compel the European Union, Japan, South Korea, and other 
partners to conclude agreements requiring large-scale investments in the United States.3 The 
Lee Jae Myung administration immediately initiated negotiations with the Trump administration 
to complete a “Package Deal” involving tariff adjustments in exchange for massive investment 
commitments in the United States, along with additional support for the reconstruction of the 
U.S. shipbuilding industry.4

Although the U.S. Supreme Court ruled on February 20, 2026, that the Trump administration’s 
reciprocal tariffs imposed under the International Emergency Economic Powers Act (IEEPA) 
were unlawful, Trump strongly opposed the decision. His administration immediately introduced 
a new 10 percent global tariff under Section 122 of the Trade Act of 1974 and initiated Section 
301 investigations into unfair trade practices against several trading partners.5

Taking into account these dramatic developments in tariff measures, Trump’s policy objectives 
can be broadly divided into two dimensions. First, he seeks to increase U.S. tariff revenues 
and reduce the trade deficit by imposing tariffs. Second, through tariff negotiations, he aims to 
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boost inward investment and revive U.S. manufacturing industries, including semiconductors, 
energy, shipbuilding, and nuclear power. However, whether these objectives could be achieved 
smoothly remains to be seen.

The fundamental problem is that policies prioritizing domestic firms and industries are 
proliferating across major economies, while international norms governing such policies 
remain unclear. In particular, international rules regarding industrial subsidies, tariffs imposed 
on national security grounds, and countermeasures against unfair trade practices have not 
been clearly established, and the World Trade Organization (WTO)—the institution responsible 
for addressing these issues—is no longer functioning effectively.6 Even more troubling is the 
likelihood that this situation will persist for the foreseeable future; countries around the world 
are expected to continue pursuing unilateral and discretionary industrial and trade policies 
aimed at maximizing or protecting national interests. For example, Canada imposed 25 percent 
tariffs on USD 108 billion in U.S. goods, and the European Union announced but then delayed 
its plan to reimpose the 2018 and 2020 retaliatory tariffs against the United States.7

South Korea has pursued an external economic policy focused on expanding export markets. 
To this end, South Korea has respected the WTO-centered multilateral trading system while 
simultaneously concluding high-standard free trade agreements (FTAs) with major economies 
such as the United States, China, and the European Union.8 However, the recent increase in 
volatility in import tariffs, coupled with growing pressure to invest locally rather than export, 
poses serious challenges for South Korea. Moreover, if overseas investment by South Korean 
firms continues to expand, it could potentially inflict serious damage on the South Korean 
economy. Domestically, concerns have been raised that large-scale overseas investment by 
South Korean firms may lead to industrial hollowing-out, reducing exports and employment at 
home.9

Given the relatively small size of its domestic market, South Korea has no choice but to rely on 
external economic activities—such as exports and overseas investment—to sustain economic 
growth. This paper seeks to explore a new external economic development strategy for South 
Korea that links overseas investment to exports, along with corresponding policy directions. The 
paper first reviews the relationship between international trade and foreign direct investment 
(FDI) in the existing literature and then empirically analyzes how the relationship between South 
Korean firms’ overseas investment and exports has evolved over time. Based on this analysis, 
the paper proposes a new external economic development strategy focused on maximizing 
exports of intermediate goods produced through FDI and presents policy measures to 
implement this strategy effectively.

FDI and International Trade

The relationship between FDI and international trade has long been a central topic in 
international economics. Early theoretical studies distinguished between horizontal FDI, which 
involves establishing overseas production bases to access foreign markets, and vertical FDI, 
which takes advantage of cross-country differences in production costs to procure intermediate 



The U.S.-South Korea Joint Fact Sheet: A Roadmap for the Future of the Alliance | 89

inputs more efficiently. These studies argued that horizontal FDI tends to substitute for exports 
because it targets foreign markets directly, whereas vertical FDI does not because it increases 
cross-border trade in intermediate goods between headquarters and overseas affiliates.10

In practice, however, various forms of FDI are observed depending on firms’ circumstances, 
producing outcomes that differ from early theoretical expectations. For example, a firm may 
undertake FDI in a developing country with low productive factor costs, source most intermediate 
inputs from the home country, assemble or produce final goods locally, and export them to 
third-country markets. Alternatively, a firm may invest in a developed country with a large 
market, source high value-added intermediate inputs from the home country, and assemble 
or produce final goods for sale in the host country market. While the former case represents 
vertical FDI that increases intermediate-goods trade but may reduce home-country exports 
to third markets, the latter represents horizontal FDI that substitutes for final-goods exports 
but can expand intermediate-goods exports, potentially increasing overall trade. Thus, firms 
strategically choose between exports and FDI depending on their circumstances.

Most empirical studies to date conclude that overseas FDI and exports are complementary.11 
That is, in nearly all cases, the expansion of intermediate-goods exports outweighs the 
substitution effect on final-goods exports. This is particularly evident in manufacturing industries 
characterized by fragmented production, where parent firms significantly increase exports of 
intermediate goods to their overseas affiliates after undertaking FDI. Furthermore, studies show 
that even when firms relocate final-goods production overseas, high value-added upstream 
production processes tend to remain in the home country.12 This suggests that by continuously 
expanding exports of high value-added intermediate goods, home countries can maintain 
domestic production of these goods despite outward FDI.

Nevertheless, concerns about industrial hollowing-out have risen in countries with large 
manufacturing sectors as overseas FDI expands.13 Some empirical studies show that overseas 
FDI does not directly reduce domestic production or employment, but instead restructures 
domestic industries toward higher value-added activities.14 OECD emphasizes that the risk of 
industrial hollowing-out depends less on the scale of outward FDI and more on a country’s ability 
to upgrade its position within global value chains.15 Accordingly, it is increasingly important to 
devise strategies that leverage overseas FDI to enhance domestic industrial competitiveness, 
expand exports, and create jobs while minimizing the risks of hollowing-out.

Structural Changes in South Korea’s Exports and Linkages With Overseas 
Investment

In the early 1960s, South Korea was one of the poorest countries in the world, with per capita 
income below USD 100.16 At the time, the South Korean government concluded that exports 
were the only viable path to economic development for a country lacking natural resources 
and technology, and it devoted substantial efforts to export promotion. Initially, the government 
encouraged exports of labor-intensive goods and, in the 1970s, began fostering heavy and 
chemical industries.17 Although South Korea faced the risk of overinvestment, excess capacity, 
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and excessive debt, the global economic boom of the mid-1980s enabled heavy industry 
and chemical products to become major export items, helping the country overcome these 
challenges and sustain rapid economic growth.

On the back of export-led growth, South Korea achieved remarkable economic development, 
ranking thirteenth globally in GDP, seventh in total trade, and sixth in exports by 2024.18 South 
Korea has pursued a trade policy centered on export market expansion by simultaneously 
promoting the multilateral trading system and regional trade agreements. As of 2024, South 
Korea has concluded and implemented twenty-two FTAs with fifty-nine countries. The combined 
GDP of these FTA partners exceeds 85 percent of global GDP, giving South Korea the world’s 
third-largest FTA network after Singapore and China.19

South Korea initially exported labor-intensive consumer goods, but the share of intermediate 
goods in total exports has steadily increased over time. As shown in Figure 1, intermediate 
goods now account for more than 70 percent of South Korea’s exports in 2025. This 
shift reflects South Korean firms’ strategic choice to specialize in exporting productivity-
enhancing, internationally competitive intermediate goods rather than producing final goods 
domestically, as rising wages reduced the profitability of domestic production of final goods. 

Figure 1. South Korea’s Intermediate Goods Exports and Their Share in Total Exports, 1990–2025 

 
Source: “K-stat,” Korea International Trade Association.

South Korean firms have invested in countries with low production costs to produce consumer 
goods and intermediate inputs for export to global markets, including the United States.20 For 
instance, after South Korea normalized diplomatic relations with China in 1992, many South 
Korean firms established subsidiaries in China, attracted by low wages and inexpensive land.21 
These subsidiaries sourced intermediate goods from parent companies in South Korea, utilized 
Chinese labor to produce consumer and intermediate goods, and exported them globally. During 
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this period, South Korea’s exports to China consisted largely of intermediate goods supplied to 
South Korean affiliates located in China.22 As shown in Figure 2, overseas investment by South 
Korean firms steadily increased over time, reaching a record USD 83.5 billion in 2022 and 
remaining above USD 60 billion thereafter.

Figure 2. South Korea’s Total Outward Foreign Direct Investment, 1990–2024

Source: Korea EXIM Bank.

All in all, South Korean firms’ FDI strategies have evolved through three stages. Initially, firms 
favored vertical FDI aimed at producing final goods in low-cost locations for export to third-
country markets. Over time, however, they expanded into horizontal FDI aimed at penetrating 
local markets in advanced or rapidly growing economies. Up until 2025, South Korean firms 
pursued vertical, horizontal, or hybrid forms of FDI tailored to their specific corporate strategies. 
However, some manufacturing firms that have invested heavily in Mexico to exploit competitive 
labor costs, geographic proximity to the United States, and preferential tariff access under the 
United States-Mexico-Canada Agreement (USMCA) now face significant uncertainty under the 
second Trump administration. 

Trump’s “America First” trade policy has the potential to reshape not only the global trading 
system but also South Korean firms’ supply chains and overseas investment strategies. Figure 
3 illustrates trends in South Korean firms’ overseas investment by region. Investment in China 
expanded steadily until 2020. However, from 2010 onward, investment in ASEAN member 
countries surpassed investment in China, reflecting rising labor and land costs in China and 
heightened U.S.-China tensions. South Korean firms judged it more advantageous to establish 
production bases in ASEAN countries such as Vietnam and Indonesia. While the primary 
objective remains exporting goods produced in Southeast Asia to global markets, 
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investment aimed at local market entry has recently increased as ASEAN economies grow.23 
Notably, South Korean firms’ investment in China dropped sharply between 2020 and 2024. 

Figure 3. South Korea’s Outward FDI by Major Destination, 1995–2024 

 Source: The Export-Import Bank of Korea.

Overseas investment in the United States and Europe has also increased markedly since 2010, 
with investment in the United States accelerating after 2015. In 2024, the United States ranked 
first, followed by Europe, ASEAN, and China, as top destinations for South Korean outbound 
FDI. Since 2020, investment in advanced economies has largely focused on local market entry, 
driven by host-country incentives such as manufacturing subsidies and by U.S. pressure to invest 
domestically through tariff threats.24 Given continued large-scale investment commitments by 
major South Korean firms, this trend is expected to persist.25

In addition, the sectoral focus of FDI has changed over time. As shown in Figure 4, South 
Korean firms have significantly increased manufacturing FDI after 2000, exceeding USD 
15 billion annually from 2018 onward and peaking at USD 25 billion in 2022. In the 1990s, 
food and apparel accounted for a large share of manufacturing FDI.26 Since the 2000s, 
investments have shifted toward high-tech sectors such as electronic components, computers, 
and communications equipment. Investment in chemicals and automobiles also expanded 
from the 2010s onward, with electrical equipment—including secondary batteries, power 
transformers, and energy storage systems—emerging as the largest sector by 2024.27 
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Figure 4. South Korea’s Outward Foreign Direct Investment in the Manufacturing Sector, 1990–2024

Source: The Export-Import Bank of Korea.

South Korean manufacturing firms’ investment patterns vary significantly depending on the 
destination country. Investment in the United States initially focused on automobiles, chemicals, 
and electronics, but has concentrated primarily on electrical equipment since 2020.28 
Investment in China began with automobiles and apparel, and later shifted toward electronics 
and communications equipment, with electrical equipment rising in importance after 2015.29 
Investment in ASEAN countries has been dominated by electronics-related sectors, while 
investment in Mexico has focused on automobiles and metal products.30

There is a strong correlation between South Korean exports and the outward FDI of South 
Korean firms. As Figure 5 shows, South Korean exports to countries and regions that 
receive more FDI from South Korean firms have also increased. Exports to China surged 
between 2000 and 2015, when investment in the country was high, and exports to ASEAN 
and the United States grew substantially after 2015 as investment shifted to those regions.31 
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Figure 5. South Korea’s Total Exports to Major Trading Partners, 1995–2025 

 Source: “K-stat,” Korea International Trade Association.

With intermediate goods accounting for over 70 percent of South Korean exports, this trend 
reflects increased exports of intermediate inputs supplied by parent firms to their overseas 
affiliates. Table 1 shows a strong positive correlation between overseas investment and 
intermediate goods exports globally, including ASEAN, China, Mexico, and the United States. 

Table 1. Correlation Between South Korea’s Intermediate Goods Exports and Outward FDI, 1990–2024

ASEAN China Mexico United States World

0.941 0.842 0.773 0.940 0.941

Source: Author’s calculation based on data by the Export-Import Bank of Korea and the Korea International Trade 
Association.

As shown in Figure 6 and Table 2, manufacturing FDI is led by large South Korean firms 
with strong global competitiveness. These conglomerates are usually concentrated in 
high-tech sectors such as electronics, automobiles, and, especially, electrical equipment.32 
Given the strong correlation between FDI and intermediate goods exports, most exports 
from these large firms consist of intermediate goods supplied to their overseas affiliates. 
As overseas investment by South Korean conglomerates expands further in advanced 
manufacturing sectors, exports of high-tech intermediate goods are also expected to grow.  
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Figure 6. South Korea’s Outward Foreign Direct Investment by Firm Size, 1990–2024 

 Source: The Export-Import Bank of Korea.

Table 2. South Korean Conglomerates’ Outward Foreign Direct Investment by Manufacturing Subsector, 2020–
2024 (Unit: USD Million)

Sector 2020 2021 2022 2023 2024
Electrical 

Equipment
2,244 

(20.6%)
2,967 

(20.5%)
5,237 

(23.8%)
6,512 

(38.4%)
5,653 
(48.1%)

Motor Vehicles 1,804 (16.6%) 1,972 (13.6%) 1,941 (8.8%) 1,745 (10.3%) 1,380 (11.7%)

Electronic 
Components

3,186 
(29.2%) 5,612 (38.7%) 8,229 

(37.5%)
3,599 
(21.2%) 1,089 (9.3%)

Chemicals 806 (7.4%) 494 (3.4%) 3,020 (13.7%) 986 (5.8%) 933 (7.9%)

Primary Metal 608 (5.6%) 543 (3.7%) 896 (4.1%) 1,606 (9.5%) 681 (5.8%)

      Source: The Export-Import Bank of Korea. 

New External Economic Development Strategy and Recommendations 
for Implementation

Recent changes in the global trade environment are likely to disadvantage South Korea, which 
has relied heavily on export-led growth. Advanced economies, including the United States, are 
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adopting policies to protect domestic industries and expand domestic production by attracting 
both domestic and foreign firms.33 At the same time, large-scale overseas investment by South 
Korean firms has raised concerns domestically about declining exports and employment. South 
Korea must now devise a new external economic development strategy to navigate these 
challenges.

Given its small domestic market, South Korea must remain deeply integrated into the global 
economy through exports and overseas investment to achieve sustained growth. Fortunately, 
South Korean firms possess world-class manufacturing capabilities in advanced technologies 
such as semiconductors, batteries, and robotics, as well as in core manufacturing industries 
such as automobiles, shipbuilding, and steel. As demonstrated earlier, overseas investment by 
South Korean firms is closely linked to South Korea’s export performance.

Building on these strengths, this paper proposes a new external economic development 
strategy organized around three pillars: 1) expanding exports of advanced intermediate goods 
linked to overseas investment by South Korean firms; 2) positioning and promoting South Korea 
as a global hub for research and development (R&D) in future advanced technologies; and 
3) strengthening the international competitiveness of South Korean small and medium-sized 
enterprises (SMEs).

Expanding Exports Linked to Overseas Investment by South Korean Firms

The first pillar of this strategy is to expand exports linked to overseas investment by South 
Korean firms. In essence, South Korea should transition from being a primary producer of 
final goods to a global exporter of intermediate goods, such as materials, components, and 
equipment, in advanced manufacturing industries. This shift aims to ensure that both South 
Korean firms operating abroad and multinational corporations increasingly rely on South Korean-
made intermediate goods. This approach would not only increase South Korean exports but 
also upgrade its export structure toward advanced industries and create high-quality jobs. The 
South Korean government must clearly articulate this strategic objective and provide consistent 
policy support.

To implement this strategy effectively, close cooperation between the government and the 
private sector is essential. In particular, the South Korean government must identify manufacturing 
sectors where South Korean firms already possess world-class production capabilities and 
advanced technology sectors with strong potential to become future strategic industries. 
Examples include semiconductors, automobiles and auto parts, electric vehicle (EV) batteries, 
quantum computing, AI, robotics, biotechnology, small modular reactors (SMRs), shipbuilding, 
defense industries, and power systems. The government should actively support these sectors 
as national strategic industries through targeted policy instruments, such as enhanced tax 
incentives for R&D and facilities, state-backed mega funds, regulatory sandboxes, and targeted 
immigration and retention incentives.
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As noted earlier, overseas affiliates of South Korean firms constitute a stable and expanding 
demand base for South Korea’s advanced intermediate goods. Accordingly, South Korea must 
make effective use of outbound FDI. Under the recent U.S.-South Korea investment agreement, 
the South Korean government committed to facilitating approximately USD 20 billion in annual 
investment in the United States over the next decade, along with a separate commitment of 
USD 150 billion in the U.S. shipbuilding sector.34 The South Korean government should select 
investment projects that support South Korean firms already operating in the United States, as 
well as other firms planning future investments.

Although the current U.S. investment procedures require South Korean investments to align 
with sectors prioritized by the U.S. government, South Korea has a clear understanding of 
the manufacturing sectors the Trump administration seeks to revitalize. The South Korean 
government must engage in close consultations with South Korean firms and maintain active 
communication with the U.S. government to ensure that South Korean investments serve the 
mutual interests of both countries. 

Furthermore, when investments are carried out under the U.S.-South Korea joint investment 
framework, South Korea should seek to prevent the imposition of unfavorable tariffs on South 
Korean exports of intermediate goods to U.S.-based investment projects. In such cases, the 
South Korean government should request the application of tariff rates guaranteed under the 
Korea-U.S. Free Trade Agreement (KORUS FTA).35 In addition, for projects that require South 
Korean personnel, South Korea should request appropriate visas that allow South Korean 
professionals to work in the United States for a reasonable period. South Korea should maintain 
dialogue through the U.S.-Republic of Korea Business Travel and Visa Working Group to ensure 
that the United States clarifies its visa application rules and follows through on implementing the 
new “specialized trainers” category added to the B-1 Temporary Business Visitor visa. Although 
the B-1 visa is an imperfect fit for the nature of the work, the U.S. Department of State has 
broadened the definition of work permitted under the visa to make it easier for South Korean 
professionals to apply and qualify for travel and work in the United States.36

Geopolitical risks have recently disrupted the stable supply of key raw materials and intermediate 
inputs, potentially constraining South Korea’s production and export of intermediate goods.37 
To address this risk, the South Korean government, in cooperation with the private sector and 
partner countries, has been working to reduce dependence on specific countries and diversify 
supply sources.38 Going forward, South Korea should build on its complementary relationship 
with countries rich in critical minerals—such as the United States, Australia, and Canada—
by concluding supply chain agreements that enable South Korean firms to engage in direct 
investment and corporate partnerships. At the same time, South Korea should systematically 
expand domestic efforts to secure critical minerals, including through recycling and extraction 
from industrial waste.39

South Korean firms should also actively leverage the country’s extensive FTA network to 
stabilize supply chains for critical minerals. In addition, the South Korean government should 
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pursue South Korea’s accession to the Comprehensive and Progressive Agreement for Trans-
Pacific Partnership (CPTPP) at an early stage. Membership in the CPTPP would not only expand 
export markets for South Korean firms but also significantly help them secure stable supplies 
of critical minerals, materials, and components.40 Given persistent geopolitical risks and the 
dysfunction of the WTO-based multilateral trading system, South Korea’s accession to CPTPP 
would offer substantial benefits to South Korean firms. Moreover, South Korea already has 
bilateral FTAs with all CPTPP members except Japan and Mexico, so accession would impose 
limited additional burdens while reinforcing free trade principles and trade rules in the Asia-
Pacific region, particularly given South Korea’s status as one of the world’s top trading nations.

Finally, the United States has recently announced that imports of products made with forced 
labor may be subject to investigations under Section 301 of the U.S. Trade Act of 1974, on the 
grounds that such imports disadvantage U.S. products.41 The Uyghur Forced Labor Prevention 
Act (UFLPA) is already in effect, prohibiting imports of goods produced using forced labor.42 
The South Korean government should ensure South Korean firms are well aware of these 
developments and work with them to develop appropriate compliance measures.

Positioning South Korea as a Global R&D Hub for Advanced Technology 

The second pillar of the new external economic development strategy is to position South Korea 
as a global R&D hub for future advanced technologies. This implies attracting world-leading 
researchers and firms from abroad to conduct advanced technology R&D in South Korea. A 
global R&D hub does not merely conduct research across multiple fields; it is a location capable 
of developing new technologies, manufacturing products based on those technologies, and 
testing their commercial viability.43 South Korea possesses strong potential in this regard, with 
globally competitive firms in advanced manufacturing, a relatively large domestic market, and 
high consumer demand capable of supporting integrated activities ranging from technology 
development to commercialization.44

To implement this strategy, South Korea must fundamentally redefine the objectives and 
nature of its R&D policies. Historically, South Korea’s R&D evaluation system has emphasized 
quantitative indicators, such as the number of academic papers or patents produced, while 
insufficient consideration has been given to whether research outcomes translate into 
competitive industrial production.45 Going forward, the ultimate goal of R&D must be clearly 
defined as enhancing national capabilities to develop new technologies, manufacture products 
based on those technologies, and achieve the commercial viability of those products. Systems 
must be built to ensure a seamless transition from laboratory research to pilot testing, initial 
production, and eventually mass production.

Achieving this shift requires the spatial integration of advanced technology R&D and pilot 
manufacturing. Globally recognized R&D hubs share a common feature: research institutes and 
production facilities are physically proximate, enabling rapid experimentation, iteration, and 
learning through failure.46 South Korea should establish R&D-manufacturing clusters in strategic 
industries such as batteries, AI, robotics, biotechnology, SMRs, shipbuilding, defense, and 
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power systems, where research, experimentation, pilot production, and mass manufacturing 
can occur within a single integrated ecosystem.47

To become a global R&D hub, South Korea must also attract leading foreign firms to establish 
R&D bases domestically. When deciding on R&D locations, global firms prioritize proximity to 
capable partners, availability of skilled talent and experimental infrastructure, and the ease 
of technology transfer and joint research. Accordingly, South Korea must provide credible 
assurances that foreign firms can engage in joint research with domestic institutions and 
collaborate closely with globally competitive South Korean manufacturers.48

South Korea’s success as an advanced technology R&D hub hinges on its ability to attract 
and retain top-tier researchers and engineers. Competition in advanced technologies is, at its 
core, a battle for talent. Highly skilled researchers choose locations based on both research 
environments and living conditions. To attract global talent, South Korea must offer world-class 
standards in research autonomy, compensation, long-term visa options, and family settlement 
conditions.49 It is equally important to allow researchers to move freely among universities, 
firms, and research institutions within South Korea. Without these conditions, South Korea’s 
competitiveness as a global R&D hub will face inevitable limits.

More broadly, South Korea must create an open and integrated ecosystem that organically 
connects leading domestic and foreign firms and talents across research, technology 
development, manufacturing, and commercialization. This requires the government to closely 
integrate policies across science and technology, industry, trade, security, and international 
talent mobility. The government and the private sector should also consider tailored approaches 
to invite leading foreign firms and research institutions to South Korea, allowing them to choose 
between establishing independent R&D centers or joint R&D facilities with South Korean firms. 
ASML’s decision to establish a next-generation semiconductor manufacturing R&D center in 
South Korea with Samsung Electronics serves as a notable example of joint R&D.50

Strengthening the International Competitiveness of South Korean SMEs

The third pillar is to strengthen the international capabilities of domestic SMEs. South Korean 
SMEs have traditionally been concentrated in labor-intensive, low-tech industries such as textiles 
and footwear—a pattern largely attributable to South Korea’s chaebol-centered economic 
development strategy. Rather than undertaking high-risk FDI, SMEs have predominantly served 
as domestic subcontractors, supplying components to large conglomerates.

However, the recent acceleration of outward expansion by South Korean conglomerates is 
expected to drive a corresponding increase in SME outward investment, as suppliers follow 
their principal buyers abroad. Furthermore, as rising wages and land costs erode China’s 
role as the “world’s factory,” labor-intensive, low-tech production is increasingly relocating to 
ASEAN countries and India, where labor costs and business conditions are more favorable.51 
This shift generates additional investment opportunities for South Korean SMEs, which retain 
accumulated production expertise and competitive advantage in these sectors. Beyond following 
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South Korean conglomerates abroad, SMEs are also well positioned to supply competitive core 
components locally to global manufacturers operating in advanced economies such as the 
United States and the European Union, particularly in the semiconductor and EV battery sectors.

Whereas large firms have historically led participation in global value chains, SMEs now have 
greater opportunities to participate through overseas investment and exports. Yet many South 
Korean SMEs continue to face barriers, including information gaps, financial constraints, and 
weak overseas networks.52 Given the increasingly challenging global trade environment, 
systematic government support is essential to facilitate SME participation in global value chains.

South Korean SMEs often perceive overseas investment and exports as high-risk endeavors.53 
However, in today’s environment, these activities serve strategic functions such as market 
development, securing resilient supply chains, and building global partnerships. SMEs must 
therefore reassess their perceptions of overseas activities, and the government should 
strengthen policy support to facilitate this shift. Institutional recognition of small-scale, phased 
overseas investments and enhanced support to reduce initial costs related to legal compliance, 
taxation, and licensing are particularly important.

Given the limitations SMEs face when entering global value chains independently, greater 
emphasis should be placed on joint overseas expansion with large South Korean firms. By 
leveraging large firms’ overseas production bases, research facilities, and supply chain networks, 
SMEs can participate in overseas activities as partner firms or technology collaborators while 
reducing risk. The government should develop comprehensive support packages—including 
financing, guarantees, insurance, and administrative assistance—for SMEs engaging in joint 
overseas expansion with large firms.

Meaningful participation in global value chains also requires SMEs to compete based on 
technology and expertise, rather than simply on production or subcontracting. The government 
should support the technological upgrading of SMEs to enable their participation as independent 
firms with competitive capabilities in processes, core components, software, or services. This 
involves providing assistance in obtaining internationally recognized patents, certifications, and 
standards that allow SME technologies to be commercially utilized through overseas investment 
and exports.

Another major challenge for SMEs is the lack of information about overseas markets and 
partners. The government should support SMEs in accessing information on local demand, 
regulatory environments, and potential partners through embassies, trade associations, and 
KOTRA.54 Establishing networking platforms that link SMEs with South Korean firms and experts 
operating abroad would further reduce trial-and-error costs during market entry.

Finally, successful participation in global value chains requires SMEs to develop global 
organizational capabilities. Without personnel with overseas business experience and 
organizational capacity for global operations, sustained success is difficult. The government 
should therefore provide structured education and training programs for SME employees. 
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These training programs should cover macro-level changes in the global trade environment, 
geopolitical risks, the AI-driven technological transition, and supply-chain disruptions. Training 
programs should focus on providing practical knowledge related to overseas markets, 
international contracts, negotiations, and local management. Such support should be viewed 
as a form of public investment in strengthening the international competitiveness of South 
Korean SMEs.

Taken together, the three pillars proposed in this paper constitute a coherent and mutually 
reinforcing external economic development strategy tailored to the realities of a more 
protectionist and geopolitically fragmented global economy. By advancing these three pillars in 
an integrated and consistent manner, South Korea can transform the current external challenges 
into an opportunity to upgrade its growth model from an export-led economy centered on final 
goods produced domestically by large firms to a globally embedded innovation hub in which 
advanced intermediate goods, frontier technologies, and competitive SMEs collectively sustain 
long-term prosperity.
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Rethinking the U.S.-South Korea 123 Agreement in 
a New Strategic Era
By Kayla T. Orta

On November 25, 2015, the United States and South Korea’s joint civil nuclear technology 
agreement, also known as the “Section 123 Agreement,” entered into force, establishing a 
twenty-year framework for the two nations’ bilateral cooperation.1 A decade later, geopolitical 
shifts in the global civil nuclear market, alongside changing regional security dynamics, are 
driving a careful reconsideration—and potential expansion—of the current structure of the U.S.-
South Korea nuclear technology partnership. 

Both Washington and Seoul have long emphasized the importance of the bilateral partnership 
on peaceful-use nuclear technologies. What makes this a critical moment for the U.S.-South 
Korea nuclear partnership is that recent discussions have increasingly commingled civil nuclear 
cooperation with hitherto unexplored nuclear technology for security and defense applications. 
In October 2025, U.S. President Donald Trump traveled to South Korea for his first state visit 
since his reelection and second diplomatic summit with South Korean President Lee Jae Myung 
on the sidelines of the Asia-Pacific Economic Cooperation (APEC) leaders’ summit. While the 
Trump-Lee summit focused on bilateral trade, economic security, and technology-focused 
partnerships, Trump’s post-summit announcement on October 29 granting his approval 
for South Korea to build nuclear-powered submarines (SSNs) took many foreign policy and 
military analysts by surprise.2 South Korea has long argued for the benefit of SSNs in its force 
posture against North Korea’s rising nuclear weapons and missiles programs. Over the years, 
Washington has been hesitant and, at times, largely skeptical of South Korea’s intentions, due 
to potential regional nuclear proliferation implications.3 

The post-summit Trump-Lee Joint Fact Sheet, announced in November 2025, also seemed 
to open the door to renewed bilateral discussion on “the ROK’s civil uranium enrichment and 
spent fuel reprocessing for peaceful uses,” in accordance with preexisting agreements and 
legal guidelines.4 From Seoul’s perspective, the Trump administration’s willingness to include 
civil uranium enrichment and reprocessing (ENR) technologies in last year’s Joint Fact Sheet 
indicates a shift in U.S. policy thinking, potentially signaling that the time is right for South Korea 
to expand its domestic nuclear technology capabilities.5 Readying to meet at the negotiation 
table, the Lee administration speedily assembled an intra-government team to explore greater 
flexibility for South Korean civil-use nuclear activities.6 

Kayla T. Orta is Nonresident Fellow at the Atlantic Council’s Indo-Pacific Security Initiative. She 
also holds concurrent nonresident fellowships at George Washington University’s Institute 
for Korean Studies (GWIKS) and the University of Vienna’s European Centre for North Korean 
Studies (ECNK).
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From Washington, however, the policy response has been less enthusiastic. Hesitancy among 
U.S. policymakers to change long-standing positions on high-risk proliferation technologies 
signals that, though renegotiation talks may occur, the outcomes for U.S.-South Korea civil 
nuclear relations remain uncertain.7 Overall, South Korea’s bid to expand nuclear fuel cycle 
technologies, alongside the potential for South Korean-built SSNs in the Indo-Pacific region, calls 
for deeper consideration of the historical foundations and future-oriented pathways of the U.S.-
South Korean bilateral nuclear partnership. As Washington and Seoul explore options to restart 
nuclear-focused discussions, this paper explores the key drivers of nuclear cooperation—from 
within and outside of the U.S.-South Korea bilateral partnership—reviews the history of today’s 
ongoing debate, and stresses near-term political and industry-driven opportunities for both 
nations.

Historical Legacy: U.S.-South Korea Civil Nuclear Cooperation

Under what circumstances did the United States and South Korea first establish bilateral civil 
nuclear relations? And how has the partnership grown to be a pivotal discussion point in the 
U.S.-South Korea diplomatic and security relationship?  In order to explore future pathways for 
U.S.-South Korea nuclear cooperation, it is important to first understand the historical context of 
the over seventy-year-old partnership.8 U.S.-South Korea civil nuclear cooperation dates back 
to the post-Korean War (1950-1953) period, when South Korea was seeking secure and reliable 
energy sources to reconstruct its national economy. Under President Dwight Eisenhower’s 
“Atoms for Peace” initiative, the United States and South Korea signed a joint Agreement on 
Cooperation Concerning Civil Uses of Atomic Energy in 1956, which effectively launched their 
long-term relationship on the peaceful development of nuclear energy.9

Building on this bilateral cooperation, South Korea institutionalized its national commitment to 
international nonproliferation norms by joining the International Atomic Energy Agency (IAEA) 
in August 1957. Within South Korea’s domestic legal system, the passage of the 1958 Atomic 
Energy Act and the establishment of the Office of Atomic Energy in 1959 laid the groundwork 
for a national nuclear governance structure.10 Within three years of establishing regulatory 
frameworks, South Korea, aided and guided by U.S. technical expertise, constructed its first 
research reactor, KRR-1, which reached criticality in 1962.11 This technical achievement marked 
South Korea’s official entry into the technical field of atomic energy research and development 
(R&D). 

By the late 1960s, South Korea’s rising energy demand and regional security pressures prompted 
further cooperation with the United States and, by extension, the IAEA. In 1967, the United 
States, South Korea, and the IAEA concluded an additional safeguards agreement, facilitating 
the successful construction of South Korea’s second research reactor (KRR-2) and marking 
the nation’s first implementation of international nuclear safeguards.12 These early cooperative 
projects not only assisted the early expansion of South Korea’s civilian nuclear R&D capacity 
but also reinforced IAEA-led nonproliferation and safeguards norms as a central pillar of the 
U.S.-South Korean bilateral partnership.
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In the following decades, the United States and South Korea continued to expand their bilateral 
civil nuclear cooperation. In the 1970s, however, new geopolitical tensions briefly threatened to 
derail South Korea’s focus on peaceful applications of nuclear technology.13 Concerns over North 
Korea’s rising security threat and the potential removal of U.S. troops from the Korean Peninsula 
led then President Park Chung-hee to explore possible avenues for developing an indigenous 
nuclear weapons program. Seoul’s attempts to acquire sensitive nuclear technologies from 
foreign suppliers raised significant concerns in Washington. In response, the United States 
leveraged the continuation of U.S.-South Korea technical cooperation as a means to ensure 
South Korea’s reaffirmation of its commitment to peaceful nuclear development.14 As a result, 
both nations signed a revised bilateral “123 Agreement” in 1974, and South Korea reinforced 
its nonproliferation commitments by joining the Nuclear Non-Proliferation Treaty (NPT) in 1975. 
These actions marked a decisive turning point, firmly anchoring South Korea within the global 
nonproliferation regime.

Following its accession to the NPT, South Korea undertook additional steps to demonstrate 
its strong commitment to nuclear safety, security, and nonproliferation transparency, including 
ratifying the Convention on the Physical Protection of Nuclear Material (1982), signing the 
Comprehensive Nuclear-Test-Ban Treaty (1999), and adopting the IAEA Additional Protocol in 
1999 (ratified in 2004).15 Furthermore, beginning in the 1970s, the South Korean government 
implemented a State System of Accounting for and Control of Nuclear Materials (SSAC), in line 
with IAEA requirements. Institutional developments followed, including the establishment of 
the Technology Center for Nuclear Control (TCNC) in 1994 and its successor, the Korea Institute 
of Nuclear Nonproliferation and Control (KINAC) in 2006, which enhanced the independence 
and effectiveness of safeguards implementation. Collectively, South Korea’s international 
agreements and national-level systems for regulation and accountability reinforced international 
confidence in South Korea’s adherence to peaceful-use nuclear practices.16 

Over time, U.S.-South Korea nuclear cooperation has evolved beyond one-way technical 
assistance into a mature partnership characterized by both collaboration and competition in 
global nuclear markets. Rising rapidly through the ranks, South Korea now stands as the fifth-
largest civil nuclear energy producer in the world—only outpaced by the United States, China, 
France, and Russia.17 Today, South Korea’s state-owned companies, including Korea Electric 
Power Corporation (KEPCO) and Korea Hydro & Nuclear Power (KHNP), operate twenty-six 
reactors in-country, accounting for nearly 30 percent of the nation’s energy mix.18 The nation’s 
R&D institutions, such as the Korea Atomic Energy Research Institute (KAERI), alongside private 
industry leaders, including Doosan Enerbility, Hyundai Engineering and Construction (E&C), 
and Samsung C&T, are driving the next generation of advanced nuclear reactor technologies 
at home and abroad.   

As a whole, the historical trajectory of U.S.-South Korea nuclear cooperation was founded upon 
and has benefited from the dynamic interplay of diplomatic engagement, industry-to-industry 
relations, and, crucially, shared civil nuclear technical and industrial know-how. Emerging from 
postwar reconstruction to become a globally recognized leader, South Korea’s civil nuclear 
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program has been deeply shaped by its sustained U.S. partnership. Amid this growth, the bilateral 
Section 123 Agreement, most recently revised in 2015, has served as a pivotal guiding line for 
U.S.-South Korean civil nuclear cooperation, underscoring shared commitments to advancing 
peaceful-use nuclear technology in accordance with safety, security, and nonproliferation 
standards. 

Nuclear Agendas: U.S. and South Korean Policies

For both Washington and Seoul, nuclear energy policy is gaining momentum. Under the second 
Trump administration, the United States aims to quadruple its domestic nuclear energy capacity 
to 400 gigawatts electric (GWe) by 2050.19 Since returning to the White House, Trump has 
launched a reinvigoration of the U.S. nuclear industry through a series of executive orders 
calling on the U.S. government to “accelerate the secure and responsible development, 
demonstration, deployment, and export of United States designed advanced nuclear 
technologies.”20 At present, the United States operates ninety-four commercial reactors across 
twenty-eight states, amounting to a net generating capacity of 97 GWe.21 Domestically, the U.S. 
government has enacted policies to upscale innovation for existing reactors and provide both 
financial and regulatory support for building new reactors and diversifying fuel supply chains.22 
Beyond this, the Trump administration aims to expand U.S. commercial relevance in the global 
market, proposing a goal of “at least 20 new 123 Agreements” with partner countries by early 
2029.23 

Despite temporary rollbacks, South Korea’s nuclear energy policy is also undergoing sustained 
revitalization, with reactors under construction at home and abroad.24 The country operates 
twenty-six reactors, with another three large-scale APR-1400 reactors under construction.25 On 
February 21, 2025, the South Korean National Assembly approved South Korea’s Eleventh Basic 
Plan for Electricity Supply and Demand, which includes plans for the construction of at least two 
traditional large-scale reactors—with a combined electricity production of 2.8 GWe—and a first-
of-a-kind 700 megawatt (MW) small modular reactor (SMR) by the late 2030s.26 South Korea’s 
nuclear industry—often referred to as “Team Korea”—comprises leading research institutions 
and private engineering and manufacturing firms, representing over seventy years of technical 
expertise.27 Beyond the Korean Peninsula, South Korea is leveraging this strong industrial base 
to actively expand its nuclear export opportunities. After completing construction of four APR-
1400 reactors at the Barakah nuclear power plant in the United Arab Emirates, South Korea’s 
more recent success in securing a nuclear export project to the Czech Republic reflects its 
growing role in global nuclear energy deployment.28

Geopolitical Trends and Global Nuclear Energy Markets

Rising global energy demand—driven in part by the development of energy-intensive 
technologies such as AI—is accelerating advancements in civil nuclear technologies and driving 
newcomer nations to politically and financially invest in partnerships with leading nuclear 
exporters, including the United States and South Korea.29 
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Around the world, the nuclear energy sector is experiencing renewed momentum, marked by 
increased political support for and rising investments in traditional large-scale nuclear reactors 
and next-generation technologies, including SMRs and advanced modular reactors (AMRs).30 
Estimates from the U.S. Department of Commerce project that the global market for new 
reactors could reach USD 500–740 billion by 2030.31 Longer-term projections from the IAEA 
forecast that global nuclear capacity could expand to upwards of 992 GWe by mid-century—
roughly a 2.6-fold increase over 2024 global capacity levels.32 As the global nuclear energy 
market evolves, Washington and Seoul are well positioned to leverage their advanced civil 
nuclear industries, established regulatory frameworks, and decades of operational expertise to 
capture emerging opportunities. 

Several key geopolitical trends are shaping this evolving nuclear landscape. First, the global 
nuclear landscape is expanding as more countries pursue civil nuclear programs. Interest spans 
both emerging and established economies, with nuclear power viewed as a viable solution to 
meet rising energy demands and advance decarbonization goals.  Following the United Nations 
Climate Change Conference (COP28), over thirty nations have declared their intentions to triple 
nuclear energy capacity by 2050.33 Similarly, the World Nuclear Association reports that over 
thirty nuclear newcomer countries are currently considering, planning, or initiating nuclear 
energy projects.34

Second, the geographic center of gravity for nuclear energy development is shifting toward 
the Indo-Pacific region. While historically led by the United States, Canada, and Europe, future 
large-scale and SMR reactor construction projects are concentrated in Asia. With nearly forty 
reactors under construction, China aims to reach 110 GWe of nuclear capacity by 2030, while 
India has announced at least seven new reactor projects for the same period.35 Russia’s 
state-owned Rosatom claims to be constructing forty-eight nuclear-related facilities, including 
multiple export projects across six countries.36 This regional concentration reflects broader 
trends in economic growth and energy demand, underscoring the strategic importance of the 
Indo-Pacific in shaping the global nuclear energy landscape.

Third, the global nuclear market is becoming more competitive, with major suppliers seeking to 
secure export contracts, shape regulatory norms, and expand geopolitical influence. Chinese 
and Russian state-backed firms have captured significant market shares through large-scale 
domestic deployment and can offer competitive financing for nuclear export projects.37 Against 
this backdrop, the United States and South Korea—both as collaborative partners and, at times, 
as competitors—are leveraging advanced technologies, trusted regulatory standards, and 
industrial capacity to offer credible alternatives. Coordinated U.S.-South Korean engagement 
presents a critical opportunity to expand their presence in global markets while reinforcing high 
standards for nuclear safety, security, and nonproliferation.38

Finally, technical innovation and design diversification are reshaping the nuclear sector. AMRs 
and SMRs offer the potential for greater flexibility, lower upfront costs, and enhanced safety 
features compared to traditional large-scale reactors.39 As a result, a growing number of 
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countries are advancing civil nuclear technologies, driving increased global investment and a 
growing pipeline of first-of-a-kind projects scheduled for the coming decades. 

Together, these global trends point to a dynamic—and, increasingly, competitive—nuclear energy 
market, with significant implications for international cooperation and technological leadership. 
For the United States and South Korea, these changes present time-sensitive opportunities to 
advance domestic industries and expand participation in third-country nuclear projects. 

Repeating Cycles: The U.S.-South Korea Renegotiation Debate

The U.S.-South Korean 123 Agreement, revised in 2015, established pathways to capitalize 
on such opportunities. To address long-standing and future challenges in the partnership, the 
reciprocal agreement laid the crucial legal basis for more substantial, interdependent nuclear 
industry cooperation.40 As is common in diplomatic negotiations, however, the resulting 
agreement encapsulated both collaborative successes and structural weaknesses. To some 
extent, the outcomes of previous negotiations were designed to push difficult issues down the 
road for future discussions. Unfortunately, over ten years later, the road is looking much the 
same as before. Now past the midpoint of the agreement—initially set to run until November 
25, 2035, with an additional five-year extension clause—there is a growing sense of urgency 
in South Korea that the U.S.-South Korean cooperation framework is not reaching its intended 
goals.41 Because of this, the United States and South Korea are once again discussing avenues 
to “advance nuclear cooperation initiatives,” and, if agreed upon, expanded options for the 123 
Agreement.42 

The restart of U.S.-South Korean bilateral nuclear discussions is, in many ways, an echo of past 
challenges. These issues date back to the initial five-year-long renegotiations in the 2010s, 
which resulted in the current 123 Agreement. Previously, U.S. and South Korean negotiators, 
ahead of the 1974 agreement’s March 2014 expiration, began consultations on its renewal in 
October 2010. Both sides felt the importance of the renegotiation, as the two nations aimed to 
redefine the nuclear partnership from one historically rooted in South Korea’s dependence on 
U.S. technology to a more balanced partnership that acknowledged South Korea’s rising global 
status as a mature civil nuclear energy producer. As then chief negotiator Robert J. Einhorn 
stated, both sides wanted a “successor agreement that will expand the level of cooperation… 
in the civil nuclear energy area and that will reflect the increased importance that the Republic 
of Korea is playing in the global nuclear energy arena.”43 

Reportedly, the main challenges of the negotiations centered around sensitive technologies 
that could lead to the production of fissile material for nuclear weapons. South Korea expressed 
a desire to expand its civil nuclear fuel cycle—including both uranium enrichment and spent 
fuel reprocessing capabilities—seeking advance approval from Washington to proceed.44 From 
South Korea’s perspective, these technologies would provide much-needed solutions for its 
advancing national nuclear energy program by removing dependence on enriched uranium 
imports, offsetting limited spent-fuel storage capacity, and enhancing the competitiveness 
of the nation’s nuclear export bid. Furthermore, South Korea argued that the U.S.-Japan 123 
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Agreement, which includes a provision for comprehensive, “long-term consent” for Japanese 
reprocessing technologies, set an unfair precedent for which U.S. allies were allowed to pursue 
back-end fuel cycle technologies—an argument that continues to be made today.45

Washington, however, raised concerns over regional example-setting for these higher-risk 
proliferation technologies.46 Especially in the case of the Korean Peninsula, U.S. policymakers 
feared that if South Korea pursued ENR technologies, it would effectively dissolve the 1992 
Joint Declaration on the Denuclearization of the Korean Peninsula, which stated that neither 
North Korea nor South Korea would possess “nuclear reprocessing and uranium enrichment 
facilities.”47 Clearly, North Korea—utilizing ENR capabilities for its nuclear weapons program—
had repeatedly violated the agreement; however, the prevailing U.S. policy thought at the time 
stressed the importance of the 1992 inter-Korean agreement in the eventuality that North Korea 
returned to denuclearization talks.48 

Despite consultations in Washington and Seoul, negotiators struggled for years to balance 
both sides’ interests, requirements, and limitations. At the conclusion, the proposed agreement 
aimed to address South Korea’s nuclear aspirations within the bounds of U.S. nonproliferation 
policies by designing and implementing a bilateral cooperative framework to explore—and 
potentially open the door to—U.S. approval of South Korea’s development of ENR capabilities. 
As Einhorn stated during a speech in October 2013, the U.S. government’s stance on South 
Korea’s pursuit of ENR technologies was not a permanent “no, never” but rather a statement of 
“not now.”49 As agreed upon in the 2015 123 Agreement, the route to future capabilities would 
run through the newly established High-Level Bilateral Commission (HLBC), which would act as 
the official bilateral channel for regular discussions, and a ten-year Joint Fuel Cycle Study on 
spent fuel storage and reprocessing technologies, including electrochemical processes such 
as pyroprocessing.50 

This point was well emphasized by U.S. Assistant Secretary of State for International Security 
and Nonproliferation Thomas M. Countryman during his statement before the U.S. Senate 
Committee on Foreign Relations in October 2015. He said that the renewed 123 Agreement 
“contains a set of pathways toward possible U.S. Government decisions in the future on whether 
to grant advance consent to the ROK to enrich or reprocess U.S. obligated nuclear material.”51 
Critically, details as to when, where, and how these technologies would be jointly developed in 
the future were not specified, though the prevailing assumption was that if joint studies resulted 
favorably, then any advancements in commercial ENR technologies would be pursued jointly 
and likely under U.S. leadership and oversight.

As such, the 2015 123 Agreement exemplified mutual compromise, balancing U.S. nuclear 
nonproliferation concerns and South Korean nuclear industry ambitions. However, the 
agreement’s much-praised strengths could also be seen as its greatest weaknesses. By 
focusing on reaching a diplomatic win for both sides, the negotiations resulted in kicking the 
conversation on ENR capabilities down the road.52 For Washington, negotiators emphasized 
that the United States had not given prior consent for proliferation-sensitive technologies, while 
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South Korean policymakers, in turn, championed the deal as a step in the right policy direction, 
laying out the requisite pathway toward the future development of ENR capabilities.53

Since June 2015, the gaps in U.S. and South Korean thinking on the 123 Agreement have 
only widened. Additionally, weaknesses in the joint implementation of the pact, as well as rifts 
in leading U.S. and South Korean nuclear companies, placed increasing pressure on the civil 
nuclear partnership. Officially launched in Seoul in 2016, the HLBC aimed to facilitate two-way 
agency-level engagement for “strategic cooperation between the parties and ongoing dialogue 
regarding areas of mutual interest in civil nuclear energy, including the civil nuclear fuel cycle” 
and initially focused on four working group areas of critical interest and cooperation: 1) spent 
fuel management, 2) promotion of nuclear exports and export controls cooperation, 3) assured 
fuel supply, and 4) nuclear security.54 Steered by the working groups, the HLBC convened at the 
intersection of both nations’ diplomatic, technical, and regulatory expertise. Though the HLBC 
successfully convened in April 2016, January 2017, and August 2018, regular meetings soon 
ceased.55 As industry tensions rose over the Westinghouse-KHNP intellectual property rights 
dispute, both U.S. and South Korean diplomatic capital turned toward seeking cooperative 
solutions to the corporate disagreement, which hampered progress on expanding U.S.-South 
Korean joint nuclear reactor export projects. The “prolonged hiatus” of the HLBC has remained 
a source of frustration for the South Korean government’s nuclear-focused agencies.56

Moreover, the planned deadline for the ten-year Joint Fuel Cycle Study—launched in 2011—
also quietly passed without large-scale public disclosure of its findings. According to the 
123 Agreement, the study intended to explore the technical feasibility, economic viability, 
and nonproliferation acceptability of spent fuel management and disposition technologies, 
including reprocessing. Overall, the joint study was highly unique in form, requiring a specialized 
Technology Transfer Agreement (TTA) for cooperation between the U.S. Department of Energy’s 
Idaho National Laboratory (INL) and KAERI.57 In 2021, South Korea’s Ministry of Science and ICT 
reported that the ten-year project’s findings were largely inconclusive regarding the feasibility 
of pyroprocessing and required further research.58 

Overall, the lack of perceived progress across these key pillars of the 123 Agreement has 
locked the U.S.-South Korean civil nuclear relationship in a looping cycle of frustration.59 
Apparent inaction on issue areas that South Korea increasingly views as points of national 
security interest—including nuclear fuel import dependencies and limitations in spent fuel 
waste storage—has caused strain on U.S.-South Korean civil nuclear cooperation. Conversely, 
U.S. policymakers’ thinking on the necessity of nonproliferation constraints has not changed, 
but rather been reinforced over the last decade.60 While the argument for a return to the initially 
agreed-upon processes and frameworks—including restarting the HLBC—is reasonable, the 
possibility of receiving a different outcome to the brokered 2015 agreement on advance U.S. 
approval for ENR technologies at this time seems unlikely. 

That being said, near-term prospects for industry-to-industry relations on these topics may 
be improving. U.S.-based commercial entities—driven in part by the revitalization of the U.S. 
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nuclear industry—are seeking to expand domestic uranium enrichment and, contrary to past 
U.S. thinking, launching commercial-level spent fuel recycling projects with U.S. government 
support.61 Further shifts in U.S. political and commercial thinking on spent fuel recycling could 
be on the horizon. On the sidelines of U.S.-South Korean diplomatic engagement, there may 
be opportunities for South Korea to have a stake in early-stage enterprises for traditional and 
advanced fuel production.  

The process and potential outcomes from a current bilateral discussion over renegotiating the 
U.S.-South Korean civil nuclear cooperative framework remain uncertain. Despite this, there 
are clear pathways forward for the United States and South Korea to reestablish a more future-
oriented and successful partnership.

U.S.-South Korean “Future-Oriented” Nuclear Partnership

As Washington and Seoul explore strategies to reaffirm and strengthen the existing—or, 
potentially, renewed—framework for the U.S.-South Korean partnership on civil nuclear energy, 
they should take into consideration several areas of near-term opportunity, including 1) AI-driven 
nuclear industry revitalization, 2) traditional and advanced nuclear fuel supplies, and 3) spent 
fuel management and long-term storage strategies. 

AI-Driven Nuclear Energy Revitalization

Amid the U.S.-China race for global AI leadership, Washington is gradually positioning nuclear 
energy as a much-needed solution to providing a high-intensity, reliable energy supply for 
data centers. Increasingly, the U.S. government and large technology firms are exploring “civil 
nuclear energy to fill the critical gap in wattage for AI development” and deployment.62 As 
nuclear energy is reframed as essential for the U.S. national AI agenda, there are timely and 
important opportunities for the U.S.-South Korea nuclear partnership to play a critical role in the 
rising AI-nuclear nexus.63

The Trump administration has explicitly emphasized the need for new nuclear reactors, either 
traditional large-scale or SMRs, to provide baseload energy for AI-related infrastructure.64 To 
accomplish fast-paced nuclear reactor construction, the U.S. commercial nuclear industry 
will turn to trusted vendors to ensure a reliable supply chain for critical reactor components, 
including South Korean companies. For example, South Korean firm Doosan Enerbility has 
supplied major nuclear equipment, including steam generators, for the Vogtle nuclear power 
plant’s Westinghouse-designed AP-1000 reactor units 3 and 4—the United States’ most recent 
large-scale nuclear construction projects.65 Similarly, Fermi America launched a cooperative 
partnership with Doosan Enerbility and Hyundai E&C to construct four AP-1000 reactors as part 
of the company’s planned 11 GWe Project Matador initiative in Amarillo, Texas, with construction 
planned for 2027.66 

Additionally, as more U.S. big tech companies, such as Amazon, Google, Meta, and Microsoft, 
target nuclear energy for on-the-grid or behind-the-meter energy solutions for data centers, 
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South Korean companies have a window of opportunity to participate in early-mover market 
engagement, particularly for first-of-a-kind SMRs and advanced nuclear fuel projects.67 In 
August 2025, X-energy, Amazon, KHNP, and Doosan Enerbility signed a strategic collaboration 
agreement in support of the construction of generation-IV Xe-100 SMRs and TRISO-X fuel 
production in the United States.68 

Looking ahead, Washington and Seoul should continue to capitalize on near-term opportunities 
for new AI-driven nuclear initiatives, strengthening industry-to-industry partnerships. These are 
but a few examples of how South Korea’s key public institutions and private firms—including 
KHNP, Doosan Enerbility, Hyundai E&C, and Samsung C&T—are actively contributing to the 
development of next-generation nuclear energy technologies in the United States.69 Such 
trusted technology partnerships will be indispensable for ensuring the timely, on-budget 
buildup of the U.S. nuclear industry. For South Korea, early buy-in to U.S. nuclear projects can 
serve to reinforce South Korean companies’ international position as globally trusted nuclear 
technology innovators. 

Traditional and Advanced Nuclear Fuel Supplies

As the United States and South Korea target rapid, innovative timelines for growing their 
domestic nuclear fleets, while simultaneously eyeing openings for international nuclear export 
deals, the importance of long-term availability and reliability of supply for traditional nuclear 
fuels, including low-enriched uranium (LEU, LEU+), as well as advanced fuel types such as high-
assay low-enriched uranium (HALEU), is ever more pressing. 

Notably, South Korea, despite being the world’s fifth-largest nuclear energy producer, does 
not operate industrial-scale facilities for uranium enrichment—a vital first step in nuclear 
fuel production.70 Because of this, South Korea’s reactor fleet depends entirely on imported 
enriched uranium. Previously, South Korea’s dependency on imported LEU represented little 
concern, due to the wide availability of natural uranium and the nation’s long-time export-import 
partnerships with key LEU suppliers. However, geopolitical challenges—triggered by Russia’s 
invasion of Ukraine and the international community’s efforts to move away from Russian-
produced LEU—have caused South Korea to reevaluate its LEU import strategies.71 In 2024, 
the country imported roughly 1,209,340 kilograms of enriched uranium from major suppliers, 
including Russia (45 percent), Canada (17 percent), Australia (15 percent), and France (7 percent), 
among others.72 Since the United States enacted the Prohibiting Russian Uranium Imports Act 
on May 13, 2024, South Korea has started to shift the trajectory of its own LEU import plans, 
including by sourcing less from Russia.73 In this context, South Korea is increasingly comparing 
its LEU import dependency to supply vulnerabilities associated with fossil fuel imports, leaving 
the nation potentially exposed to geopolitical risks and supply disruptions.74

To address fuel cycle insecurities, the United States and South Korea should explore routes to 
advance commercial fuel supply assurances for both traditional and emerging nuclear fuel types. 
Already, steps are moving in the right direction. On February 4, 2025, Centrus Energy—one of 
the fastest-growing uranium enrichment companies in the United States—and KHNP signed a 
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ten-year purchasing contract for LEU shipments from Centrus Energy’s American Centrifuge 
Plant in Piketon, Ohio.75 Expanding the partnership, KHNP and POSCO International signed a 
non-binding memorandum of understanding (MOU) with Centrus Energy to explore investment 
opportunities to expand U.S. enrichment capabilities and to pursue additional purchasing 
agreements for LEU and HALEU.76 Additionally, the U.S. Export-Import Bank’s announcement to 
provide up to USD 1.8 billion to South Korean nuclear operators to purchase LEU from General 
Matters signals continued market opportunities for the U.S.-South Korea nuclear partnership.77 

Lastly, the Trump administration’s reassessment of U.S.-based recycling of spent nuclear 
fuel is also leading to an uptick in public-private R&D, as well as interest and investment in 
commercial reprocessing in the United States.78 With support from the U.S. Department of 
Energy’s Advanced Research Projects Agency-Energy (ARPA-E) program, U.S. company Curio, 
in partnership with U.S. national laboratories, has completed laboratory-scale demonstrations 
of its NuCycle technology aimed at recycling spent nuclear fuel.79 At the commercial level, Oklo 
announced plans in September 2025 to build a USD 1.68 billion commercial nuclear fuel recycling 
facility for operation by the early 2030s in Oak Ridge, Tennessee.80 As the U.S. commercial 
sector continues to explore recycling projects, there may be opportunities for public-private 
engagement with South Korean industry, similar to existing LEU purchasing partnerships.

Moving forward, any revisions to the U.S.-South Korean 123 Agreement—and, potentially, by 
extension to the HLBC—will need to reconcile South Korea’s legitimate priorities for energy 
resilience and industrial growth with longstanding U.S. commitments to nonproliferation 
leadership. Maintaining this balance will be critical for both parties to jointly advance nuclear 
energy industries that are secure, sustainable, and resistant to proliferation risks.

Spent Fuel Management and Long-Term Storage

As large-scale nuclear energy producers, the United States and South Korea have a vested 
interest in the safe, secure, and reliable long-term storage of spent nuclear fuel (SNF). Neither 
country possesses final storage solutions for SNF, relying on short-to-medium-term storage 
in reactor spent fuel pools (wet storage) or on onsite dry casks designed to contain radiation 
for several decades.81 As Seoul grapples with growing challenges in spent fuel management, 
Washington’s extensive regulatory and technical expertise provides a strong basis for expanded 
collaboration.

Over the years, South Korea has increasingly sounded the alarm on the nation’s dwindling 
capacity for SNF short- and long-term storage. In September 2025, the National Assembly 
received reports from KHNP that South Korea’s oldest reactor plants, Kori and Hanbit, will reach 
storage capacity limits by the early 2030s.82 Based on reports, South Korea’s stored SNF was 
estimated at approximately 19,110 metric tons (MT) of uranium across its five commercial nuclear 
power plants in 2024.83 In the United States, approximately 95,000 MT of SNF are stored at 
seventy-nine licensed sites across the country; however, South Korea’s limited landmass and 
smaller number of nuclear power plants create constraints on storage capacity, raising the 
urgency for near-term management and long-term disposal solutions.84 
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In addition to commercial nuclear waste, South Korea’s research and medical industries have 
produced a total of 137,864 drums (sized at 200 liters each) of radioactive waste.85 Following the 
example of other nuclear-producing nations, South Korea established a low- and intermediate-
level radioactive waste (LILW) disposal center, the Korea Radioactive Waste Agency (KORAD) 
in January 2009. Of the 137,864 drums of solid radioactive waste, only 32,475 drums as of 
March 2024 met the criteria for LILW and were transported to KORAD for permanent disposal.86 
Boasting a total capacity of 100,000 drums of LILW solid waste storage, KORAD addresses 
South Korea’s LILW storage needs; however, the complex is not rated for high-level nuclear 
waste such as spent reactor fuel. On February 27, 2025, the National Assembly passed the 
High-Level Radioactive Waste Special Act to address the growing need for high-level waste 
storage.87 The special act includes specified timelines for the construction and operation of an 
interim nuclear waste storage and permanent disposal storage facilities by 2050 and 2060, 
respectively.88 

As South Korea’s commercial nuclear industry is under increasing pressure to find a solution 
to the waste storage problem, there is an opportunity for the United States and South Korea 
to develop and invest in near-term options. In 2015, Doosan, partnering with NAC International 
under a technology cooperation agreement, developed an SNF storage system for use in 
South Korea, and later became the first South Korean company to export dry casks to the 
United States in 2021.89 Additionally, Orano TN (a U.S. subsidiary of a French-owned nuclear 
fuel cycle company), SeAH Besteel, and KEPCO Engineering & Construction signed an MOU 
for collaboration on the safe, secure management of South Korea’s used nuclear fuel in dry 
storage.90 Recently, KHNP selected Doosan Enerbility and NAC International to jointly design 
an indigenous dry cask storage system in South Korea, aiming for regulatory approval by 
2027.91 Building on these industry-to-industry partnerships, the United States and South Korea 
can focus on near-term SNF management and storage solutions, targeting swift technology 
development and sector buildup to address South Korea’s SNF capacity limitations. 

Dual-Use Challenges on the Horizon

As mentioned above, the U.S.-South Korea nuclear partnership is facing new challenges in 
the form of overlapping agendas on the civil nuclear front and the newly introduced potential 
of South Korean-built SSNs. On November 13, 2025, the White House’s Joint Fact Sheet gave 
“approval for the ROK to build nuclear-powered attack submarines.”92 Even more interestingly, 
the statement specified that “The United States will work closely with the ROK to advance 
requirements for this shipbuilding project, including avenues to source fuel.”93 The injection of 
military-use nuclear technologies complicates the overall partnership—blurring the lines that 
were previously clearly delineated under the U.S.-South Korean civilian nuclear partnership. 

For the Lee administration, the news was a welcome surprise, but one that produced more 
questions than answers. On the sidelines of APEC, Lee had requested U.S. support for acquiring 
nuclear fuel for submarines as part of South Korea’s plans for a defense buildup to address 
North Korea’s expanding weapons of mass destruction (WMD) program.94 Trump’s endorsement 
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of South Korea’s independent pursuit of SSNs instead has raised questions in Washington 
and in Seoul over what this would mean in practice. Unlike the U.S. AUKUS Pillar I agreement 
with the United Kingdom and Australia, this would not be a technology transfer agreement 
for U.S.-built SSNs and the highly enriched uranium (HEU) fuel necessary for their operation.95 
Rather, this statement seems to indicate overarching approval for South Korea’s independent 
pursuit of nuclear-propulsion submarines.96 However, under the current U.S.-South Korean 
123 Agreement, South Korea cannot pursue HEU fuel production, limiting future SSN designs 
to LEU or as yet untested HALEU fuel systems.97 Furthermore, Trump’s statement that South 
Korean SSNs would be built at the U.S. Philly Shipyard has raised additional concerns over the 
lead time necessary to upgrade the decades-old shipyard for SSN manufacturing.98

Implementing the White House’s statement may prove difficult legally, as the agreement would 
necessitate a completely new type of nuclear cooperation between the two countries. Under 
the 2015 123 Agreement, the United States and South Korea are limited to cooperating on 
peaceful uses of nuclear technologies. According to Article 13 of the agreement, “Nuclear 
material, moderator material, equipment and components transferred… shall not be used for 
a nuclear weapon or any nuclear explosive device, for research on or development of any 
nuclear explosive device, or for any military purpose.”99 As such, both countries would not be 
able to leverage the existing nuclear agreement for SSN development—even if South Korea 
were to pursue a French-style SSN design powered by LEU, as some in the Lee administration 
have suggested.100

To move forward on SSN-related collaboration, the United States and South Korea will need 
to establish separate tracks for peaceful- versus military-use nuclear cooperation—each 
necessitating different political and legal frameworks.101 Depending on the nature of the joint 
SSN project, the United States would have to establish new technology and fuel transfer 
agreements, which could include discussions on U.S.-produced LEU, HEU, or even HALEU fuel 
as well as legal structures for the transfer of U.S.-produced materials and equipment. Beyond 
this, South Korea would also need to modify its IAEA Comprehensive Safeguards Agreement, 
adding the inclusion of an Article 14 provision for IAEA verification that nuclear material is not 
being diverted to a nuclear weapons program. 

Overall, the recent U.S.-South Korean SSN discussions add another layer of complexity to the 
evolution of the nuclear partnership. Though not insurmountable, both nations should exercise 
caution moving forward, especially given how this development will relate to South Korea’s 
preexisting political and legal obligations for civil nuclear cooperation.

Looking Down the Road

The United States and South Korea’s recent refocusing on the bilateral 123 Agreement 
demonstrates the strategic importance—to both states—of the cooperative nuclear partnership. 
Over the past decade, the U.S.-South Korea nuclear partnership has continued to grow, 
capitalizing on critical opportunities of importance to both parties. 
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As U.S. and South Korean negotiators reenter conversations over areas of improvement for 
the 2015 123 Agreement, both sides should approach the issues with clear eyes, evaluating 
strengths in equal measure to perceived weaknesses. Restarting regular, high-level working 
groups—whether in the form of the HLBC or a newly designed official coordination body—should 
rank high on the agenda. Most importantly, future U.S.-South Korean bilateral consultations 
should incorporate public-private partnerships: to be successful, industry leaders should not be 
left out of the conversation. Additionally, there should be clarification regarding the timeline for 
the U.S.-South Korean Joint Fuel Cycle Study and the feasibility—politically, economically, and 
in terms of nonproliferation—of reprocessing technologies. Lessons from the United States’ 
recent uptick in private-sector leadership on spent fuel recycling technologies could feed into 
these discussions. 

The pursuit of improvements, however, should not overshadow the foundational frameworks 
currently in place to strengthen the U.S.-South Korean nuclear cooperative partnership in the 
long run. Moreover, as the long-term political dimensions are readdressed, both sides should 
not overlook the near-term commercial successes and yet unexplored opportunities that lie 
ahead for the U.S.-South Korea nuclear partnership.
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Redefining National Security Governance through 
Access and Compute: U.S.-South Korea Export 
Controls on AI Infrastructure
By ChangHee Kim

AI has emerged as a core strategic asset, and its performance depends less on the models 
themselves than on the data centers and high-performance compute resources—the total 
computational power, measured in graphics processing unit (GPU) hours, used to train 
and operate AI systems—that support them. Such infrastructure can enable the diffusion 
of technology through mere access, without any physical transfer of equipment, creating a 
structural challenge for export control regimes designed on the premise of physical exports.

The U.S. and South Korean export control systems remain structured around the cross-
border movement of tangible items and technical documents. In a borderless AI infrastructure 
environment, however, the actual route of technology transfer is determined less by where 
servers are located than by who can access which compute resources and data, and with what 
entitlements. Current export control regimes do not adequately capture this reality.

South Korean companies making large-scale investments in AI infrastructure in the United 
States are simultaneously subject to U.S. export rules, which treat the release of controlled 
technology to foreign persons within the United States as an export, and to South Korea’s 
strategic technology control system. In this process, the same behavior—for example, a South 
Korean engineer remotely accessing a U.S. data center—can be interpreted differently under 
the two systems, amplifying regulatory uncertainty and investment risk.

This paper argues for a transition from hardware-centric export controls to compute-centric 
export governance. It proposes redefining AI data centers not as assets located inside or outside 
physical borders, but as “borderless strategic assets” managed through access entitlement 
structures. It discusses how Zero Trust—a cybersecurity principle that requires identity 
verification and authorization at each access point—and real-time access control can apply to 

ChangHee Kim is a global trade compliance professional with over 20 years of experience 
specializing in U.S. and South Korean export controls (ITAR/EAR and Korean strategic items 
regulations), reexport compliance, and national security governance.
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the AI Basic Act and data governance legislation, and has contributed to shaping Korea’s AI 
governance discourse through his published work in the field. Any remaining errors are the 
author’s own.
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national security governance. Specifically, the paper: 1) shows that technology transfers in AI 
data centers are shifting from physical movement to access entitlement structures; 2) identifies 
a growing misalignment between data protection law and export control law; 3) proposes 
compute quota and risk-tiered Zero Trust-based access governance as new policy control 
concepts; and 4) links functional weaponization of AI to export and access control debates.

Recent policy developments in both countries emphasize the importance of these policy 
questions. In March 2026, the U.S. Department of Commerce drafted rules that would require 
licenses for virtually all AI chip exports globally, adding conditions to transfers of more than 
200,000 chips on recipient countries agreeing to build AI data centers in the United States.1 
In South Korea, the AI Basic Act entered into force on January 22, 2026, establishing risk 
management obligations for high-performance AI systems, with phased enforcement beginning 
in 2027.2 Seoul also began distributing the first tranche of a 10,000-unit national GPU pool 
in March 2026.3 Taken together, these developments create new opportunities for policy 
coordination between the United States and South Korea, but also expose governance gaps 
that neither side is yet well-positioned to manage alone.

The End of Physical Borders and the Rise of Compute

The problem of AI governance fundamentally clashes with assumptions about technology 
transfer on which traditional export control systems were built. Those systems evolved on the 
premise that strategic technologies physically cross borders. From the Coordinating Committee 
for Multilateral Export Controls—the informal multilateral export control regime of the Cold War—
to the post-Cold War Wassenaar Arrangement, multilateral regimes have focused on controlling 
the movement of physical equipment and technical documents.4 Semiconductors, precision 
machinery, and telecommunications equipment remain among the key controlled items today.

This challenge has taken on new urgency under the current policy environment. In January 
2025, the Donald Trump administration issued an executive order prioritizing U.S. leadership 
in AI infrastructure, signaling a continued emphasis on compute access within U.S. national 
security policy.5 In South Korea, the Lee Jae Myung administration has similarly identified 
AI and semiconductor supply chains as strategic priorities, pursuing domestic AI capability 
development while deepening investment ties with U.S. cloud and data center ecosystems.6 
These parallel policy imperatives—U.S. efforts to maintain technological leadership and South 
Korea’s ambitions to secure AI infrastructure capacity—create both alignment opportunities 
and governance gaps.

The spread of AI technologies is now substantively shaking the physical-transfer premise of 
export control regimes. Today, strategic AI capabilities can rapidly diffuse without physical 
transfers, through access to compute resources and data. For example, if an actor has long-
term access to a high-performance GPU cluster—an array of specialized processors optimized 
for the parallel computations required to train and run AI models—and continuously uses it to 
train and refine models, it can accumulate strategic AI capabilities without any movement of 
hardware.
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In this environment, the central axis of national security risk is shifting from the question of 
“What has moved?” to “Who can access which compute resources?” Consider the case of 100 
identical GPUs. If they are shared among research institutions in multiple allied countries, rather 
than being monopolized by a single organization in one location, the physical configuration may 
be the same, but the security implications can be very different. The real risk is determined by 
how much compute a particular actor can concentrate and for how long. (For a more detailed 
explanation, see Appendix A.)

As the AI market grows, data centers and high-performance compute infrastructure have 
become core elements of strategic competition. South Korean firms have become major 
investors and operators in the U.S. AI ecosystem, yet current export control systems were not 
designed to address compute access as a new channel for technology diffusion.7

This paper is informed by broader compliance and policy debates in export control and AI 
governance. Policy discussions and compliance commentary increasingly highlight deep 
uncertainty in cloud-based AI infrastructure environments that cannot be easily addressed 
using traditional metrics such as server location or equipment counts, with growing concern 
that legitimate technical activities may fall into a regulatory gray zone.8 The purpose of this 
paper is therefore not to offer a final institutional blueprint but to identify the policy questions 
that now require closer U.S.-South Korea coordination. In particular, it seeks to explore a new 
governance framework that allows security and industrial innovation to coexist by focusing on 
two axes: access rights and compute quotas.

The paper makes three main points. First, AI infrastructure is no longer transferred primarily 
through the movement of hardware, but through access. High-end AI capabilities can spread 
across borders solely via remote access to data center resources and compute—without the 
physical relocation of equipment.

Second, simply allowing long-term, repeated use of compute resources can enable the transfer 
and accumulation of strategic capabilities, even in the absence of any formal provision or 
disclosure of the underlying technology. Even with identical hardware configurations, an actor’s 
cumulative use of compute over time can yield a qualitatively different level of functional AI 
capability.

Third, in response to these changes, export control regimes should move beyond a perspective 
centered on physical equipment and technical documentation, and reconsider computation 
and access as core units of control. The argument here is not that existing systems should be 
replaced, but that they no longer fully capture the security risks and compliance uncertainties 
posed by AI infrastructure environments.

In practice, the current export regime appears markedly less effective at capturing computation- 
and access-based risks in cloud and multi-tenant environments—where different organizations 
share the same physical infrastructure but are logically separated through virtualization and 
access controls—than in traditional on-premises settings. 
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AI Data Centers and the Borderless Nature of Access-Based Transfers

In AI infrastructure environments, technology transfer can no longer be adequately described 
in terms of physical movement or the transmission of documents alone. In large-scale AI data 
centers and cloud-based computing infrastructures, it is not the physical location of servers 
but rather who can access which compute resources and datasets, and with what kind of 
authorization, that effectively determines the scope of the “transfer.”

In the case of multinational enterprises, data centers operated by the U.S. affiliate of a South 
Korean organization may be located either in South Korea or in the United States, and the 
nationality and residence of personnel with access rights to those data centers are highly 
diverse.9 In these settings, the actual pathways through which technology and data move are 
defined by access-control structures rather than national borders, and usage patterns and 
associated risks are difficult to understand based solely on physical location.

The Prior Evolution of Data Protection Law

Data protection law in some countries has already incorporated this reality to a significant 
extent. Both the European Union’s General Data Protection Regulation (GDPR) and South 
Korea’s Personal Information Protection Act (PIPA) interpret cross-border transfers of personal 
data as encompassing not only the physical transmission of data, but also conduct that makes 
data accessible from abroad.10 Even if servers are located domestically, supervisory authorities 
generally apply regulations governing cross-border transfers if overseas personnel can remotely 
view or process personal data.11

This regulatory logic is not confined to data protection. It is gradually being extended to other 
regulatory regimes that govern the transfer of technology and industrial capabilities.12

Moreover, under the U.S. export control system, this kind of access-based use is discussed as 
a core issue in determining how technology should be controlled.13 For example, consider a 
scenario in which an AI model developed and trained on a server in Seoul is remotely accessed 
by an affiliate researcher in Silicon Valley via a virtual private network (VPN) to analyze its 
architecture or conduct additional training. Even if the AI model and associated know-how 
are not physically transferred abroad, there is a question of whether export control rules treat 
this as a transfer of technology if foreign personnel can, in practice, access and utilize that 
technology. Ultimately, in AI infrastructure environments, the criteria for technology transfer are 
shifting from the storage location of technology or the routing of data flows toward who can 
access and exploit that technology.

Structural Limitations of Export Control Regimes

By contrast, the U.S. Export Administration Regulations (EAR) and International Traffic in Arms 
Regulations (ITAR), as well as South Korea’s systems for controlling strategic goods and 
strategic technologies, remain grounded in a traditional concept of technology provision and 
disclosure and do not fully reflect today’s reality.14 The U.S. export regime similarly treats the 
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“release” of controlled technology to foreign persons in the United States as an export, but its 
regulatory focus lies on whether the substantive contents of the technology or software have 
been disclosed.15

As a result, there are interpretive gaps regarding how to distinguish and regulate access to 
high-performance GPU resources, on the one hand, and the transfer of controlled technical 
information, on the other. These ambiguities leave room for regulatory arbitrage and create 
burdens on both policymakers and industry by undermining companies’ ability to predict what 
levels of access and collaboration are permitted.

South Korea’s regime is also framed primarily around active conduct, such as the provision, 
transmission, and teaching of technology, and does not explicitly capture access-based 
usage patterns as a distinct regulatory unit. For example, whether the act of a South Korean 
engineer utilizing GPUs in a U.S. data center via Application Programming Interface (API) calls—
standardized requests sent over a network to access and trigger specific functions in a remote 
system—constitutes the provision of a controlled strategic technology is, under the current text 
of the law, open to interpretive dispute.

Furthermore, both traditional forms of remote access, such as encrypted Secure Shell (SSH) 
connections or console logins, and API calls that expose high-risk functions can amount to 
substantive access to compute in AI infrastructure environments.16 For instance, if a South Korean 
engineer can repeatedly invoke APIs such as “/train,” “/fine-tune,” or “/target-detection” against 
a model deployed in a U.S. data center to perform military- or security-related AI functions, this 
could result in a significant level of functional capability being transferred to and concentrated in 
a particular actor, even in the absence of any transfer of technical documentation. Nevertheless, 
current export control rules do not explicitly treat such API-based access to computation as an 
independent regulatory category, creating a gray area that will require dedicated discussion to 
design U.S.-South Korea joint governance mechanisms.17

Consequently, while an access-rights-based notion of transfer has been substantially codified 
in the field of data protection, the export control space remains anchored in a physical and 
act-based framework, creating potential regulatory misalignment. This misalignment should 
be addressed through close policy and governance coordination within the U.S.-South Korea 
alliance. 

Compute Quotas: A New Policy Control Concept and Its Institutional 
Implications

Current export control regimes focus on acts of providing or disclosing technology and on the 
physical movement of equipment. The actual amount of compute used is not yet treated as an 
independent regulatory unit. Existing debates have mainly emphasized the number of GPUs 
and the performance of individual devices, but in practice, AI capability is determined by the 
cumulative compute quota—the total amount of AI compute resources that a particular actor 
uses over a specified period—consumed over time.18
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Here, compute quota refers to the combination of usage time, the number of devices used in 
parallel, and workload intensity that yields functional capability. It is this capability that must 
become the object of control if the United States and South Korea are to manage substantive 
technology transfer and capability accumulation in a borderless infrastructure environment.

For example, assume that an identical configuration of 100 H100 GPUs is available. If one 
organization runs them for only two days on an experimental basis, while another organization 
uses the same configuration almost every day for six months to train large-scale models, the 
visible hardware is the same, but the magnitude and character of the AI capability accumulated 
are completely different. The former is likely to remain at the level of short performance tests 
or demos, whereas the latter can repeatedly train and refine massive models, rapidly building 
strategic-level AI capabilities that can be directly deployed for military and security missions 
such as precise target identification, situational awareness, and cyber operations automation.

This paper treats compute quota not simply as a technical measure, but as a policy concept that 
may help define the upper bound of permitted AI capability accumulation. Rather than controlling 
individual equipment movements, the idea is to manage the upper bound of AI functionality that 
a particular actor may accumulate. Instead of focusing solely on controlling physical transfers, 
the key question for export licensing and joint governance centers on how much AI compute 
will be permitted. Once compute quota is introduced as a concept, policymakers can move 
beyond asking about the destination and quantity of GPU exports and focus instead on how 
much countries, organizations, and projects use AI compute. This can serve as a useful policy 
tool for preventing specific countries or actors from concentrating and accumulating strategic 
AI capabilities over long periods.

At the same time, compute alone does not determine the quality or significance of a technology 
transfer. In practice, strategic AI capability also depends on model architecture, data quality and 
availability, engineering expertise, organizational learning, and the operational context in which 
systems are deployed. Compute quota should therefore not be understood as a universal proxy 
for all forms of AI risk, but as a policy handle that is most informative where sustained access to 
high-performance compute is coupled with frontier model training, capability concentration, and 
high-risk functional deployment. In other domains, such as narrow, data-limited applications or 
environments where talent and organizational capacity are the binding constraints, compute-
centric controls should be supplemented by other regulatory instruments and risk indicators.

Institutional Gaps in U.S.-South Korea Export Controls

The export control systems of the United States and South Korea increasingly recognize 
that high-performance computing resources are a key determinant of AI capability. However, 
neither country has yet to institutionalize compute quotas as an independent control concept. 
The United States indirectly controls compute capacity through export restrictions on high-
end GPUs and data center equipment, but regulations focus on performance thresholds and 
quantity limits for individual hardware items.19 South Korea’s system likewise centers on the 
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provision and transfer of technology, making it difficult to systematically capture the cumulative 
and continuous use of compute.20

As a result, if an actor maintains the same hardware configuration but conducts large-scale 
cumulative compute over an extended period, it can accumulate strategic AI capabilities within 
a regulatory gray zone. Even if GPUs are imported under an export license and then used 
to provide compute to a specific actor that far exceeds what was initially anticipated, current 
regimes have limited ability to detect or manage that change.

The compute quota concept addresses these gray areas and offers a starting point for U.S.-
South Korea joint governance discussions. Concretely, this would mean shifting the regulatory 
focus from whether equipment has been brought in to who is continuously using how much 
compute, and incorporating compute quotas as a core variable in licensing, notification, and 
reporting frameworks. For allied countries, a tiered structure could be designed in which higher 
ceilings and more flexible operation are permitted, creating an institutional basis for the United 
States and South Korea to jointly monitor and manage the concentration of sensitive compute 
resources.

Borderless Strategic Assets and Zero Trust as a Policy Logic

Current export control systems rely primarily on ex ante regulation, through document 
submissions and licensing reviews, combined with ex post reporting and audits. This approach 
can be effective for controlling imports and exports of physical equipment, but it faces clear 
limitations in cloud-based AI infrastructure, where access to compute can shift rapidly. Once a 
license is approved, it is difficult to track and adjust, in real time, who is actually using how much 
compute under which conditions.

In the United States and Europe, regulators have already begun tightening controls on high-
end AI chips and related technical data, while introducing requirements for companies to 
systematically retain and manage access logs and usage records for such data.21 U.S. rules 
still focus heavily on whether technology has been provided or disclosed and whether license 
conditions have been complied with, so logs are commonly used for ex post audits and 
compliance checks.22 Deemed export rules and interpretations on cloud and remote access 
likewise hinge on whether technical data has been “released,” and therefore do not fully capture 
newer risks, such as API-based compute access or large-scale concentration of compute.23

The U.S. AI Diffusion Rule reflected some awareness of these access- and compute-based 
risks. The framework’s conditions on transfers of advanced computing hardware included 
measures such as Validated End-User (VEU) status, clustering limitations, ongoing security and 
logging obligations, and restrictions on certain forms of model training and infrastructure use 
for non-allied destinations. These measures implicitly address aspects of AI infrastructure by 
tying hardware exports to monitoring, acceptable-use controls, and access management for a 
limited group of trusted countries, including South Korea. However, they remain fundamentally 
anchored in hardware export licensing and do not yet treat access-permission structures 
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and cumulative compute quotas as primary units of control in their own right. The approach 
proposed in this paper is therefore not a rejection of the framework, but an attempt to extend 
its logic by making access and compute explicit, first-order variables in U.S.-South Korea joint 
governance of AI infrastructure.

This paper draws on the Zero Trust concept from cybersecurity and applies it as a policy 
framework for export control and national security governance.24 Zero Trust is the principle of 
not presuming that any person or organization is trustworthy, but instead verifying identity and 
authorization at each point of access and granting only the minimum privileges necessary for the 
task at hand. In this paper, Zero Trust serves as a conceptual framework for articulating where 
access should be allowed and where it should be restricted in a borderless AI environment.

Zero Trust’s most stringent forms—continuous verification, fine-grained attribute-based policies, 
real-time enforcement, and strict compute ceilings—are particularly appropriate where access 
involves sensitive models, high-end training functions, defense-related applications, or high-
risk APIs. By contrast, lower-risk collaborative research among trusted institutions in allied 
countries may warrant lighter application of the same principles, with greater reliance on ex 
post auditing and institutional safeguards. A risk-tiered application of Zero Trust thus offers a 
more realistic path for embedding access-centric controls into existing export control systems 
without imposing disproportionate burdens on benign innovation.

This perspective makes it possible to consider real-time access control as a new policy option, 
alongside existing document-based licensing. Incorporating real-time access control does not 
mean abolishing the existing licensing and reporting framework, but rather embedding the 
principles agreed at the licensing stage directly into data center access control and logging 
systems. This could involve: 1) assigning attributes such as nationality, affiliation, and project 
purpose to each account and role; 2) defining policies based on those attributes—for example, 
“Accounts of specified nationalities may not access training functions on high-end GPU 
clusters,” or “Allied public research project accounts may use up to X GPU-hours per month”; 
and 3) recording and monitoring all access and compute usage in real time, so that access is 
automatically blocked and alerts triggered if predefined thresholds are exceeded. In such a 
system, principles agreed upon by regulators and companies are automatically enforced in 
data center operations.

As AI data centers become more sophisticated, U.S.-South Korea export control systems must 
be redesigned so that access entitlement structures, rather than physical borders, become 
the core unit of control. Building on existing document- and license-based systems, a step-by-
step integration of Zero Trust and real-time access control offers a realistic and implementable 
policy pathway for dealing with AI infrastructure.
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Expanding Export Control Norms to Reflect AI Functional Weaponization 
Risks

AI weaponization is not confined to software embedded in physical weapon systems such as 
autonomous lethal weapons. From the moment AI begins performing a range of military and 
security functions—such as target identification, situational awareness, decision support, and 
cyber operations automation—it functionally acquires a weapon-like character.25

Of course, physical weapon platforms such as autonomous unmanned aerial vehicles (UAVs) 
and ballistic missile systems have long been treated as core controlled items under existing 
export control regimes, including ITAR and EAR.26 What this paper emphasizes, however, is 
that actors can use essential weapon functions such as target identification, route planning, 
and situational awareness solely through access to high-performance compute and sensitive 
data, negating the need for systems embedded in hardware. At this point, compute quotas and 
access-permission structures emerge as a new axis for controlling weaponization.

This kind of functional weaponization is possible even without transferring the source code 
or the model itself, relying instead only on access to compute resources and the operating 
environment. For example, if an actor merely secures access to an AI analysis system linked 
to sensitive sensor data, it can use that system to analyze and predict an adversary’s military 
activities.27 This is difficult to fully capture within the traditional export control regime, which is 
structured around the transfer of physical items and technical documentation.

Compute access, model deployment locations, and the degree of integration with military 
and intelligence systems must be examined as new control points. In other words, where a 
given model is deployed and who can use it should be treated as core variables in assessing 
functional weaponization risk. By doing so, debates on AI weaponization need not remain at 
the abstract level of ethics and norms; instead, the concepts of compute quota and access-
permission structures can be directly connected to the concrete design of export-control and 
access-control mechanisms.

Conclusion and Policy Questions

As technologies and compute resources diffuse across borders, a U.S.-South Korea joint export 
control system—policy alignment plus joint governance—serves as a realistic alternative to 
effective AI export control.

From a compliance-practice perspective, a U.S.-South Korea joint approach can both mitigate AI 
weaponization risks and help reduce investment uncertainty for companies in allied countries. 
To this end, a new governance direction centered on compute quotas, access permissions, 
Zero Trust, and real-time access control can serve as a foundation for establishing future joint 
working groups and step-by-step policy alignment.

As a practical first step, the two countries should establish a joint working group to develop 
common standards for access logging, compute-usage monitoring (see Appendix B), and the 
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identification of high-risk AI functions in cross-border data center environments. A second 
priority should be to pilot a compute-quota-based governance model in a limited set of high-risk 
domains—such as military-relevant model training, critical-infrastructure AI systems, or dual-use 
intelligence applications—before considering broader deployment across other allied countries. 
These pilots would allow regulators and industry to test different logging architectures, threshold 
definitions, and enforcement mechanisms in a controlled setting, generating the empirical and 
institutional experience needed to scale up joint governance of AI infrastructure over time.

On this basis, there are several policy questions that policymakers and practitioners should 
consider in relation to U.S.-South Korea joint export control. In which domains and for which 
targets should the shift to compute-centric control be examined first? What criteria (roles, 
purposes, nationality, risk grades) are needed to treat access-permission structures, rather than 
physical borders, as the primary units of control? Under what conditions are access control using 
Zero Trust and real-time access enforcement implementable, and where do technological and 
legal limitations arise? If compute quotas are introduced as a policy variable, what thresholds, 
time periods, and project units are appropriate, and how should these be differentiated between 
allies and countries of concern? What could a U.S.-South Korea joint working group pilot first 
(for example, log standards, compute monitoring, criteria for identifying high-risk APIs)?

In short, as AI data centers advance, U.S.-South Korea export control laws should also be 
updated. This is not simply a matter of tightening existing rules, but of redesigning alliance-
based national security governance by introducing access and compute as new units of control. 
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Appendix A. Explanatory Note on the Security Implications of GPU Counts 
and Compute Quotas

A.1. Why “The Same One Hundred GPUs” Can Mean Very Different Things

In the main text, this paper points out that the security implications differ between a scenario in 
which one hundred identical GPUs are distributed across multiple allied research institutions and 
one in which a single organization monopolizes them over a long period. The difference arises 
not from the physical number of devices, but from how compute is distributed or concentrated.

When 100 GPUs are shared among public research institutes or universities across several allied 
countries, the compute capacity available to each institution is limited, and research tends to be 
more diversified. In this case, total compute is distributed across many actors, so the likelihood 
that any single organization’s strategic AI capabilities will leap forward rapidly is relatively low. 
By contrast, when the same 100 GPUs are concentrated for an extended period in a particular 
military agency, intelligence service, or state-owned research institute and repeatedly used 
to train frontier-level models, compute accumulates with a single actor, enabling the rapid 
development of large-scale models that can be directly applied to military missions such as 
target identification, situational awareness, and cyber operations.

A.2. “How Many Units” Versus “Who Uses How Much, and for How Long”

Traditional export control asks: “How many GPUs of what performance were exported to which 
country?” However, AI capability is better explained by the total compute used for a training run 
and the cumulative compute quota an organization uses over time. The key question thus shifts 
from “How many GPUs are there?” to “Which actor is using how much compute, for how long?”

A.3. Implications for the Design of U.S.-South Korea Export Control Regimes

This distinction suggests two main directions for the design of U.S.-South Korea export 
control regimes. First, regulations that focus solely on device counts and performance are 
insufficient to fully capture actual patterns of compute concentration in cloud-based and 
multi-tenant environments. Second, if compute quotas and their distribution are introduced as 
policy variables, it becomes possible to design more fine-grained ceilings on the strategic AI 
capabilities permitted to allies, friendly states, and countries of concern. Ultimately, even for 
the same 100 GPUs, security implications and policy responses must vary depending on whose 
hands they are in, what usage patterns they follow, and how long they are concentrated.
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Appendix B. International Regulatory Trends on Logging, Compute 
Quotas, and Real-Time Control

B.1. Institutionalization of Logging and Record Management: Trends in Europe and the United 
States

In EU AI regulatory discussions, the EU AI Act (Regulation (EU) 2024/1689) requires providers 
of high-risk AI systems to automatically generate and retain logs of inputs, outputs, and system 
behavior, with the aim of ensuring traceability and explainability. The recordkeeping provisions 
of the U.S. EAR (15 CFR Part 762) impose broad retention duties that extend to electronic records 
and system-generated logs. For companies that handle controlled technical data in cloud 
or remote-access environments, the systematic management of access logs—showing who 
accessed which data, under what conditions, and when—is recognized as a key compliance 
element.

B.2. Limitations of the U.S. System and Directions for Improvement

Current deemed export rules and the EAR’s concept of “release” largely preserve a traditional 
structure focused on the “transfer of knowledge” and the “disclosure of technology.”28 While 
this framework works reasonably well for regulating situations in which foreign persons gain 
access to technology through documents and source code, it is increasingly insufficient to 
capture AI-related risks that manifest in cloud environments primarily through execution and 
compute—especially high-risk API-based functional access and large-scale concentration of 
compute.

Recently, the Trump administration and major research institutions have been discussing 
ways to impose notification and reporting obligations on training runs for large models that 
use compute above certain thresholds, and to use such reports as a basis for monitoring AI 
capabilities. These discussions could be integrated with export licensing conditions so that 
compute quotas exceeding specific thresholds are subject to more stringent review, reporting, 
and restrictions. These directions should not be seen as a purely U.S. domestic matter but as 
issues for joint discussion within a U.S.–South Korea governance framework.

B.3. EAR Provisions on the Transfer (“Release”) of Technical Data

Under 15 CFR § 734.15, technology is “released” to a foreign person when that person is 
permitted to inspect or receive it, including through access information such as passwords 
or decryption keys. Under 15 CFR § 734.19, transferring such access information may itself 
constitute a licensable activity. These provisions indicate that existing law already recognizes 
certain forms of access-enabled release but does not yet provide a sufficiently clear framework 
for AI-specific compute access scenarios, such as high-risk API-based functional use or large-
scale compute concentration.
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B.4. ITAR Provisions on Technical Data and Release

Under 22 CFR § 120.33, ITAR broadly defines technical data and treats the provision of 
access credentials to encrypted defense technical data as a potential release. This framework 
presupposes the importance of access logs and underscores that providing the means of 
access—not merely the data itself—can trigger export control obligations. The policy implication 
is that AI-specific access controls must be designed with this interpretive risk in mind.

B.5. Provisions on Technology Transfer Under South Korean Export Control Law and Their 
Implications

South Korea’s export control regime—anchored in the Foreign Trade Act and the Public Notice 
on the Export and Import of Strategic Items—defines technology provision primarily in terms of 
active acts such as transfer of materials, training, and technical guidance. This framework has 
not yet explicitly captured access-based usage modes such as cloud access, remote API calls, or 
cumulative compute utilization as distinct regulatory units. Refinement is needed in three areas: 
1) clear criteria for when cloud- and API-based usage constitutes strategic technology provision; 
2) guidelines for managing access logs and compute-usage records for AI infrastructure; and 
3) introduction of compute scale and access patterns as explicit variables in licensing and 
monitoring frameworks.
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